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MR. KEAN:. That's the gavel. Good norning. On behal f of
t he National Comm ssion on Terrorist Attacks on the United States,
| hereby call to order this second hearing and, of course, our
first hearing in Washington, D.C

Let me begin by expressing our gratitude to nmenbers of
the public who are followi ng our deliberations, whether they're
here in person or whether they're watching on television. Let
me say, too, that since we held our first public hearing in New
York on March 31st and April 1st, a nunber of individuals have
contacted our staff. Sonme expressed synmpathy and support for the



famlies of those who died on Septenber 11th. Qhers have offered
us their help and have provided our investigators wth sone very

useful information. So, 1'd |ike to enphasize that if anyone here
with us today or watching el sewhere has any information that they
believe will be hel pful to our investigation, please contact the

Conmi ssion through its website: www. 9-11conmm sSsi on. gov.

| also want to express ny deep gratitude, and that of the
entire Comm ssion, to the famlies of those who died in the
attacks on our country on Septenber 11th, and to the many who
survived themand their famlies. They have given unsparingly of
t hensel ves to see that we have the necessary resources to do our
wor k, and they've al so uncovered sone very val uable information
that they have passed onto us.

As we begin today, let nme say that the Commi ssion's
central mssion, as all of us see it, is threefold.

First, we are charged with giving the American public a
full accounting of the events of Septenber 11th. Qurs is the only
entity tasked by the United States governnment with presenting an
aut horitative account of those events.

Second, we will attenpt to find out how and why the
tragedy that took place on that day could have occurred. dearly,
sonet hing went wong. W need to establish the fullest factual
account possible so that these problens can be fi xed.

The third part of our mssion is perhaps the nost
inmportant. We're going to nake specific policy recommendations
that m ght help prevent future terrorist attacks and nmake the
peopl e of our country safer.

And we're going to press for swift inplenentation of these
recommendati ons after we make them

Now | et nme say a brief word about what the Comm ssion's

been doi ng. W' ve opened offices in Washington, and within a
month, we're going to have our opening for our office in New York.
We have assenbled a staff of some 55 people divided into nine
research teans. Each of those teans is deeply inmmersed in the
parts of the investigation they were specifically recruited to
conduct. We're exam ning sone very, very sensitive material.

Much of it's classified, so it's not always possible to share
everything we're doing with the public, but we'll try to share as
much as possi ble and what we |learn as our investigation proceeds.



Where possible, we will present our findings in public hearings
such as this one.

We m ght question witnesses we will hear fromtoday again
-- perhaps, if it's sensitive matters, in closed session -- as we
continue with our investigation, to get additional information.
So to those who requested us to ask particul ar questions today,
|’d say please be patient. Sone of the itenms you brought to our
attention are going to asked today and will cone up in our
di scussion. Ohers will come up in different foruns.

W'l be exploring two topics at this hearing. The first
wll be the role of the Congress, oversight of the agencies
responsi ble for intelligence gathering, national security and
homel and security. The second is the state of aviation security -
- before Septenber 11th, on Septenber 11lth and after Septenber
11t h.

We're now going to hear fromthree panels of nenbers of
the United States Congress. Qur first panel consists of nmenbers
of Congress who sponsored the legislation that brought this
Conmi ssion into existence. Menbers of the Comm ssion have net
wi th many nmenbers of Congress in the course of our work. Today, |
beli eve, however, is the first time congressnen and senators who
really supported the need for our Conm ssion and a conm ssion of
this kind have the opportunity to share with us in public what
t hey woul d nost |ike the Comr ssion to achi eve.

Each of the three nmenbers of this first panel is well-
known to us and probably well-known to nost of the people in the
country. They're Senators John McCain of Arizona and Joseph
Li eberman of Connecticut, and the Denocratic | eader of the House
of Representatives, Nancy Pelosi of California. And | believe
we're going to begin with you, Senator MCain.

SEN. MCCAIN: | think Congresswoman Pel osi has a
comm tment - -

MR. KEAN:. Ch, Congresswonan Pel osi? Fine.
SEN. MCCAIN. -- and |I'd be glad if she would proceed.

REP. PELOCSI: Thank you very nuch, Chairnman Kean, Vice
Chai rman Ham I ton, very distingui shed nmenbers of this Comm ssion.
| thank the gentleman from Arizona for yielding to nme because of
nmy responsibilities on the House side, and |I'mvery honored to be
here today to testify before, as | said, this very distinguished



Comm ssion, in the presence of two people, Senator Liebernman and
Senator McCain, who were instrunental. Their |eadership, in fact,
made this Conm ssion possible, along with that of ny coll eague
fromthe House Congressnman Ti m Roener, who serves on this

Comm ssion. | conmmend himalso, for his great | eadership.

Since the horrific attacks of Septenber 11th, the United
States has had two primary goals: first, we nust identify the
i ndi vidual s and the groups responsible for this horrific act and
bring themto justice. And next, what you put forth, M. Chairnman:
to provide a full account of why and how -- why the attacks were
not prevented and how they can be prevented in the future.

Wth respect for the famlies so affected and
responsibility to the Anerican people, many of us thought that it
was inportant to have an independent conm ssion to review events
| eadi ng up and post-9/11. Fromthe outset, | believed that a
review of the events leading up to the attacks, including the
governnent's response and the | arger issue of our nation's
preparedness for terrorist attacks, needed to be conprehensive and
conduct ed i ndependently by individuals who could bring fresh
thinking to the issues at hand. Congressional investigations, no
matt er how t horough, would likely be restricted primarily to the
jurisdiction of the conmttee or conmttees involved. Because the
government woul d conduct such investigations, they would be
unlikely to achi eve the sanme degree of public acceptance as an
i ndependent inquiry.

It is unfortunate that such an inquiry did not begin nuch
sooner, right after 9/11. Wthin weeks of the attack, | offered
| egislation to establi sh such an i ndependent conm ssion, to be
conduct ed by peopl e who woul d chal | enge conventi onal w sdom and
who had w de perspective and broad experience in dealing with
conpl ex problenms. Unfortunately, agreenent could not be reached
on how nmuch power to give the review, and the commi ssi on
proposed was defeated on the House fl oor.

| was pl eased, however, that through the | eadership and
the persistence of a nenber of this comm ssion, former congressnan
Ti m Roener, as | nentioned, and that of Senators MCain and
Senator Lieberman, this body was established and has begun its
critical work. Thank you, Tim Roemer. Thank you, Senators MCain
and Lieberman. Qur entire country is deeply in your debt.

Fortunately, the time between the idea for this comm ssion
and its creation was not conpletely lost. The inquiry undertaken
by the House Intelligence Commttee Subcomm ttee on Terrorism and



the nearly year-long joint investigation by the House and Senate
Intelligence Conmittees both answered questions about the nation's
state of preparedness and also identified areas in which further
work i s necessary.

| am aware that the conmttees are followng up in those
areas, even as they work toward the rel ease of a decl assified

version of the report. |'mconfident that the work of these
inquiries has been and will continue to be of assistance to this
commi ssion. | hope that it is available to you.

These congressional reviews were necessary, and they have
produced i nportant records that enhance our understandi ng of what
happened on Septenber 11th and why. At the sanme tine, these
reviews do not tell the full story. Both reviews were focused on
the work of the intelligence conmmunity, rather than the
performance of the federal governnent as a whole, both prior to
and after the devastating attacks. \Whatever failures occurred in
the intelligence agencies nay have been nmatched in seriousness by
failures in other agencies.

This is not to excuse either the intelligence community
specifically or the federal governnent generally. Rather it is to
say that the greatest service this comm ssion can performis to
provide a clear picture of how the federal governnent, as a whole,
was or was not working against terrorismbefore Septenber 11th,
how the pieces fit or did not fit, and the consequences of the
governnent's performance.

For exanple, and very inportant, the joint congressional
inquiry on which | served, as a nenber of the Intelligence
Commttee, did not have access to records of the National Security
Council. | believe that a review of those records are essenti al
to a thorough understandi ng of decisions nmade by the
adm nistration on terrorismmtters, and | hope that this
Comm ssion is successful in obtaining access to them

Since the attacks, steps have been taken to realign
federal agencies and change responsibilities, the creation of the
Depart ment of Honel and Security -- another brainchild of the
senat or from Connecticut, Senator Lieberman -- and the Terrorism
Threat Integration Center being anong the nost notable.

These may turn out to be worthwhile actions; however, ny
concern has been that these entities were instinctive responses --
al t hough Senator Liebernman had suggested his departnent | ong
before Septenber 11th -- to general perception that things were



not right, rather than a result of an exhaustive inquiry across
the governnment with specific findings and specific recomendati ons
for change. This is a critical role your conm ssion can and nust

pl ay.

One question that has arisen, and very nuch in the
forefront of everyone's thinking, is the role of congressiona
oversight. The activities of the Congress before Septenber 11th
are appropriate area of inquiry, and to this point, have not been
exam ned closely. There has been concern that prior to the
attacks, responsibility for oversight of honeland security issues
has been too diffused within Congress.

In the House, a subconmttee and a separate
appropriations subconm ttee have been created to address that
concern. It is still too early for either of these entities to
have produced a record on which to base judgnents. Neverthel ess,
| expect that a separate appropriations subconmttee wll ensure
that the honel and security prograns that are not funded through
subconm ttees such as Defense or Transportation, which is the case
now, will receive the resources they need.

Adequat e funding for honel and security presunmes that it
is accorded a high priority in budget subm ssions. But |I'msorry
to say this has not been the case; for exanple, the Coast Guard

mai ntains it needs $6.6 billion over the next 10 years for port
security and related activities. Yet, the Bush adm nistration has
requested only $500 million thus far, despite the enactnent of

| egi sl ation that underscores the critical needs in this area.
bring this up because it points to the fact that resources that
Congress devotes to any given agency or effort have been |ess
reflective of the organization of congressional commttees and
nore reflective of the inportance they are given by the Bush
adm ni stration.

Although it is too early to judge what inpact the changes
al ready nade in the House will have on the oversight process, | do
not believe that additional changes are necessary at this point.
You may reach a different conclusion, and if you do, |, of course,
W ll respect and be interested in your thinking. M belief,
however, is that the nechanisns are in place to conduct effective
oversight and that it's up to the congressional |eaders to make
sure that those nmechani sns are enpl oyed vigorously. In closing, |
want to reiterate the enornous significance | attach to your
efforts and the high hopes | have for your success. The tragedy of
Sept enber 11th is so imense that as we go forward to neet the
chal | enges, we nust always renenber that we are wal king on sacred



ground. Menbers of the famlies of those who were | ost on
Septenber 11th have told ne that just nere hearing a plane going
overhead fills themwth terror. W nust renove that fear from
those famlies and fromthe Anerican people. Any review of this
tragedy nust, therefore, be conducted in a way that reflects the
enormty of the | osses the nation has suffered; the magnitude of
the sacrifices endured by the famlies of the victins. Your work
will be essential in providing answers about why gover nnent
agencies collectively did not do better in advance of Septenber
11t h and how they can inprove their performance in the future.

Along with the American people, especially the
famlies and friends of those we have lost, | eagerly await the
results of your deliberation and once again want to commend
Senator MCain, Senator Lieberman and Congressman Roener for their
great | eadership, and to you, M. Chairman, and your vice-chair
and all the nenbers of the Committee.

God bl ess you, and Godspeed in your very, very inportant
wor K.

Thank you. (Appl ause.)
MR. KEAN:. Thank you very nuch, Congresswonman
Senat or McCai n?

SEN. MCCAIN. Thank you very nuch, M. Chairnman, and
thank all the nenbers of the conmi ssion for your willingness to
serve in this very difficult and daunting task.

The Septenber 11th attacks represented a massive failure
in the nost fundanental duty of our governnent: the security of
the American people fromforeign attack. That devel oped over the
course of successive administrations. Wen Joe Lieberman and |
called for an independent comm ssion, we stated clearly that it
shouldn't be a witch hunt directed at one particul ar
adm ni stration, one particul ar agency or particul ar individuals;
that it should be an honest, probing and thorough revi ew and
critique of U S. policies, prograns and practices spanning al nost
two decades and four adm nistrations prior to Septenber 11th,
2001, with the goal of understanding what we did wong, how we can
learn fromidentified failures, weaknesses and vulnerabilities in
order to make necessary system c corrections. A full and frank
accounting of such policies, prograns and practices should be far
rangi ng and candid in assessing the failures of vision, threat
assessnment and policy response that preceded the attacks.



The joint congressional investigation into the
intelligence failures associated with Septenber 11th did critical
wor k in uncovering how el ements of our governnent failed to share
and use existing information to divine the terrorists' planning
and intentions. This comm ssion should expand on the joint
congressional commttee's investigation of the nyriad failures
that prevented significant information in our possession about the
Septenber 11th plot from bei ng pursued by the rel evant agenci es.
The comm ssion should al so recommend additional reforns above and
beyond those inplenmented to date, to rationalize the way
intelligence information is collected, analyzed, dissem nated and
acted upon to inprove the effectiveness of our efforts to deter,
preenpt and counter extrem st terrorism

M. Chairman, | was disheartened that nenbers of your
comm ssion were, until recently, denied access to the report of
the joint congressional investigation into the Septenber 11th
terrorist attack. Using the congressional commttee's report as
t he baseline for your work would theoretically have all owed the
Conmi ssion to hit the ground running.

I nstead you' ve been stuck in the quicksand of negotiating
access to a docunent you should have been entitled to exam ne on a
priority basis at the beginning of your tenure.

I find it particularly troubling that Comm ssion nmenber
and former Congressman Ti m Roener, who hel ped wite the
congressional report as a nenber of the House Intelligence
Conmittee, was, until this nonth, denied access to his commttee's
own product.

While | don't want to believe such a basic |ack of
cooperation was intentional, it neverthel ess creates the
appearance -- and | enphasi ze creates the appearance -- of
bureaucratic stonewal | i ng.

The | ong-runni ng di spute between the joint congressional
commttee and the adm nistration over the decl assification and
public release of the commttee report sets a troubling precedent
for adm nistration cooperation with your comm ssion. Excessive
adm ni stration secrecy on issues related to the Septenber 11th
attacks feeds conspiracy theories and reduces the public's
confidence in governnent.

| strongly believe the comm ssion will need access to the
Nat i onal Security Council docunents deni ed the congressional



cormmittee. | hope the adm nistration will not abuse the principle
of executive privilege to deny the Conmm ssion the critical
repository of day-to-day activity on issues related to the
terrorist attacks.

Simlarly, the Comm ssion's ability to interview key

adm nistration officials is essential. Wthout full cooperation
on access to docunents and officials, the adm nistration wll
rai se nore questions than the Comm ssion will be able to answer.

The operations of the joint congressional investigations
hold a val uable | esson for the comm ssion on securing information
fromthe executive branch. Leaders of the joint congressional
comm ttee, Republican and Denocrat, have been highly critical of
the administration's resistance to congressional commttee
requests for information related to the attacks.

The comm ttee subpoena power was critical to the success
it did not enjoy in ferreting out information related to the
attacks. As with the congressional commttee, it is ny hope that

your conm ssion will agree to issue nost subpoenas by consensus
and that any votes on subpoenas will not split the Conm ssion
along partisan lines. | support the fullest possible public

di scl osure of all the conm ssion's hearings and findings. |
encourage you to hold public hearings like this one as frequently
as possible and to publicly issue substantive interimreports on
the Conmission's progress. This is particularly inportant to the
famlies of Septenmber 11th, will provide information the Congress
and the adm nistration can use to bol ster our honel and def enses.

Let ne say that Congress bears sone responsibilities in
this matter also. Too often its decisions are net wth resistance
due to the cost of the burden of the regulated industry. Many
beli eve that aviation security should have been greatly inproved
after the bonbing of Pan Am 103 in 1988. Congress enacted
stricter security regulations for baggage screening as a result of
that tragedy. However, funding issues and conplaints from
i ndustry del ayed nany of those requirenents.

In 1996, in response to the crash of TWA 800, Congress
passed several security mandates on the Federal Aviation
reauthorization bill. It took five years, five years, to
i npl emrent sone of these requirenents. The General Accounting
O fice has pointed to industry resistance and a | ack of adequate
funding as two significant obstacles to inprovenents in aviation
security.



| don't necessarily believe that we could have prevented
the events of Septenber 11th had Congress acted differently, since
t he i nprovenents were focused on detecting expl osives in baggage.
However, time after time, Congress noves in a certain direction
only to have its goals obstructed by industry conplaints, special
interests or the earmarking of funds that divert precious
resources to other non-essential programs. This problemis not
i ndustry-specific but covers all issues on which Congress acts.

Congress has a responsibility to do what it believes is
right, even if industry or other interests are opposed. Once it
makes a decision, it nust exercise proper oversight and ensure
that proper funding is available to carry out our mandate. On the
i ssue of priorities for the Comm ssion's investigations, | believe
no area of inquiry should be off-limts if you would determne it
relates to your nandate to pursue a conprehensive investigation
into the Septenber 11th attacks.

| believe there are four specific areas that deserve
particular attention fromthe commi ssion: The U S. policy
response to terrorism the rise of al Qaeda; state support for
terrorism and the role of Saudi Arabi a.

An eval uation of the effectiveness of the U S. response
to a series of terrorist attacks against Arericans by Islamc
extrem sts over the |l ast two decades is critical if we are to
prevail in the com ng nonths and years. GOsama bin Laden hinself
regularly cited Anerican inaction after devastating attacks on our
Marine barracks and on our enbassy in Lebanon as inspiration for
hi s cause. Subsequent ki dnappi ngs and assassi hations, the
destruction of Pan Am Flight 103, the '93 Wrld Trade Center
bonbi ngs, subsequent planni ng of nassive trans-Pacific hijackings,
the 1995 R yadh and 1996 Khobar Towers bonbings of U S. targets in
Saudi Arabia, the 1998 enbassy bonbi ngs of Kenya and Tanzani a, the
pl anned attacks agai nst American interests on the eve of the
m || enni um and the 2000 bonbing of the USS Cole all provided a
troublingly clear picture, not only of terrorists' intentions but
of their ability to significantly damage Anerican interests.

The role of U 'S, policy in responding to these attacks
and the ways in which American | eaders fail to adequately counter
the threat posed by international terrorismshould be centra
areas of inquiry for the commssion. |Illustrative questions
shoul d i ncl ude:

Did the tension between | aw enforcenent and nmilitary
responses to terrorisminhibit our response by focusing



on | egal outcones, indictnments, prosecutions and

convi ctions rather than focusing on the destruction and
defeat of terrorist infrastructure that targeted

Ameri cans?

- Were nore active responses to the threat proposed but
not i nplenmented because of |egal, bureaucratic,
di pl omati c or other concerns? How well was the
counterterrorist mssion incorporated into the planning
and operations of our arned forces, our diplomatic
service, our intelligence and | aw enforcenent agencies?

- How was it that a troubled youth from California was
able to join the ranks of al Qaeda and neet Osanma bin
Laden while our intelligence assets could not?

It now seens clear that U S. policy toward Afghanistan in
the 1980s and our decision to abandon the region after 1989 pl ayed
a significant role in the conditions that allowed al Qaeda to
flourish. | believe the formative period of al Qaeda, not just its
nore recent operations, should be thoroughly exam ned by the
Comm ssi on.

Key questions would include what we knew about bin
Laden's efforts to build a terrorist training and operationa
network in the region, al Qaeda's role in Somalia in 1993, the
partnership formed between Gsama bin Laden and Mul | ah Orar, as
well as al Qaeda's ideol ogical devel opnent, recruitnent practices,
net wor ks and eventual operations on at |east five continents.

The question surrounding the nature and extent of foreign
gover nment sponsorship and support for al Qaeda and Islamc
terrorists bear full exam nation. Afghanistan and Sudan, as
former bases for Qaeda training and operations, are obvious
candi dates for inquiry. But so, too, are nations |like Irag under
Saddam Hussein, Syria and |Iran, whose sponsorship of terrori st
or gani zati ons known to have coll aborated with al Qaeda. And in
Iran's case, its current support of known al Qaeda | eaders nerits
i nvestigating and publicizing. Finally, the role of Saudi Arabia
inthe rise of a global terrorist network deeply hostile to
Anmerica nmust be a part of this conm ssion's deliberations. The
role of Saudi policy and Saudi noney from both official and
private sources, including nenbers of the royal famly, nust be
fully investigated and made public.

Until Saudi Arabia itself was attacked | ast week, the
Saudi | eadership and public had clearly failed to acknow edge and



learn fromthe Saudi role in the terrorist attacks of Septenber
2001. The United States and Saudi Arabia cannot enjoy a norma
rel ationship, nuch less the relationship of allies, as |long as
Saudi | eaders continue to deny and decei ve us about Saudi
culpability and the rise of extrem st terrorism The U. S
governnent's reluctance to address this issue directly nust not
extend to your worKk.

In retrospect, it's sinply remarkable that the United
States stood by over two decades, preoccupied by other dangers,
chal  enges and opportunities, as a grave threat to our security
formed, grew in strength, expanded in reach and conducted
oper ati ons agai nst Anerican targets around the world and
ultimately attacked our honel and.

The chall enge and the privilege of this Commission is to
explain to the American people how and why these devel opnents
occurred and what our governnent can do to provide the greatest
degree of security to our people in the face of these threats,
consistent with the rights and | aws of a free people.

W wiill win the war al Qaeda and those whose support it
started. The Conmi ssion's investigations and findings will help
formour response and will contribute to our ultinmate victory.
|"mgrateful for your service and | ook forward to your response to
a historic mandate that | hope all elements of our government wll
actively support.

| thank you.

MR. KEAN: Thank you, Senator MCain. Senat or
Li eber man.

SEN. LI EBERVAN.  Thank you, M. Chairman, M. Vice
Chai rman, nmenbers of the commission. | give a special greeting to
my former coll eagues, Senator C el and, Senator Gorton and
Congressman Roener.

It's an honor to be before you along with Congresswoman
Pel osi and nmy dear friend and still straight-tal king col | eague,
the senator from Arizona, here today.

It was in Decenber of 2001 that John MCain and I
first proposed legislation creating this conmm ssion. Qur purpose
was clear, and we believed non-controversial. The Anerican people
were entitled to a full and unflinching account of how Septenber



11t h happened so we coul d determ ne what went wong and prevent it
from ever happeni ng agai n.

The American people deserve to know the full and
obj ective truth as best it can be determ ned. They and we still
have not received that, unfortunately. And until we get it, al
the attenpts to make Anmerica safer in this age of terrorismare
bound to be inconplete.

Today, May 22nd, 2003, the mission of this Comm ssion is
clearly nore vital than ever. Wthin recent days, 75 people have
been killed and hundreds nore wounded in two terrorist attacks in
Saudi Arabia and Mrocco that appear to have been executed by al
Qaeda. The remaining nmenbers of a 19-man al Qaeda cell based in
Saudi Arabia, we are told, have fanned out to conmmt nore
atrocities.

And this norning we are greeted by the deadly taped voice
of another al Qaeda |eader, a voice that perversely invokes the
name of God for the purpose of killing God's creations, innocent
civilians. As Tom Friedman wote a while ago in the New York
Times, these terrorists hate us nore than they love life.

The Departnent of Honel and Security has, in response,
i nposed a hei ghtened Code Orange alert am d runors of possible
attacks on major Anmerican cities. And once again, surface-to-air
m ssi | es have been deployed in and around our nation's capital.
The war on terrorismcontinues.

Qur mlitary victories in Afghanistan and |Iraq have
struck bl ows against global terrorism | consider these to be
victories in battles in the war, but the war clearly goes on.
Nei t her Gsanma bin Laden nor Saddam Hussei n have been brought to
justice. A Qaeda is still killing innocent civilians and stil
seeki ng weapons of mass destruction.

That is why our mlitary action abroad nust be
conpl enented by an unrel enti ng and unprecedented commtnment to
strengt hen our defenses here at hone. And | say again that that
begins with the search for truth that you are conducting as
menbers of this comm ssion.

The successful conpletion of your critical mssion cannot
occur without the full cooperation of the executive branch of our
governnent. As Senator MCain has indicated, and | agree, inits
initial unwillingness to provide funds that you needed to do your
job, and in its failure to facilitate the release of the joint



intelligence inquiry report to the public, the adm nistration has
not acted constructively.

The essential mssion of this comm ssion deserves and
demands nore than begrudgi ng cooperation. You don't have nuch

time. |If you are constantly forced to fight for information,
you' || never get to the heart of the problens that plagued and in
many cases still plague our governnment's fight against terrorism

| urge you to use every power you have been given by
Congress to obtain the information you need to fulfill the m ssion
the | aw gives you and to call on nenbers of Congress and nenbers
of the public to assist you in that quest.

That's about the search for truth. Let me tal k about
t he second part of the mission, M. Chairman, that you correctly
identified, which is to hel p us by maeking recomrendati ons about
how we can make certain that nothing |ike Septenber 11th ever
happens again in the United States. And | regret to say that
there is still an enornous anobunt to be done in that regard. |
was pleased to play an active role in the creation of the
Departnment of Honel and Security. | amconfident that if properly
| ed and supported it will help us protect the American people here
at hone.

But the resources necessary have not been given to this
departnent yet. The potential for change and inprovenent is stil
there. Let ne cite as exanples the fire fighters, police officers
and nedi cal energency professionals in comunities across Anmerica
who are the first to respond to a disaster, and the |last to | eave,
and who can becone also the first preventers, because they are out
there in enornous nunbers everywhere in Anerica, still desperately
need proper training, proper comrunications to allowthemto talk
to one another in a crisis so they can protect us, and they need
personal reinforcenments. Instead, nany first responders -- nore
than half of the communities in America, fromone statistic | have
seen have been laying off first responders today, because the
cities and towns are so fiscally strapped. That nakes about as
much sense as reducing Anerica' s troop strength in the mddle of a
conventional war. Yet, | regret to say that the adm nistration
and the majority here in Congress have not adequately funded first
responders or the Departnment of Honel and Security. There is much
nore to be done.

W have nade sone strides in securing our air travel
that is true. But other forns of transportation remain
i nadequately protected, and require your consideration.



Qur nation's seaports, | fear, remain an Achilles' heel
in our donestic defenses. Too little cargo is being inspected,
and too few containers are being tracked fromtheir port of origin
to their final destination. At the current rate of funding, it
will take the Coast Guard 20 years to build the nodern fleet it
needs to fight terrorismnow. And here again the president's
budget under-supports basic physical security at ports for itens
i ke perimeter fencing, guards and nonitors.

Qur borders remain painfully porous and cry out for the
Border Patrol to be beefed up. But | do want to say that to ne
per haps the nost significant gap remaining is the one that people
can't see, and that is the gap in our intelligence community.
There has been too nmuch reluctance to challenge the status quo in
the intelligence community. The best way to stop terrorism al
the experts agree, is to interrupt the plot before it's executed.
And that can only cone fromgreat intelligence. Today,
unfortunately, when it cones to understandi ng the scope and depth
of the intelligence failures that led to Septenber 11th, we sinply
don't have enough information.

Too many of the failures that we have already identified
remai n unchanged today, a full 20 nonths after the attacks. And I
want to say bluntly it starts at the top. And today at the top of
our intelligence and | aw enforcenent comunities there remains too
much division, too many of the same bureaucratic barriers that I
think contributed to the disaster of Septenber 11th. And all of
the federal agencies continue to keep state and |ocal first
responders and first preventers, as | call them at arm s |ength,
when it really is these front-line forces who have the vital
know edge to share, and nost desperately need useful federa
intelligence shared with them

M. Chairman, the bill creating a new Departnent of
Honel and Security established an all-source intelligence center,
where all the dots of counterterrorisminformation were supposed
to be for the first tine connected. 1In the center was, according
to the statute, to be placed within the new Departnent of Honel and
Security, reporting directly to the new secretary, and therefore
out side the counterproductive and destructive bureaucratic
barriers and rivalries that unfortunately have characterized the
intelligence and | aw enf orcenment comuniti es.

But | regret to say that the admi nistration has applied
an interpretation to what | believe is the clear nandate of the
| aw that produced a different result. It has created a weak



intelligence analysis unit within the departnent, and a brand-new
threat integration center under the command of the director of
central intelligence. That nay nmake the guardi ans of the status
guo happy. But | fear it will not do what is necessary to prevent
further terrorismfrom occurring.

Let nme give you one final exanple of what remains to be
done. A terrorismwatch list is one of the nost basic tools for
keeping terrorists out of the United States in the first place,
and for finding themonce they are inside our borders. W know
today of course that two of the hijackers should have been pl aced
on the watch list as long as 20 nonths before Septenber 11th. And
the ClI A has acknow edged a system c failure and breakdown in this.
Yet this glaring problemas far as | -- but not just |, the
CGeneral Accounting Ofice has concluded, has not been fixed yet.
ClA Director Tenet testified to Congress twice in June and Cctober
of last year that a national watch |ist center was being created
that would correct the failures and | apses of the past. As we
speak this norning, as best as | can deternine, that has not been
done yet, and that is unacceptable. And of course these watch
lists, which should be nmade into a single unified watch |ist,
cannot be hoarded by federal officials if they are going to be
val uabl e, as valuable as they nust be. Today state and | ocal
officials remain largely in the dark and out of the | oop when it
cones to these watch lists. So | plead with you and | encourage
you and, M. Chairman, what you have stated as a goal of this
Commi ssion in its report, not only to tell us the truth about what
happened on Septenber 11th, but to help all of us to take actions
that will prevent it from ever happening again.

These are difficult tinmes for our great country. |
personally find nore insecurity anong the Anmerican peopl e about
nore things than | have found ever in ny adult lifetime. These
ti mes demand that we | ook honestly at our failures, and correct
those failures without hesitation. They denmand that officials and
enpl oyees of our governnent, who have been charged with critica
nati onal security responsibilities, be held personally accountable
if they have failed or faltered in their duties. Al that has
beconme now the historic m ssion of the nmenbers of this comm ssion.
It is through the work of this comm ssion that Anerica can best
provi de our people with the security that is their basic right and
our governnent's nost basic responsibility.

And | would say finally, having seen sone of the
survivors and fam |y nenbers of those who were | ost on Septenber
11t h, who | know you have been good and w se enough to talk to and
work with -- so many words of condol ence and synpat hy have been



expressed to them which they deserve. Menorials will be built to
their | oved ones who were | ost on Septenber 11th. But | can't
state strongly enough that | believe that the best nenorial to
those we | ost on Septenber 11th can and nust cone fromthe work
that you do in searching for the truth and hel pi ng us make sure
that those dead in fact did not die in vain.

I thank you for your service, and | pray that God wl|
strengt hen and guide you in the work that you do. As usual,
Scripture provides the best counsel, which is that the truth once
again will nmake us free -- in this case free fromfear. Thank you
very nuch.

MR. KEAN: Senat or Lieberman, thank you very, very nuch.
Do any nenbers of the panels have -- Tinf

MR. ROEMER M. Chairman, | just want to thank ny
col | eagues, ny fornmer coll eagues, Representative Pel osi, Senator
McCai n, Senator Lieberman, for their hard work in creating, along
with the famlies, this comm ssion, to do the hard work of trying
to make sure we get the truth and the answers to try to prevent or

mtigate the next attack. And we know al Qaeda is coming. | know
t he next panel, with former colleagues -- | see a couple of them
here -- Senator Shel by and Jane Harman and others -- did the hard

work of the Joint Inquiry to try to give us recomendati ons and
put them hopefully into law that will help protect the country as
well. And | would just say, M. Chairnman, in thanking our

col |l eagues, that 12 nonths from now, when we nmake recommendati ons
-- whether they are conprehensive to intelligence or FAA or
Border Patrol, or foreign policy -- we very nuch |look forward to
working with you to hopefully inplenment successfully those
recommendati ons, and we | ook forward to working with you very
much. Thank you again for our very hel pful testinony this
nor ni ng.

MR KEAN: Senator d el and.

MR. CLELAND: Yes, sir. Thank you very much. It's great
to see ny two forner colleagues with whom | was pleased to co-
sponsor the legislation to create this commssion to take a
powerful, incisive | ook at what happened and why so we don't have
to repeat these mstakes again. M father served at Pear| Harbor
after the attack, so an attack on this nation has had a powerfu
i mpact upon nmy own famly. It is now an opportunity for ne to be
of further service.



I will say that as recently as this norning's articles in
the New York Tines, ny sense of security continues to be | essened.
We are under an orange threat nationw de. W have pursued wars in
Af ghani stan and Irag. But the real war continues. Senator
McCain, one of the chilling thoughts that | canme across when we
were together in Viethamwas in terns of fighting guerrillas and
sui ci de bonbers and the |ike. Wlter Lippmann said the battles we
fight we win, but the battles we fight can't win the war. W have
won sone wars, in Afghanistan and Iraq. But those are battles, as
Senat or Lieberman says.

But it seens the real war is against a global network
of terrorists, primarily led by al Qaeda in the Mddle East. And
what bothers ne is that we still are grappling with the sanme
probl ens we grappled with Septenber 11th. For instance, the New
York Times now reports today pre-war views of lraq threat are
under review by the CIA raising the question as to whether or not
we had, duh, adequate intelligence to go to war. W went to war.
Now, did we have the adequate intelligence? Wre we right? Were
are the weapons of mass destruction?

Secondly, al Qaeda, duh, continues its own -- at its own
pace: "New Tape Linked to Bin Laden Aide Urges Mre Attacks."
This is today. This is 20 nonths after Septenber the 11th. It
does seemto nme, and I'd |ike for both of you to comment, that
this Comm ssion better get on with its business that you
articulated so forcefully in your legislation, and that the sooner
the better we cone to terns with connecting the dots, inproving
the intelligence capability of this country, so that when we go to
war sonewhere, we don't have to | ook back and say, “did we have
the right intelligence? Did we not connect the dots? Were's the
Pent agon? Where's the NSA? Were's the FBI? Were's the Cl A?”

It always bothered when I was spending six years with
both of you on the Senate Arnmed Services Committee that the
intelligence community was referred to as the intelligence

community. | never really understood who was i n charge.
Apparently now no one is in charge. |It's a horse built by a
commttee winds up being a canel. W still have the canel out

there and the various hunps trying to talk to one another, trying
to figure out who's right, who's wong, were we right, were we
Wrong in going to war.

So this troubles nme trenendously, and | would like for
both of you to comrent on the urgency of this panel to get on with
this business and carry the Anerican public along, so that we
don't live constantly in fear. Senator MCain?



SEN. MCCAIN. It's hard for ne to el aborate on what you
just said. It's very articulate, and as you say, evidence grows
daily that the threat is substantial, real and we still have not
sufficient information, | think, to make the national security
decisions -- and frankly the financial decisions. | don't nean to
di gress, but when we are |l ooking at a 300 to 400 billion dollar
deficit just this year, there will be enornous efforts at sone
point for fiscal restraint. And then it would be even nore
difficult to set priorities. And that's why | think we have to
| ook to this Commission to give us those priorities. W are not
going to have the noney to address every single security threat to
the United States of America. It is just not possible. And
certainly even if it was possible we couldn't do it all at once.
And that's why | enphasize that the inportance of this commttee,
in not only giving us the information, but al so hel ping us
establish priorities that would guide the adm nistration and
Congress in our future actions to counter what | think we all
agree is a long-termstruggle. | thank you, Senator d el and.

SEN. LI EBERVAN: M. Chairman, very briefly, | thank
Senator Celand. | agree with everything that Senator MCain has
said in response. | nmean, you're in a very difficult and
demandi ng position, because unlike nost comm ssions of this kind
whi ch exam ne events that are in the past, you are exam ning an
event that is in the past, but your work relates directly to our
ability to successfully wage and win an ongoi ng war agai nst
terrorism and to secure our people in the mdst of that war. So
you have a very difficult but critically inmportant m ssion.

| said during ny remarks -- |I'I|l just say it again --
do think that the intelligence conmttee, sonme of whose | eaders
you are going to hear soon, have done sone very inportant work. |
do think it's critically inmportant that you continue that and be
persi stent, and just go where the search for truth takes you.
Because everybody will tell you of course that in this, to use a
honely phrase, in the war against terrorismthe best defense is an
of fense, that we ought not to accept the inevitability of another
Septenber 11th. And by that | nean sonething as |arge, well
pl anned that touched public and private entities so nmuch before it
was actually carried out. And the best way to do that, the
of fense I'mtal ki ng about, of course, is an intelligence network
wor ki ng on our behalf that is so aggressive and pervasive that to
the extent humanly possible it sees the threats and stops them
before they are executed.

MR. KEAN: Congressman Ham | ton.



MR HAMLTON. M. Chairman, | know you want to nove on,

and | know the two senators have nmuch on their plate. | want to
say three things. First of all, a word of very deep gratitude to
the two of you and to Congresswonman Pel osi. W would not have

this comm ssion w thout you. Nunber two, we would not have the
fundi ng that we have w thout your support. And, nunber three, we
woul d not have the access we have so far obtained to docunents and
peopl e wi thout your strong words of support and encouragenent. W
are going to need that as we proceed.

The second thing I want to say is that the Joint Inquiry
did sone very good work, and | think the menbers of the Senate and
t he House can be very proud of that work. W want to build on the
work that they did. | notice two of their nmenbers are here now,
maybe nore, and we will be hearing fromthemvery shortly. But |
amvery grateful for the work of the Joint Inquiry, and it wll be
extrenely inportant to the work of this conm ssion. And, finally,
one of the tasks you gave us is to nake reconmendati ons with
regard to congressional oversight of the intelligence community.
|"ve worked on that for about 30 years w thout nmuch success, and
we are going to need sone guidance here as to what we can do that
will be constructive and hel pful to inprove the quality of this
oversi ght.

But we will be com ng back to you again and again in the
weeks ahead, and we are nost grateful to you.

MR. KEAN: Thank you very nuch, Senator MCain and
Senat or Li eber nan.

PANEL 2:

MR. KEAN:. Ckay, if we could -- our second panel is here,
and we're focusing now on congressional oversight of the
intelligence community and congressional joint inquiries
investigation into the intelligence cormmunity's performance prior
to Septenber 11th. The joint inquiry was obviously a | ogical
pl ace for us to start. The |egislation under which the Conmm ssion
operates specifically charges it with reviewi ng the process by
whi ch Congress oversees its intelligence agencies and all ocates
its resources. And actually fromthe foundi ng days, | guess, of
our republic, congressional oversight has been central to the
ef fective functioning of our governnent. The subject has never
been nore inportant than it is in the aftermath of Septenber 11th.



No | ess authority on governnent than professor and future
presi dent Wbodrow W1l son wote toward the end of the 19th century
t hat Congress's vigilant oversight of adm nistration was nore
i mportant than any of its other roles, including the passing of
| egislation. And actually, our esteened vice chairman, Lee
Ham [ ton, said recently that Congress nust do nore than wite the
laws. We nust make sure the adm nistration is carrying out those
| aws the way Congress intended.

The Joint Inquiry spent considerable tine and effort
reviewing the intelligence community’s performance concerning the
Sept enber 11th attacks. W intend to build on that work, using
its docunented findings. W wll also ook at the Congress in the
com ng nonths, and we'll be exploring such issues as the overal
ef fectiveness of congressional oversight, of intelligence, how
effective is it, howmnmght it be inproved, and how can the
Congress avoid m cromanagi ng the intelligence agenci es.

The current structure of intelligence oversight by two
select cormittees with rotating nmenbership -- and if we were
starting again, would we really design it that way? G ven that
our nation's formof government is best served by congressiona
activity that takes place in public, how can Congress oversee the
intelligence agencies while guarding our country's secrets?
Finally, did Congress allocate sufficient funds for the
intelligence community to really conduct a fight on terrorisnf®
Qur second panel will help guide us through all these things. It
consists of current and former | eaders of the Senate Sel ect
Committee on Intelligence and the House Permanent Sel ect
Comm ssion on Intelligence.

Wth us today are Senators Ri chard Shel by of Al abama
Senat or Bob G aham of Florida, Representative Porter Goss, also of
Fl orida, and Representative Jane Harman of California. And we're
going to begin wth Senator Shel by.

SEN. RI CHARD SHELBY (R AL): Thank you, Governor Kean.

Gover nor Kean, Representative Ham|ton, and distinguished
conmi ssioners, it's a pleasure to cone before you this norning to
di scuss what our nation did to prepare itself prior to the
Sept enber the 11th terrorist attacks, and how our nation can be
better prepared for such threats in the future. | thank you for
giving me the opportunity to say a few words specifically about
the role of Congress prior to Septenber the 11th. Wth your
permssion, | will give an abbreviated version of my statenent,



and ask that nmy full statenent be made part of the record,
Gover nor.

MR. KEAN. Granted. Thank you.

SEN. SHELBY: During our joint inquiry |last year,
defenders of the intelligence conmunity's performance during the
Clinton adm nistration and prior to Septenber the 11th, insinuated
that it was really the fault of Congress that the intelligence
comunity failed to detect and deter the attacks on the World
Trade Center and the Pentagon. One senior FBI agent, for
i nstance, publicly conplai ned about how little noney his
counterterrorismdivision had been given by Congress -- anounts
far |l ess than those that they had requested and felt was
necessary.

Unfortunately, a surprising nunber of ny colleagues in
Congress seened to give credence to the suggestion that Septenber
the 11th was in some way our fault. | have at tines been a harsh
and | believe a constructive critic of the intelligence community.
| have never asserted, however, that the attacks of Septenber the
11t h were anyone's fault other than the nurderous group of thugs
t hat hijacked and crashed those planes into the synbols of
Anmerican mlitary and econom c power. W should all keep that in
m nd as we search for the truth here.

The truth is that the sane FBI agent that | alluded to
admtted to us privately later the sane day, after the caneras had
been turned off, that for several years Congress had net or
exceeded adm ni strati on budget requests for counterterrorism The
FBI agent who said in public that we had deprived himof special
agents to fight terrorism conceded in private that Congress had
actually hel ped his division trenmendously. In fact, we had added
-- yes, added -- counterterrorism agents beyond the
adm nistration's request in the years 1996, '97, '98, '99, 2001,
and 2002. Simlarly, though CIA counterterrorismofficials
publicly conpl ai ned about tight budgets in our public hearings,
their agency's own figures showed that Congress had net or
exceeded budget requests for the Counter-TerrorismCenter, or CIC,
in'94, '95 '96, '97, '98, '99, 2000, 2001, and 2002. In fact,
in 2001, the CIA prior to Septenber the 11th, was reporting that
it would not spend all of its counterterrorismfunds. Although
Congress fully funded the adm nistration's request for the CTC
that year, the CI A was not going to spend tens of mllions of
dollars in Director Tenet's declared war on al Qaeda. The picture
changed dramatically after Septenber the 11th.



| don't nmean to say here today that this nation's
counterterrorismefforts and the U.S. intelligence conmmunity as a
whol e necessarily got all the noney they needed before Septenber
the 11th, 2001. |In many areas, they did not. There are, however,
many bureaucratic steps between the devel opnent of a
counterterrorismbudget within the FBI, or a CIC budget within the
CIlA, and a final adm nistration budget request fromthe Ofice of
Managenment and Budget. What goes in does not often | ook |ike
anything that conmes out. | suspect that the intelligence agencies
probably did request far nore funding than they ended up getting -
- agencies always do. M point is that it is not accurate to |ay
the conmmunity's budget problens at the feet of Congress,
particul arly because we have enphasi zed counterterrori smand
counter-intelligence as fundanental policy priorities for years.

During ny tenure as chairman of the Senate Sel ect

Intelligence Conmttee on Intelligence, | explicitly made
counterterrorismand counter-intelligence two of the five highest
priorities of the intelligence coonmittee. | and ny coll eagues

wor ked | ong and hard to ensure that these prograns got ever-
expandi ng | evel s of support during the late '90s, support which
was critical in order to help pull the community out of its post-
Col d War funding sl unp.

Wiile | was a nenber of the Senate Intelligence
Committee, we took aggressive steps to address what were becom ng
very clear indications of fundanmental weaknesses in our ability to
attack the terrorist target. Many of the conclusions that were
reached by the joint inquiry were conclusions that had al ready
been reached by the intelligence oversight commttees prior to
Sept enber the 11th. | encourage you, this comm ssion, to exam ne
closely the unclassified and classified authorization bills of
both the House and Senate conmmttees in the years leading up to
Septenber the 11th that |'ve enunerat ed.

For exanple, terrorismand our ability to conbat it was
listed as one of the Senate Intelligence Commttee's highest
priorities in every one of our bills, at |least since 1996. In
1998, the conmttee revealed that the FBI was failing to address
significant technol ogi cal challenges that were degrading its
ability to track the terrorist target. W highlighted serious
FBI - wi de deficiencies in information technol ogy, nodernization,
and the absence of a plan even to address it. W provided
significant additional funding to augnent the Bureau's ability to
anal yze terrorismintelligence and train its agents. W warned of
a critical shortage of |anguage skills, including Arabic and
Farsi, and directed the FBI to review its |anguage recruiting



efforts in the bill. The comrittee also worked consistently to
remove restrictions that unnecessarily hindered our ability to
collect terrorisminformation. O ten, these efforts were met with
resistance fromthe Director of Central Intelligence hinself.

Prior to Septenber the 11th, we anmended the Foreign
Intelligence Surveillance Act on three separate occasions to grant
new authorities to the attorney general and the FBI to coll ect
terrorismrelated intelligence. Wrking with our coll eagues on
the Judiciary Commttee, we detailed serious problens in
i nformation sharing between intelligence agencies and | aw
enf orcenent organi zations, including our inability to track
foreign students after they entered the United States. In 1997,
the commttee registered its concern that no conprehensive
intelligence conmunity estimte existed on present and energing
terrorist threats, or other non-traditional attacks on the United
St ates, using weapons of mass destruction. That was the year
1997. We directed the Director of Central Intelligence to produce
such an estimate.

Finally, the commttee has worked since 1990 to effect
structural and organi zati onal changes within the conmunity. For
exanple, the final report of the Joint Inquiry reconmends the
creation of a single authority that would be accountable for the
success or failure of the intelligence conmunity, and that would
have the statutory and budgetary authority to | ead the comunity.
In 1996, the Senate Intelligence Cormttee voted out the
Intelligence Activities Renewal and Reform Act of '96, which gave
the DCI these inportant statutory and budgetary authorities.
Unfortunately, it becane a bridge too far and was never passed
into | aw

In that sanme year, we created three Senate-confirmable
positions within the community -- nmanagenent staff to address
comuni ty-w de problenms with coordination on collection, analysis
and production issues. The intent was to give the DCl additional
high-visibility managers to hel p hi m manage the intelligence
comunity. After the conmunity's failure to predict the Indian
nucl ear tests, the need for these positions and the coordination
they would foster was apparent. To this day, the D rector of
Central Intelligence refuses to conply with the |aw and submt
names for consideration by the United States Senate.

These are just a few exanpl es of congressional actions,
and | encourage the Comm ssion to review the entire record,
classified and unclassified. | believe you will find it to be
qui te extensive.



|'ve nmentioned our efforts to increase funding for
counterterrorism As | said, this was a consistent thene, at
| east while | was chairman, and it conti nued under Chairnman
Graham | wish to enphasi ze, however, that the performance of the
intelligence community is only partly a story of resources. Money
hel ps purchase technical systens and recruit |arge nunbers of case
of ficers, but you can't buy energy, enthusiasm pride,
prof essionalism and aggressiveness. You can't purchase a
commtnment to share information wth other agencies and pul
together as a teamin order to protect Americans fromthreats to
their lives and well -being. You can't authorize and appropriate
proper priorities, sensible managenent, and a vision of how to
adapt conplicated organi zations to rapidly changing threats. You
can't sinply fund an appreciation of the information technol ogy
and the absolute necessity to integrate it into what is
essentially an information enterprise.

Al'l these things have to be grown and nouri shed over tine
by wi se and steady | eadership. Congress can encourage these
t hi ngs, and they should. And we have certainly tried, but the
| egi slature nmerely conducts oversight. W do not and shoul d not,
| believe, direct the operational activities of our intelligence
agencies. W do not decide why soneone gets pronoted or punished.
We can legislate, but there is little we can do to conpel
conpl i ance.

As you exam ne the record, you will discover nunerous
exanpl es of conplete disregard for congressional direction, not to
mention the law. Wiile we do have the power of the purse, it
often presents a Hobbsi an choi ce. Does one cut funds to conpel
conpliance, when the cut wll probably degrade the very capability
one is seeking to foster, to bring about? Mdre often than not, the
answer i s no. Each branch of governnent serves a very distinct,
necessary function. Wile Congress oversees the intelligence
activities of the US., ultimately, the intelligence conmunity is
led and run by the Director of Central Intelligence, who deserves
nost of the credit or blane for the decisions he makes and the
results that he produces.

The National Conm ssion on Terrorist Attacks is a great
responsibility and a daunting job to do. It is your
responsibility to survey the whole range of governnent activity
rel evant to how wel | -prepared our nation was or was not for the
nodern terrorist threat.



| have spoken today principally about intelligence
matters, for they have been an abiding interest and a great
concern of mne since | first becane chairman of the Senate Sel ect
Committee on Intelligence in '97. The U S. governnment's
managenent of honel and security, however, inplicates a broad array
of federal activity.

Consequently, you nmay need to cone to grips wth bigger
i ssues of congressional organi zation and commttee jurisdiction.
The House and the Senate have adopted very different
organi zati onal approaches to the chall enges of homel and security.
My successor as the top Republican on the Senate Intelligence
Comm ttee, Chairnman Pat Roberts, has spoken repeatedly about the
managenent and policy coordination problenms we face in the Senate
because of our many overl apping commttee jurisdictions related to
homel and security issues.

These are matters which the Comm ssion nmay end up having
to speak on as well. In the nonths ahead | hope you will be able
to build constructively on what we acconplished |ast year during
our Joint Inquiry. Sone of us have already issued detailed public
anal yses of the intelligence failures prior to Septenber the 11th,
and | imagi ne you probably now al so have access to the classified
final report of our two conmttees and to the substanti al
i nvestigative record that we conpil ed.

| believe our work can provide you with inportant
insights into the problens that we identified and into ways to
ensure that Anmericans are better protected in the future.

| thank you for inviting me here today. | w sh you al
the success in your inquiry. Thank you.

MR. KEAN. Thank you, Senator Shel by. Senator G aham

SEN. GRAHAM  Thank you very much, M. Chairman. |, too,
would Iike to submt a full statement for the record and try to
summarize it this norning. And | appreciate the opportunity that
you have afforded us to cone before this very inportant
commi ssi on.

| want to begin by comrendi ng each of you for having
accepted this responsibility. | know sonething of the comm tnent
that this is going to require in order to achieve the result of
giving to the American people a full accounting of what happened
prior to Septenber 11th, your recommendati ons of what shoul d



happen now in order to reduce the possibility of a repetition of
Sept enber 11t h.

Wth other nenbers of this panel, | supported the
creation of this comm ssion because |I thought the American people
deserved answers to those two questions. | also recognize that

our congressional joint inquiry focused on those nmatters that were
within the jurisdiction of the Intelligence Conmttee.

recogni ze that there are nmuch broader arrays of federal agencies
whi ch coul d have played a role in this issue, everything from
aviation security to the issuance of visas at overseas U S. State
Depart ment enbassi es or consul at es.

But | do believe the Joint Inquiry's final report gives
you a solid foundation upon which to begin your investigation.
|"mextrenmely proud of the hard work that was done by 37 nenbers
of the House and Senate Intelligence Commttees. They served on
the joint inquiry with great distinction, including your nenber,
former Congressman Ti m Roener.

I"mal so proud of the dedication and skill of the specia
team of investigators hired to conduct the joint inquiry, |ed by
the very capable Ms. Eleanor HilIl, who is with us today. The
staff reviewed nearly half a mllion pages of docunents and
i nterviewed 300 people. The commttees held 22 hearings, nine open
to the public, 13 closed. Qur final report is nore than 800 pages.

The report was adopted by each commttee on Decenber 10th
of 2002 and filed with the House and Senate on Decenber 20th. |I'm
sad to report that the final report, 153 days after it was filed,
remains classified. Al of us are extrenely frustrated that the
decl assification process is taking so |ong.

We are hopeful that we'll be able to soon provide the
Anerican people with all of the report but those portions that are
determ ned to address genui ne national security concerns. In the
meanti me, we have rel eased sunmary findings and recomendations, a
nunber of which this panel will speak to.

Several of the recommendati ons focused on activities
within the intelligence comunity that were ongoing at the tinme we
conpl eted our report. One of the tasks of your commi ssion is
keepi ng track of those recommendati ons so that the Anerican people
are assured that our government is follow ng through on necessary
reforms. Let me nention three of the reconmendati ons which |
woul d particularly call your attention to for purposes of ongoing
oversight. First is recommendati on nunber six, and | quote in



part. Quote: "G ven the FBI's record of repeated shortcom ngs
wWithinits current responsibility for donmestic intelligence in the
face of grave and imedi ate threats to our honel and, the FBI
shoul d strengthen and inprove its donestic capability as fully and
expeditiously as possible.”

W then offered 10 specific steps, including, "clearly
designating national counterterrorismpriorities and enforcing
field office adherence to those priorities.”

M. Chairman, | wish that | could tell you that the FBI
has adopted our recomendati ons and noving towards their
i npl enentati on. Congressman Goss and | wote to Director Robert
Muel | er on January the 29th, 2003, and again on April 2nd, 2003,
and asked himto tell us what steps the Bureau has taken and
whet her legislation is required to fully inplenent our
recommendations. W are still waiting for a response.

The second reconmendation i s nunber 15. Again, | quote
in part: "The President should review and consi der amendnents to
executive orders, policies and procedures that govern the national
security classification of intelligence information in order to
expand access to relevant information for federal agencies outside
the intelligence community for state and | ocal authorities which
are critical to the fight against terrorismand for the American
peopl e. Congress should also review the statutes, policies and
procedures that govern the national security classification of
intelligence information and its protection from unauthorized
di scl osure.”

The report fromthe director of national intelligence
shoul d i nclude proposals to protect against the use of the
classification process as a shield to protect agency self-

i nterest.

The third recommendati on which | would call to your
attention is nunber 19, which offers fertile ground for additional
investigation. It reads as follows: "The intelligence comunity,
and particularly the FBI and the CIA should aggressively address
the possibility that foreign governnents are providing support to
or are involved in terrorist activities targeting the United
States and United States interests. State-sponsored terrorism
substantially increases the |ikelihood of successful and nore
| ethal attacks within the United States. This issue nust be
addressed from a national standpoint and should not be Iimted in
focus to the geographical and factual boundaries of the individual
case."



Conti nuing the quotation: "The FBI and Cl A should
aggressively and thoroughly pursue related matters devel oped
through this joint inquiry that have been referred to themfor
further investigation by these commttees.” M. Chairman, because
of classification, | cannot discuss in this public forumthe
specifics of the Joint Inquiry's findings in this area, even to
identify any individual foreign governnents. However, there have
been several devel opnents since Septenber the 11th and even since
the conpletion of the Joint Inquiry's report on Decenber 10th,
2002, which have been publicly reported and which cause ne grave
concern.

Clearly al Qaeda is reconstituting itself, as we have
seen by the bonbings in places |Iike Yenen, |Indonesia, and nost
recently Saudi Arabia and possibly al so Chechnya and Morocco. At
the sane tine, it is disturbingly apparent that sonme foreign
governnments are supporting or at the very |east providing
sanctuary for terrorist networks.

Wthin the |last 30 days, Secretary Powell and Secretary
Runsfel d have net with the highest officials of Syria. They have
brought, in the firnmest manner, to the attention of the Syrians
our know edge, anong others, to the sanctuary that has been
provi ded for Hezbollah by that country. And we have call ed upon
Syria to accept the responsibility for retreating fromthis
position of sanctuary.

As anot her exanple, | would like to submt for the record
three recent news articles that raise questions about the
governnent of Saudi Arabia and its apparent tol erance of
i ndividuals and groups with terrorist ties. First is a report
from the Washi ngton Post of May 19th that nmunitions fromthe Saud
Nat i onal Guard may have been used by suspected al Qaeda operatives
in last week's bonbings that killed nearly three dozen innocent
peopl e in R yadh, including nine Anericans.

Second is a May 10th story fromthe Los Angel es Ti nes
that reports a Saudi consular official was denied re-entry into
the United States because of his suspected |links to terrorists.
It's inmportant to note that this sane individual had been enpl oyed
at the Saudi consulate in California from 1996 until early in the
year 2003.

The third is an article fromthe May 5th issue of
Newsweek which says that a top-ranking Saudi diplomat in Berlinis

suspected of providing enbassy funds to followers of OGsana bin



Laden. | want to enphasize again that these articles deal with
events subsequent to the filing of the Joint Inquiry's final
report, but they raise issues that are especially appropriate for
this conm ssion's review

This comm ssion, in ny judgnent, should vigorously pursue
the |inks between foreign governnents and the Septenber the 11lth
hijackers. | amtroubled by the lack of attention that to date
has been given to this critical aspect of the 9/11 investigation.

I gnoring facts sinply because they nake sone people
unconfortabl e or because they mght stand in the way of short-term
policy goals will prevent Americans fromlearning the full truth
about 9/11 and thereby mtigating the possibility that future
terrorist attacks can be avoided. Only a full and honest
accounting will help us provide a safer and nore secure world for
our children and grandchildren. M. Chairman, you asked us al so
to coment on recomendati ons for inproving congressional
oversight of the intelligence commttee. | would make five
recomrendat i ons.

One, nenbership on the House and Senate Intelligence
Committees shoul d be nade permanent. There is, of course, an
argunent that nenbers of the Oversight Commttee could becone
captives of the Intelligence Commttee. It was on this rationale
that the termlimts were inposed on nmenbers of the Intelligence
Conmi tt ee.

But the counterargunent, which I find persuasive, is that
it takes so nmuch time to understand the conplexities of today's
sophi sti cated prograns and the increasing nunber of countries and
organi zations to which we are directing our intelligence
capability that nenbers need the expertise of tinme, of service, in
order to thoroughly nonitor our intelligence agencies
per f ormance.

Two, create within the congressional appropriations
process a separate subcomrittee for intelligence, much as has been
done for the new Departnent of Honeland Security. |f that neans
declassifying the top line of the intelligence budget, so be it.
Director George Tenet has told nme that he would support this
appr oach.

Three, establish a closer |inkage between the financi al
reporting of the intelligence agencies and the Oversi ght
Committee. During ny tenure on the conmttee, | found it very
frustrating to be repeatedly told that the agencies were virtually



non- audi t abl e because of the state of their basic accounting
syst ens.

Four, adopt what has conme to be known as the El eanor Hil
approach to oversight, which neans that staff should be given nore
authority to conduct detailed reviews under the direction of the
chairman and vice chairman of the commttee. Then, at the start
of a hearing, the staff would present its findings to help frane
the issues and outline the points of contention. Wtnesses would
t hen speak to those findings. | found this to be a highly
efficient, productive use of the conmttee' s tine.

Five, and finally, make it a practice to seek testinony
fromw tnesses outside the adm nistration, experts fromthe
academ ¢ comunity, think tanks and ot her sources whose views can
provide an alternative to the official adm nistration perspective.

M. Chairman, |et ne conclude again by thanking you and
each menber of this conm ssion for your service and your
dedication. It is fair to say that each of you has enlisted as a
soldier in the war against terrorism | will be ready to answer
any questions that you m ght have today and assist you in any way
that m ght be helpful in the weeks and nonths to come. Thank you.

MR. KEAN: Thank you, Congressman. Congressnman GosSs.

REP. GOSS: Thank you very nuch, M. Chairman, Vice
Chai rman, distinguished nenbers of the comm ssion. W are advi sed
that we are going to have House votes at approximtely 11:00 to
11:30, so if we get interrupted, | hope we have your
under st andi ng.

Much of ny prepared statenent echoes and underscores
remar ks that have been nade by our distinguished | eaders on the
Senate side in our joint investigation, Senator G aham and Senat or
Shel by. Consequently, | would ask that you accept ny prepared
remar ks, hopefully review them W spent sone tinme on them And
| would Iike to try and offer instead sone hel pful observations
and views and talk a little bit nore about the recommendati ons
t hat Senator G aham has just di scussed.

First of all, | do feel that the national security
requi renent that we have requires that nuch of intelligence work
that is done by the Intelligence Commttees, which we represent,
has to be done behind closed doors. As a result, our mssion is
probably not very well understood by nany Anmericans, and while we
have tried to explainit, it is not an easy sell.



Wil e we serve as the principal advocates for

strengthening the nation's intelligence capabilities -- this is
where you get your authorization and which | eads to your noney for
intelligence -- we nust al so provide neani ngful oversight of the

intelligence comunity. Obviously they have to play by the rules
and stay in bounds. That appears to be a tension. Actually, it's
a healthy conpetition, |I think. There are sonme 15 agencies, as
you know, actually in the intelligence conmunity. That neans we
are dealing with sone half dozen Cabinet-level secretaries and
very high-level directors of individual agencies. It is a very
big chore, and we are instructed to | ook over, without

overl ooking, all the activities of those people and their
departnments as they apply to intelligence. W in fact have taken
on the position of the 1-800 nunber that you call for those who
are seeking additional intelligence resources, and al so for those
who want to report alleged abuses wthin the intelligence
community system | am happy to report we get nore 1-800 calls
asking for noney than we do reporting abuses.

The second thing I'd like to say is that we have tried to

be as public as possible in going about our oversight work. It's
hard, and we certainly tried to be as public as possible in our
joint inquiry. As has been said, stated, | think nine of our 22

meeti ngs were open neetings, and we tried to include the public in
a meani ngful way and get public input.

We have problens, of course. W are charged with the
responsi bility of not revealing sources and nethods, and we need
them nore intensely now than we perhaps at any tine in recent past
in terms of our national security needs. W have a requirenent
not to contam nate any ongoi ng i nvestigations or prosecutions by
| aw enf orcenent people, whether state, federal or local. But we
have to handle information very closely on that. W have
arrangenents with other foreign governnents on sensitive matters -
- exchange of information that we have to be careful that
sonet hing that may not seemquite so sensitive to us is in fact
very delicate in their country. Al of those kinds of
considerations create a legitinmacy to actually having sone
classified information. But, equally, there cannot be abuse of
classification because there is sone legitimcy for
classification. And I think that is an area that has recently
conme into sone focus.

| would Iike to take a brief snapshot of what the House
oversi ght conmttee has focused on in the past few nonths, and
tell you the classification process has becone such a chore, and



appears to me to be so dysfunctional that we are taking that on as
a main piece of business for our oversight commttee to deal wth.
Senator Moyni han | ed the way with sone changes in the

decl assification program | was pleased to be associated with him
wth that. That was one of his last pieces of |egislation. But

it didn't go anywhere far enough, and it pointed out a problem
that we have -- not only not enough capability to declassify when
we shoul d; we overclassify very badly. There's a |ot of
gratuitous classification going on, and there are a variety of
reasons for them They are not all sinister by any neans.

We have discovered in trying to deal with getting our
report out, which we are all anxious to do, because we are al
very proud of our report, what the process is. And basically you
have to understand that the first question you ask is, is this
material classified? And then you get to the second question --
is, Should this material be classified? And then the third
guestion is, How can we change it if we think it should be out
there? And the processes of changing it are very difficult, and
it depends on who agrees whether it should be declassified or not.

Wiile this is easy to say in a few sentences, it is very
hard to explain when you get into the details. It is a sufficient
problemthat we will be taking it up.

The second area | wanted to bring up was the type of

thing that we are doing which | hope will be instructive and
hel pful for you happens to be, serendipitously | presune, reported
by James Risen in the New York Tinmes. |It's amazing how often that

happens that sonething we are tal king about in conmttee

serendi pitously shows up on the front page of the New York Tines.
This is not a classified matter, however. W believe that good
deci sions were made on the best possible information com ng from
the intelligence community about val ue-added anal ysis on weapons
of mass destruction in Iraq, a very inportant point obviously.
think the tine has cone to find out whether or not, as we discover
nore and nore about what actually happened in Iraq, as the doors
are opening and we are finding docunents to exploit and people to
talk to, how good were those judgnents, how good was the val ue
added, how wel| does our analytical comunity perform and what
probl ens are there?

So | would say that we are proceeding in our commttees
to do the work that the Anmerican people are asking us to do on
timely matters. But it is a whole ot nore conplicated in trying
to do our job than, “Were is UBL, why haven't we caught hinf
Where is Saddan? Wy haven't we caught hinf \Were are these



weapons of mass destruction?” And the way | characterize it is the
fog of war is very hard to conprehend, even with CNN there. The
fog of peace is nmuch harder to conprehend, because there is so
much goi ng on everywhere, and we are not sure which may be the
nmost inportant thing to focus on.

| want to enphasize that there is a problem and | hope
you will address it. The programwe oversee is called the
national foreign intelligence program Let ne say that again: It
is the national foreign intelligence program The reason | say
that, back in 1947, when we decided to have oversi ght, and
formalize this arrangenent a little bit, have the Nationa
Security Act, the leaders in the wise salons of that day did in
fact contenplate the question of donestic intelligence, and they
specifically rejected it. It is the foreign intelligence program
Spying is not permtted by Anericans on Anerica in the United
States of America, or on Anmericans overseas by Anmerican
organi zations. That's howit is. There have been probl ens over
the years. Qur society has evolved. W've had events take pl ace.
Matters have come to the attention of Congress. W had the Church
Conmi ssion, the Pike Comm ssion, and then we've had other actions
as well many of you are famliar wth.

The long and the short of it is being reinforced tine and
time again that Americans do not spy on Anericans. This |eaves us
in today's world without nmuch of a donestic intelligence agency.
Now, that is a very good thing fromthe perspective of our civi
liberties. Whether it is a very good thing fromthe perspective of
our national security is a question that | hope you are seriously
goi ng to address.

The next thing I wanted to point out, as we went through
our joint inquiry |I find that this was a nuch nore | abor-intensive
task than | could ever have inagined. And to have the services of

El eanor Hi Il and Rick Siccagranna (ph) and the others, and Brett
Schnei der, who started off assenbling the staff. These are people
who did brilliant work for us. They had a couple of dozen people

who | abored very, very long hours with difficult matters --
travel ed all kinds of places. And even so we only touched a snal
bit. A half a mllion pages of docunents is not a small bit, but
in the sumof the things in the world, it actually is. And
talking to five or six hundred people is helpful, but it's not al
t he people you need to talk to.

I woul d suggest that you are going to need to understand
how | abor intensive this in your work, and | offer that as a
constructive suggestion.



Wth regard to protection of liberties, sonething has
happened recently |I hope you will also opine on, and that is we
have created the TTIC, Terrorist Threat Integration Center of
information. Now this is a wonderful thing. | think |I understand
how it's supposed to work, and we are dealing with terrorists on a
priority basis. But understand here by putting TTIC under the C A
we are tal king about the integration and anal ysis of val ue-added,
hopefully, intelligence on conbining foreign and donestic
i nformati on under an agency that is chartered to work in a
national foreign intelligence program It's an interesting
conundrum for us. Does it really matter? No. What matters is
that we protect ourselves. But we are slipping over that Iine
here in sonme people's eyes. The TTIC really shouldn't be in C A
It really ought to be in the FBI or a separate agency or have
different accountability. Those are the kinds of managenent
guestions we are now dealing with as a we deal with the
capabilities to deal with the threats as they exi st today, matched
agai nst the vulnerabilities which the Departnent of Honel and
Security is very wisely pointing out to us are the highest
vul nerabilities that we nust protect against.

In the areas of what m ght be considered reconmendati ons,
first of all I hope you will take a | ook at our work. | know that
access is difficult. W have nmade the access available. |
apol ogi ze for the inconvenience of having to conme to the Ford
Annex. | have spent far too many hours in the Ford Annex of an
ot herwi se useful |ife. [It's really sonmewhat unpleasant there.

Thi nk of the poor staff who have | abored there. W only ask you
there to cone for a short time to read the report, and soon you
wi |l have your own copy. | hope that will be within the next
nmont h.

Secondly, with regard to areas to go, | very nuch
endorse Senator Grahanmi s views that congressional oversight is an
area that screans for your attention. Cbviously we could not do
all we shoul d have done on congressional oversight. | think
there's great questions. | think changes in the length of tine
and how we deal with this in the House are very inportant nmatters
for you to take up, and I think you are perfectly positioned to do
that, and I would be very happy to assist in any way | could on
t hat .

The other area that | think is very inportant is to
understand that our report really stopped doing active
investigation at the end of |ast year. Tine has passed, many



t hi ngs have happened, and we don't pretend to be able to connect
those things in a coherent way. That really is for you.

And the third area that | would hope is that you woul d
ook is followng up what | wll call gaps. It's not just the
update of what we didn't get. |It's the things that weren't in our
portfolio of intelligence, because there's a whole bunch of
regul atory agencies there, a whole bunch of people charged with
responsibility to deal with quality of life and safety matters for
t he American public on the honeland that we didn't touch, and that
do need to be touched. And so | certainly hope that you woul d go
t here.

I think that conpletes the main points | wanted to say.
very much | ook forward to the work of the commi ssion. | want to
be as hel pful as | can, and our conmttee is going to continue to
be functional and operational, and | suspect we will be talking to
each other regularly, and I hope that indeed is the case. | thank
you.

MR. KEAN: Thank you, Congressman Goss. Congresswonan
Har man?

REP. HARMAN. Thank you, M. Chairman. W have votes
shortly, and | amdetermined to stop speaking before the green
light changes to yellow, so | will be brief. But |I do want to
confess great admiration and affection for my former coll eagues on
your panel, Lee Hamlton and Tim Roener. |In fact, | believe |
pl ayed somewhat of a godnother role in the formation of this
commi ssion. | renenber a one a.m conversation with Timon the
House fl oor about whether to support it inits revised formin the
House. | amglad we did, and | amglad he's there. | also have
many ot her good friends on your panel.

The wi tnesses who have testified before you, as you well
know, are enornously qualified to be here, and they are all good
col | eagues. And on a bipartisan basis, all of us are very
interested in hel ping you succeed.

And, finally, | just want to say sonething about the
famlies in the audience. |[|'ve seen their faces many tines when |
sat where you sat as part of the public part of the joint inquiry.
They are here again -- incredible courage, incredible
determnation. | think if those faces had not been there, | am
not sure we woul d have had the commssion. So | want to add to
what ot hers have said, ny enornous adnmiration for them



And, last, Eleanor H Il -- they don't nmake them|like that
very often, and we were blessed in the Joint Inquiry to have here,
and she's actually still there.

Three points -- briefly -- that | would |ike to make, and
my conpleted, nmy formal statenent is part of your record. Nunber
one, don't reinvent the wheel. Nunber two, focus on where you can
add value. And, nunber three, be unflinching. Let's talk about
the wheel. This is the wheel. Here it is. | thought you should
all see it. You probably have this on the library shelves. This
is the Subconmttee on Terrorism and Honel and Security,
brilliantly | ed by sonebody naned Saxby Chanbliss and Jane Harman.
W wote a report to the speaker of the House of Representatives
and the mnority leader in July of 2002 -- |ots of reconmendations
about the performance of NSA, ClIA and FBI prior to 9/11.

Here's another one. This is the Bremer Conmm ssion.
Bremer may not have been known to the world before |ast week, but
he is now the civil admnistrator in lrag. Again, there was a
conmi ssion, 10 nenbers. One of them was nanmed Harman -- |ots of
recomendati ons, m any of which have never been inplenented, but
t hey are good recomendati ons and worthy of consideration.

This is Hart-Rudman. W all know who Hart and Rudnman
are. Lots of little volunmes: New world com ng, Anmerican security
in the 21st century, seeking a national strategy, so forth --
supporting stuff -- road map -- good word -- for national security
-- two volumes of that.

This is the Gl nore Conm ssion, forner Governor Gl nore
of Virginia -- lots of the sanme fol ks served on all these
comm ssions. These are only the first four reports. A lot of
trees died to prepare this material, and a lot of it is gathering
dust. Lots of reconmendations that have not yet been inpl enented.

Council on Foreign Relations, which is still at it, now
has a new conm ttee on honel and security, which | think is a good
thing, |ed by sonebody naned Rudnan. And these were earlier

reports -- Hart and Rudman, "Anmerica Still Unprepared, Still in
Danger . "

And then we have the National Acadeny of Science. W
have here the Heritage Foundation. This is CSIS -- a huge anount
of work that's excellent that has been very helpful. And then we

have the Kennedy School at Harvard, "State and Local Response to
Terrorism"™ The Markle Foundation’s brilliant work on technol ogy



and terrorism And | can't even read this -- Center for Arns
Control and Non-Proliferation, and so forth.

And then we have the phantomreport -- it isn't here yet
-- it's called the Joint Inquiry, but it will be soon to arrive in
June, we all hope, and on that point |I am absolutely prom sed that
there will be an all -hands neeting at the end of this nonth, which
will nmeet all weekend if necessary, where those who can make the
deci si ons about what's in and what's out of that report will be in
the room and hopefully then all of us will be relieved to put out
there what was and is a very good work product.

So, please don't reinvent the wheel. Read this good
stuff. Help us nake certain that the recomendati ons of val ue,
which is nost of them becone |aw, becone regul ati on, becone
practice in our intelligence community. All around ne have spoken
to a lot of the good recommendations. They should not be
gat hering dust. They should be hel ping us be safer. That's ny
first point.

Second point: Focus on where you can add val ue. Most of
t hese reports -- not all of them-- focused on three of our
intelligence agencies -- two to three, the CIA FBI and NSA. You
have a broader mandate, you know this. You can look at a | ot of
the other things that went wong that should be fixed. The FAA
cones to mnd, the watch list problemcones to nmnd, the
vul nerability, continuing vulnerability of aircraft comes to m nd.
Every time | go to a hearing everyone is worried about shoul der -
fired mssiles -- what do we do about that? W certainly had a
near - deat h experience with one airplane headed out of Monbassa,
Kenya. This is the kind of thing that perhaps you shoul d think
about -- what can we do to increase aviation security? Wat can
we do to increase port security? There are |ots of agencies that
have to do with that. Many of them have noved on over to the
Honel and Security Department. But, nonethel ess, as a
representative of the coomunities around the ports of Long Beach
and Los Angeles, the |argest container ports on the planet, you
have | ots of work that you could usefully do.

Third subject is the evolution of the Departnent of
Honmel and Security. You' ve heard that we all tried to design a
bill that would not just nove the deck chairs around, but create
one deck. W still have a lot of work to do to create one deck.
There is not yet, so far as | can tell, a vulnerability
assessnent, one national, integrated vulnerability assessnent.
Money is not infinite -- until we have that vulnerability
assessnment we won't be putting our resources behind our nost



vul nerabl e targets, and that's sonmething that | don't think should
be a public docunent, because we don't need to tell the terrorists
where we are nost vul nerable. But, nonetheless, it's sonething
that needs to get done. So that's where |I think you can add

val ue.

Final point: Be unflinching. Seek the truth. But,
remenber, at least this is nmy version of this -- the point of
| ooki ng backward is to |l ook forward. W can't fix it going
backwards. W can fix it going forwards. Don't get stuck
backwards. The best way to honor these famlies and those they
lost is to prevent this from happeni ng again. That's where you
have to be going. How do we prevent the next one? W’ ve done a

pretty good job over 20 nonths -- |ots of gaps, but we haven't had
a major terrorist attack in the United States of Anerica in the

| ast 20 nonths. It could happen in an hour -- mght happen in an
hour. But if you do your work well, the changes of it happening in
an hour will be |ess.

And finally, as you are unflinching, be sure you get the
information you need fromthe Adm nistration. Al so be sure -- and
| want to second sonething Senator Graham said -- that you fairly
and evenhandedly assess the role of foreign governments currently
and in the future in fostering spreading terrorism and weapons of
mass destruction. That's a place we didn't get to fully, and it's
pl ace that | think needs nore attention.

Thank you very nuch.

MR. KEAN:. Thank you, Congresswoman Harman. Thank you
all very much for taking the tine to be with us today. And could
| ask Senator Corton?

MR. GORTON: If | found one comon thene through the
testinmony of all four of you, and reduced it to one word, it would
be "frustration.” | served for a little bit nore than two years
on the Senate Intelligence Conmttee, and quit out of frustration,
thinking I wasn't learning very nmuch, and that | was havi ng al nost
no effect on how the agencies acted. And so, recogni zing the
short tinme period you have, | amgoing to fold three separate
questions into one, and ask for the conmments of each of you on it.

Take first the period between January 2001 and
Sept enber 11th, 2001, when the three of you at one tine or another
were chairmen of the Intelligence Cormittees -- just that period
of approximately eight nonths -- were there any changes in the
policies, priorities, or practices of our intelligence agencies as



a result of congressional oversight, as a result of the
suggestions that you all nmade? Now, if there were, sone of them
may be classified, but you could at |least tell us whether any
substantial changes were nade as a result of your work, or were
you totally frustrated during that period of tine.

The second question is very simlar. From Septenber
11t h, 2001 to Decenber of 2002, were there any such changes? Now,
obvi ously, Congress as a whole in that period of tinme passed the
Patriot Act and created the Honmel and Security Departnent. |'m not
counting those. I'mjust saying, were there any significant
changes in the policies and priorities or practices of our
intelligence agencies as a result of what you all did during that
period of time?

And third, from Decenber of |ast year until My,
Congressman Goss has given us a, | think, a magnificent outline of
what he can say about your joint conmttee report, but | don't
see, Congressman, in your witten statenent, the slightest
i ndi cation that any of those recomrendati ons have been acted on in
that tinme, or any of the others. And so the final question is, has
the final report of the joint comrittee resulted in any
significant changes in policies, priorities or practices of our
intelligence conmunity?

MR. KEAN: Who wants to take that one? Senator Shel by.

SEN. SHELBY: First of all, January 1 to 9/11, that was
your first thing -- were there any real changes that we
recommended or tried to nmandate -- |'msure there were sone, but
t hey were probably --

MR. GORTON: | know that you reconmended, but they
probably --

SEN. SHELBY: -- but they were probably not earthshaking
changes at all. 1In dealing with the NSA Congressman Coss,

Senat or Graham Congresswonman Harman, all of us, we tried to --
hard, and I think NSA was noving in the right direction, is stil
noving in the right direction to nodernize. And this was stuff
comng fromus. A lot of recormmendati ons came fromour joint --
our TAG team Technical Advisory G oup recomrendations, and then
the reality of NSA going down, you know, and just didn't operate
for sone hours, two days -- sure, there were sone -- there was
sonme heedi ng of sonme of our recommendati ons there.



As far as Langley is concerned, the first part, | know in
the Senate, Senator Graham and | worked a long tine, pushed a | ot
of enphasis on recruiting some of the best and brightest with
different | anguage skills -- | alluded to it earlier, Arabic,
Farsi, you nane it. Maybe just a little change, but no whol esal e
changes. Since Septenber the 11th on, a |ot of changes. One we
had recormmended before to take the waps off the CIA that John
Deutch had put on and had been continued under Director Tenet as
to who the agents could recruit, their assets. You are very
famliar wwth all this. The president was involved in that, and |
t hink those were changes probably pushed by the Wite House, but
al so pushed by a ot of us in the Congress.

You al so nentioned statutory changes to FI SA and
different things and how they operate, but | don't think their
whol esal e changes have been made. | think it's increnental,
evol uti onary, but sone progress, yes, considering everything. [|'m
going to save sone tinme for sone others.

MR. HARMAN:  Congr esswonman Har man.

REP. HARMAN. ['msorry, Senator, that you left the
Intelligence Committees. | think they're fabul ous places to be.
It took me four years to get on the House Intelligence Commttee,
and I am highly honored to be the ranking Denocrat on the full
conmittee now.

I think there has been progress. (Obviously, there needs
to be nore. Let nme just tick off a fewthings. One is near to, |
think, Tim Roener's heart, the hiring of linguists. W found that
we had basically zero | anguage skills in the areas where we needed
them and the FBI, the CIA and the NNSA have done a nmjor job of
recruiting the | anguages needed and training the |inguists.

I nformati on sharing -- | think we do pretty well
hori zontally across the federal government now. W don't do well
vertically with first responders. There's a requirenment in the
intelligence authorization bill fromlast year that a new system
be devel oped. It isn't devel oped yet. Wat we have through the
NLETS and ot her fornms of communi cation that the FBlI uses is nuch
better than what we did have, but we still need to go to tear
sheets or sone way to get declassified information in the hands of
t hose who need it quickly.

Intelligence fusion -- Congressman Goss tal ked about the
TTIC. | think that function is critically inmportant. 1It's one we



all recommended in all these reports, and we're starting to do
t hat .

The Honel and Security Departnent needs to devel op one
deck but it is, again, a step in the right direction. And
finally, on NSA -- well, both NSA and the FBlI -- their technol ogy
is rapidly inproving in both cases. The FBI had to transit from
the 16th century to the 21st century -- | mean, it was using
abacuses and ancient parchnent. | think Bob Mieller woul d agree
with this. And now it has good, possibly excellent technol ogy
systens that can do data-m ning and state-of-the-art intelligence
gathering. The NSA had a | ot of good technology but didn't use it
well. And its new phrase, that | think is very appealing, is that
it has changed fromgatherer to a hunter, and it goes after clues
that it needs to find. It couldn't possibly sift through all the
stuff it has in real tinme.

So, | would just put all those things out there as
evi dence of real progress, and I w sh you had stayed on the
Intelligence Cormittee -- you would have |oved it.

MR. KEAN: Senator, 'l --
SEN. GRAHAM Could | just add a few words to --
MR. KEAN: Yes, of course, Senator G aham

SEN. GRAHAM -- to Senator Gorton's question. | would
say that from January of '0l1 to Septenber the 11th there was a
consi derabl e amount, primarily fromthe Senate side during the
tenure of Senator Shelby, on reform And those reforns had one
basic starting point. W have had an intelligence system which
basically started in 1947, which was totally focused on the Sovi et
Union. And as a result of that, we had devel oped certain
technol ogy, certain cultural orientations. Wat concerned ne was
that the Soviet Union had becone history about 10 years earlier,
and yet our intelligence agencies had not yet responded to that.
And | think that is a very central question, which |I hope you will
explore, and that is why was there such reluctance to change
during the first decade after the fall of the Soviet Union.

W tried to enphasi ze, under Senator Shel by's |eadership,
sone of the things that we thought were critical for change. The
senator tal ked about increasing the linguistic capability because
now we weren't just interested in listening to Russian, we al so
had 20 or 30 other often arcane | anguages that we needed to be
able to understand in real tine.



There were ot her changes. The architecture of our
satellite systens were based on putting big machi nes over big
long-time projects, primarily things |ike the Soviet submarine
capabilities. Now all of a sudden we needed to cover a dozen
different projects. And one of the unfortunate things that
happened is, for instance, we had to nove coverage fromIndia and
Paki st an back to Bosnia when that war broke out. So, we were
urging a new approach to satellite architecture that woul d be | ess
expensive, smaller and nore nobile in order to respond to the
condi tions that we were in.

January of 2001 to January of 2002 | think is an
interesting period for the policy changes that occurred. | net in
February of 2002 with the people at Central Conmand in Tanpa,

Fl orida, and the question was, howis the war on terrori sm goi ng?
And the answer was, the war on terrorismhas been essentially
abandoned and that what we're now doing is conducting a manhunt --
that was their word -- to seek out those people that we consider
to be the key figures in al Qaeda. | think that was a very
serious mstake, as was the relocation of mlitary intelligence
capabilities, and that we probably were defective in not providing
an adequat e oversight of that policy judgnment.

As to what's happened since Decenber of '02 until today,
| would have to say that I don't know what has happened because
nost of the answers are contained in first exam ning what parts of
the commttee's report will be released publicly so that then the
ri ght questions can be asked. As | indicated in the area of FBI
reform Congressman Goss and | have sent two letters to the FB
detailing those 10 steps that we felt were a key to expeditious
reformof the FBI's ability to conduct donmestic intelligence, and
as of today we have not received a response, so, therefore, are
not in nmuch of a position to evaluate how effective our
recomendat i ons have been in terns of institutional response.

MR. GORTON: |Is that the right answer to everything in
the final report of the Joint Commttee, Congressnman (Goss?

REP. GOSS: Well, ny take on your question, Senator, is |
think that the right way to answer your question, and | think al
of ny col |l eagues have hit on very, very inportant points, is that
there has been an extraordi nary degree of attention focused on the
intelligence comunity in the oversight commttees since 9/11.
VWhat we were doi ng before 9/11 wasn't a whole | ot different than
what we were doing after 9/11 on the conmittee, it's just the
peopl e were changing. So, what really changed was the audi ence,



not the nessage, as far as the work we were doing. And we were
t hankful to have the audi ence, but not thankful for the reason why
we had the audi ence.

Thi ngs that have been nentioned, but one or two have been
left out -- the TPED cycle, which is a critical cycle for us, and
will conme under a |lot nore scrutiny, was getting attention, but
not the kind of attention it needed. What we found after 9/11 was
suddenly there was nore noney, people were willing to take nore
risk. Different things assunmed priority that were pretty much
either off limts for discussion or too difficult to bring to the
fl oor of the House. Sone of the FISA debate would, | think,
illustrate that pretty well. And that, of course, is far from
over, and it should be far from over.

But | will also say that sone of the processes that we
have set up did work very well after 9/11, and | think that needs
to be noticed, that the working relationship between the top
responsi bl e people on the H Il and the top responsi ble people in
t he executive branch actually function quite well to assist in our
national security and how we have protected ourselves. [|'m not
going to go into a |lot of detail, obviously, on that.

| think that there was certainly a | ot | ess push back on
sone of the things we put in our authorization bills. W saw
deci si ons being nmade, as Senator G aham has said, properly so, on
the architecture of our overhead structures. Qur problemthere
was we woul d nmake strong recomendati ons, but we couldn't get a
decision. W finally started to get sone deci sions.

So, | think that by our continuous attention to the
areas that needed work, we created a ball that rolled slowy at
first, rolled nmuch nore rapidly after 9/11, and it's not a
significantly different ball today than it was in January of 'O01.

And one other area -- has any of this stuff been
i npl enented? The answer is sone of it has. Now, what's happened
is the executive branch is taking sonme steps on sonme things we all
| earned fromthe 9/11 review. They haven't formalized the
responses to us. | presune Senator G aham has not gotten his copy,
but I did get an interimanswer fromDi rector Mieller to our |ong
list of "what are you going to do about this stuff?" And then we
sent -- it wasn't a sufficient answer, it was an interimanswer,
clearly, and we sent back specifics. And | know t hat sone of
those specifics are being addressed in the FBI. |1'mnot sure |
want to say which ones publicly, but the record will speak. And I
think that the FBI has informed ne that by the end of the nonth



that they expect to have the whole list brought up to attention,
and serendipitously -- and this is serendipitously, our conmttee
this afternoon is having the FBI in front of it as part of our

aut hori zati on process, and those questions are out there.

MR. KEAN: Comm ssi oner Corelick.

MS. GORELI CK:  Thank you very much, M. Chairman.
M ndful of the pressure on the schedul es of our House nenber
Wi tnesses, let ne say this first at the outset. | thank you for
your dedication and evident enthusiasmfor your work. Those of us
from Washi ngton know that nmenbership on the intelligence
comm ttees does not offer sonme of the things that nmenbership on
other commttee does. You hold your hearings nostly in private.
You do not get to show the work that you're doing all that often.
There is no obvious constituency for canpaign contributions. And,
therefore, you nust be notivated by a strong sense of public
service, and | think that is quite evident today.

My concern is that you don't have the powers, the tools
or the mechanisnms to align our capabilities against our threats,
and that's what 1'd |like to probe however briefly this norning,

and | know that we will have sone nore tinme with you in private.
And if there is tinme, we can turn to the joint inquiry. | have
spent tinme in the Ford Building -- it's not all that bad. The
report is very inpressive, and I know that the public, if and when
it is able to see the report, will be very inpressed with it.
Congresswonman Harman, | wll try to be unflinching and rise to

your challenge. The conmittee's oversight is clearly the product
of the entities that it oversees. And as Congressman Goss poi nted
out, the intelligence commttee -- community -- consists of 15
agencies in six or so cabinet departnents. Mst of the resources
actually belong to the Departnent of Defense and the committees
that oversee the Departnent of Defense oversee those entities.

The Director of Central Intelligence controls only the ClA,

really.

Now, you recogni zed this problem and what you did is you
created a deputy director for community managenent, who is a
trenendous public servant, but she has, | don't know, six people
in staff, she doesn't have the CIA reporting to her at all.

And so, here is ny question to you: How can you oversee
the intelligence community when the agencies don't belong to any
one that you have the right to oversee? And ny second question
is: Wy shouldn't the director of central intelligence at |east



have the authority, if he doesn't own the agencies, to execute the
budgets that he is given?

SEN. SHELBY: If | can respond briefly -- that's an
excel l ent question. You spent sone tine in thinking about this.

That's part of the whole problemin the intelligence
community. Fifteen agencies is, without reciting it all again, you
know who controls what. The director of CIA controls at the nost
20 percent of the budget. Yet, if he is going to be in fact the
director of central intelligence, | believe nyself, and we've nade
sonme recomrendations, that we need a national director of
intelligence, we need a cabinet |evel position. Oherw se, the
refornms we tal k about, which cones with power, noney, direction,

managenent, it's not going to happen -- not in the manner that we
think it should. |If you can't control the |egislative agenda or,
nore than that, the funding agenda for an agency, you can't
control. You can't really influence them except on the edge.

That's ny judgenent.
MR. KEAN: Congresswonman Har man.

REP. HARVAN. Let nme first comrend the questioner for her
enor nous service to our country. To anyone who mssed it, Jame
Gorelick was general counsel of the Departnent of Defense, deputy
attorney general, and a variety of other very useful and inportant
roles in our governnent -- a |awer, a wonderful friend, and
supporter of all these activities.

| think you're right. | think that there are limts on
jurisdiction. There also is the dirtiest four-letter word in
Washi ngton spelled T-U-RF, that limts what we can do, and al so
[imts what others in Congress or in the executive branch or even
you can do in terns of reorganizing. But on this point, | would
like to recomend again the report of the Markle Foundation which
is buried under all these trees, and its director, a fellow naned
Phil Zeli kow, whom you may know, he's right in my line of sight --

M5. GORELICK: | think we nmay get an opportunity to review
t hose recommendati ons.

REP. HARMAN. And -- yes, those recomendati ons had to do
with using technology to tie together a | ot of independent
functions effectively. And, in fact, if you do reorganization
wi t hout the technology, it won't work. So, there is a virtua
reor gani zati on option possible, which I think would go a | ong way
to avoid the turf fights. The only place then left is the



budget ary reorgani zation. That's what we were able to acconplish
with the Honel and Security Departnent, at |east for 22 agenci es.
But that's not a honme run either, given the fact that where we are

now with the honel and security budget is -- it's just the
aggregati on of 22 agency budgets. So, this is a very hard
problem which you well know. 1 don't think the solutions are

obvious, but | just want to put out there that technology is a
maj or way to junp over sone of the turf issues.

MR. KEAN: Senator G aham

SEN. GRAHAM Yes. M. Chairman, |I'd just nake two
remarks. One is going back to what | said earlier, the degree to
whi ch our current intelligence practices are a reflection of a
past which no | onger exists. 1In 1947, the focus of the
intelligence agencies was on protecting our atom c secrets, and
t he congressional commttee which oversaw the intelligence agency
was the Cormittee on Atom c Energy. That fact then caused a series
of other things to occur, such as, as Congressman Harnman has j ust
said, placing nmuch of the intelligence community under the direct
control of the Defense Departnent and placing a significant anount
of its total budget under the control of the Defense Departnent.
Those are issues which clearly need to be re-thought in the post-
Col d War era.

And | think it's not insignificant that the nunber
one recomrendation of the joint commttee reads as follows:
“Congress should anend the National Security Act of 1947 to create
an sufficiently staff a statutory director of national
intelligence who shall be the president's principal adviser on
intelligence and shall have the full range of managenent,
budgetary and personnel responsibilities needed to nake sure the
entire United States intelligence community operates as a coherent
whol e. "

| woul d hope that when you conpl ete your review, that you
m ght find that that's a statenent that you coul d endorse.

MR. KEAN:. Congressman (osSsS.

REP. GOSS: Thank you. Wen | first took over as
chai rman of the commttee, the policy that we had for intelligence
was SMO, support for mlitary operations. To put it in English,
it was war-fighters -- take care of the war-fighters, force
protection, force enhancenment. Those were the concerns. Not a
whol e | ot of audi ence out there tal king about or a whole | ot of



peopl e scream ng for, clanmoring for the national intelligence
program

And so we've had this tension all along. It doesn't just
measure up in whether | get an aircraft carrier or a satellite.
It's neasured up into various questions of what is the policy.

So let's take a quick look at the situation today. W' ve been
asked to I ook at vulnerabilities, in the United States
particularly, in our honeland, because the two oceans aren't doing
it for us anynore.

Then we're taking a |l ook at what's the nature of the
threat, because it's obviously very different. It isn't those
tanks on the other side of the Fulda Gap anynore. $So then the
next thing we have to do is, once we understand the vulnerability
and the threats, then we have to understand what are the policies
t hat have changed. Ckay, those cone out of |eadership, |ong
process, a |lot of debate back and forth. It doesn't happen
instantly in this country.

The next thing that happens after that is when you have
all of this understood of what your policy is, then you have to
have the capability to acconplish it, to enforce it, to do it.
Well, do we have the capabilities in the intelligence community to
do it? No, of course we don't, because everything has changed so
dramatically recently that we've got yesterday's capabilities on
yesterday's policies, and we need today's. And we haven't quite
got there yet. So | think that's what our commttees are going to
be basically functioning on, the oversight comrittee is going to
be basically functioning on, no matter how we say it.

Then conmes the final piece of the straw, which you' ve
properly identified. And if you understand all this and can get
your armnms around all that, what would the managenent profile | ook
like? And it would not |ook anything |ike what we have today.
And | think you all understand that. | know that Lee Ham I ton
knows that very well. He has studied Congress many ti nmes.

And we try and solve the problemof overlap with other
comrittees to deal with the other Cabinet-|evel secretaries by
havi ng nmenbers on the commttee who also sit on the conmttees of
t hose people. W' ve tried to create ways to nake sure that we're
heard in the proper space.

So if we're tal king about the FBI, the part that's
intelligence gets represented and the part that's not intelligence



gets represented. |It's a cunbersone, inefficient, foolish system
that has survived very well because it's the only one we have.

M5. GORELICK: Let ne follow up on that. One of the
reports that Congresswonan Harman waved around was Aspi n- Brown,
think. And you were on that venerabl e comm ssion; very good
people on it, very good reconmendati ons cane out of it. You tried
to inplenent it and you ran into a brick wall in the formof the
Armed Services Committees. Do you have a proposed solution to
t hat ?

REP. GOSS: | think the brick wall has actually been
reinforced by a concrete wall as well.

MS. GORELI CK: Sounds |i ke we need a bunker buster.

REP. GOSS: M basic conclusion is that the
reconmendations that we made in our report that you' ve seen the
brief sumary of are the right. | would prefer to go to DN
director of national intelligence, take Joan Denpsey as the
communi ty managenent position and give it the clout that it was
i ntended to have to coordi nate, because coordination is a huge
probl em

It's very hard to ask sonebody in a | ower-Ilevel position
-- although that's a high position, it's relatively |lower to
dealing with three stars and saying, "You will do this," when the
three stars can go to the Pentagon and say, "I don't think so."

It is an unworkable system It was an inspiration that
we put out there saying, "This will solve the problem™ And I|ike
nost silver bullets, it turned out to be |ead.

M5. GORELICK: Let nme followup with two questions, if |
can, about your actual internal nechanisns. | went back and read
the Director of Central Intelligence' s annual reports that he
makes to your conmittees the beginning of every year, now call ed,
| think, the worldw de threat hearings.

I f you go back and you | ook at his statenents from' 97
t hrough 2001, terrorismis in there at, like, nunber three or so
until 2001, when it rockets in February of 2001 to nunber one with
sone very strong | anguage. "The threat of terrorismis real. It
is imedi ate. Osama bin Laden and his gl obal network remain the
nost i mmedi ate and serious threat.” |In tone and content, | would
say hair-rai sing.



My question to you is, what were your nechanisns for
followng up on that? | didn't see -- maybe there were any, but |
didn't see any hearings on terrorismin your commttees after
that. That was an inflection point, maybe at |east in retrospect,
but it seened to be an inflection point. Wat happened?

REP. GOSS: Well, the answer that | would give you on
behal f of our conmittee is that we had been |listening for sone
time about terrorism Actually, terrorism | think you can go
back to Lebanon as sort of really the place we should start. But
terrorism in ternms of our commttee, is that we heard those
threat briefings.

Now, understand that the threat part of it and the
awar eness part of it is part of our education process as nmenbers
of the coomittees. It's providing the capabilities to deal with
the threat which is our responsibility to deal wth.

So we took that on and said, "Okay, M. Director, if it
is this way, what are you going to do about it? What capabilities
do you need? We are concerned that you have enough peopl e who
speak the right |anguages in your counterterrorismcenter. W are
concerned that you have enough people in the right field stations
around the world to deal with terrorists when they show up here
and there.”

That di al ogue does go on back and forth, but it does go
on generally in closed session for a very sinple reason. W're
not out there making policy. W're out there trying to get
capability, and we don't necessarily want to tell whoever m ght be
listening in another country that we're having these discussions,
because when it turns out we can't agree to fund the
counterterrorist center, | don't think we ought to tell anybody.
It's that kind of a problem

SEN. SHELBY: In February 2001, | renmenber the briefing,

the threat assessnent. And it was real. | thought the director
laid it out. There was continuous dial ogue between the comrttee,
the coonmttee staff and the Agency on that. | know Senator G aham

and I were conducting the hearing, the threat hearing.

| think the question is, you're going to have to | ook at
what we did and what they did in the conmunity, having |laid out
that this threat has escalated so highly, the terrorist threat,
what they did during that tinme, because they were in the
operational phase. W were in the oversight and | egislative



phase. | think that's an inportant distinction. And you ought to
| ook at the record.

REP. HARMAN. | would just add that when | returned to
Congress in January of 2001, | was appoi nted by the speaker and
the Denocratic | eader to be ranking nmenber of a new working group
on terrorismand honel and security. The date was January of 2001.
And we began work on what becanme our report, which we issued
shortly after Septenber 11, 2001.

So | think there was interest focused in Congress. But I
think the absolutely critical thing is what Congressman Goss said
earlier. What changed on 9/11 was the audience. And finally there
was nonmentum attention to doing things that many people in
Congress and in the executive branch and the invol ved outside
comunity had wanted to do for a long tine.

MR. KEAN: Senator G aham

SEN. GRAHAM  Yeah. The kinds of things that needed to
be done after terrorismenerged as our highest priority were not
the kinds of things that were particularly dramatic in scope. In
fact, they tended to be in the opposite direction. They becane
nmore mcro as we |left our focus on the one big target and started
dealing with all of these individual targets.

As an exanple, we were still spending, in ny
j udgnent, an excessive anount of our research and devel opnent
noney to produce capabilities that didn't line up with our
vul nerabilities. And that becane one of the priorities of our
committees, to assess what was going to be required, to think over
the horizon 10 years.

And | mght say things |ike the unmanned snall aircraft
t hat have proved so significant in the war in Afghanistan and Iragq
and no doubt in future engagenents, particularly with terrori st
groups, was in large part a result of the prodding of the
intelligence conmttees over the resistance of sone of the
agencies that like to build the bigger, nore known aircraft.

So I"'mnot here to say that the Congress nor the
intelligence commttees were totally prescient or perfect. They
understood the problem They understood the anal ysis of the
probl em and were trying to carry out our responsibilities.

M5. GORELICK: It seenms to ne a conpletely legitimte
position to take that, in the first instance, the responsibility



is in the executive branch agency. But |'m concerned about the
mechani sns that you all have or don't for aligning, as | said
before, the capabilities against the threat and to see whet her
t hey are doing what they need to be doing against that threat.

And there's sonme peculiarities of the way in which
oversight is done in the intelligence community that 1'd like to
j ust ask one question about, and we can certainly follow up when
we have nore tine.

The aut horizations for the Intelligence Community contain
t hese massive classified annexes, 500 pages of annexes, with very
detailed prescriptions for what the intelligence community, al
t hese individual agencies, will do, and reports that they nust
gi ve.

And | look at that and I think, "Well, is that the best
way to manage? Wuldn't it be better to have a nore cross-cutting
and strategic view of what their problens are and how t hey propose
sol utions?"

And the second thing | noticed is that unlike many
departnments, the intelligence community has to have both the
appropriators and the authorizers before they can spend any noney.
So even if the appropriators say, "Here's the noney to do
sonet hing," unless you specifically authorize it and it's found in
one of those many lines, they can't do anything. | think that
that is, having been in the executive branch, where | didn't serve
under such a system at Justice or Defense, that it would have
been, at the very least, dispiriting. And | just wonder how you
carry out your functions in such a system

SEN. SHELBY: If | can try to answer that, because at one
time | chaired the Intelligence Commttee. And, of course, | was
a nmenber with Senator Gorton of the Defense Appropriations
Committee that funded all of this. | can tell you there are a

little different goals sonetines in the funding subconmttee, as
you well know from your position at the Pentagon, of intelligence
activities and what we did at tines, and initiatives we tried to
push sonetines were not funded, despite sone of us being on both
committees. It's a struggle.

But overall we had, | think, overall a good relationship
with the Defense subconmm ttees on Appropriations in the House and
Senate, but not always did we get our way.

MR. KEAN: Congressman (GosSs.



REP. GOSS: Thank you, Governor. | wanted to respond to
that. You brought a little smle to ny face, because by statute
it's true; no intelligence nonies may be spent unless they're
aut hori zed.

What you haven't read in the statute is the appropriators
on the House side have deci ded that they have authorization power,
whi ch was news to sone of us. But the system does not work as
perfectly as we would like it to work. And | say that (at this?)
very inmportant point right now, because we are funding nuch of
what we're doing in the intelligence comunity these days on
suppl enment al budget s.

Suppl enent al budgets do not get scrutiny of authorizers
to the degree that we would normally do our work. So one of the

recommendat i ons about the budget is very heartfelt. | agree with
Senator Graham we've tal ked |ong and hard about it. The DOD
position has been, "W want the intelligence. W like it. It's
useful. You pay for it." W understand that nessage.

The other thing that | would |like to say in terns of a
little bit of foresight -- and give full credit to Senator G aham
for this because he deserves it -- shortly after we started
wor ki ng together in 19 -- in '01 -- Senator Grahamsaid, "I feel
the need to have a joint retreat. W have got a nanagenent ness
on our hands.” And we did pull off the Senate-House retreat,
whi ch was very useful, attended by the right people, and we cane
out and we analyzed a | ot of these managenent probl ens.

Sept enber 11th canme and we weren't in the business of
managenent adj ustnent anynore. W were in the business of
capabilities. So we tried, but it's been very hard to get the
time to get out of the box lately and | ook five years down the
road.

SEN. GRAHAM If | could just return to one of the
recommendations that | nade to this comm ssion for its study, and
that is, first, the need to get the basic financial accounting
systens in the intelligence agencies up to a point that they are
at | east subject to being audited. That may sound |ike the driest
subj ect imaginable, but it is the key to being able to inplenent
sone of the other reforns.

And second, | believe that, just as has occurred with the
Depart ment of Honel and Security, that the intelligence agencies
ought to be lifted fromthe Defense budget and given their own
budget. Then at |least the public will know what the bottomline



for intelligence was and they can assess: "That seens excessive
or inadequate.” Right now you can't even have that debate because
it's buried inside the big Defense Departnent budget.

And second, there could be a closer relationship between
the authorizing and appropriating comrttees so that common val ues
and priorities, at |east those that were considered to be nunber
one, two and three, would get the priority attention that they
deserve.

MR. KEAN: Congresswoman Har man.

REP. HARMAN: |'mthe only one here who has not chaired
one of the intelligence conmttees yet, but | -- maybe that nakes
me nore fearless. | appreciate the question, because | think

aut hori zation by footnote is a pretty awful process and it really
prevents nost nenbers from having any reasonabl e oversi ght over

t he process, because wadi ng through 500 dense pages is pretty

har d.

| turned around to smle at sonme of the Intelligence
Commttee staff because they' ve been having a conversation about
how to change this. | suggest just taking the thrust of your
question, that aligning capabilities, at |east capabilities for
terrorism would be a good way to start.

We m ght not be able to fix all of it, but the whole
world is focused on this problem And we have to fix sonme of it
so that our capabilities are aligned, so that we prevent the next
maj or terrorist attack in Anerica. And there is the politica
will to support that. So this is a great subject. And |I hope
that, should we appear before you again, we can report progress.

M5. GORELICK: Well, thank you for -- oh, I'msorry.
Senat or Shel by, did you want to add sonethi ng?

SEN. SHELBY: No, | was just --

M5. GORELICK: | wanted to thank you for inviting
unflinching questions and for giving unflinching answers.

MR. KEAN. | think we have one final question by Senator
Cl el and. You've given us an enornobus anount of your tinme. Thank
you very nuch. Senator C el and.

SEN. CLELAND: Thank you very nuch. Senator Graham | could
not agree nore with you in the thrust of that nunber one



recormmendation in the report that there's got to be sonebody in
charge of the intelligence comunity.

After spending six years on the Senate Arned Services
Comm ttee, where we got briefing after briefing in terns of
appropriations needed by the intelligence conmmunity, that briefing
was often nmurky. It was ill-defined. And, quite frankly, we
never quite frankly knew exactly what was goi ng on, because we
were on one commttee; the Intelligence Commttee was on sonething
el se.

Secondly, | do think that, despite the massive anobunts of
reports, where the water neets the wheel is just the report today;
two articles in the New York Tinmes. W're now going back and

wonderi ng whet her or not we had the right intelligence on the war
inlraq. Pre- war views of Iraq threat are under review by the

CIA. 1'dlike, with no objection by this conmm ssion, to enter
that into the record. And what happens? W have anot her tape
froma bin Laden aide, and so the al Qaeda is still in operation.

Somet hi ng has to change dramatically. Thank you for your
t esti nony.

What ot her | essons, Senator G aham have you | earned that
you would like to share with us as we cl ose out the hearing?

SEN. GRAHAM First, that we are dealing with a nmuch
smal |l er but nore ninble adversary in these international terrorist
organi zati ons. And we have got to simlarly becone nore ninble and
capable. There probably are few areas that illustrate this as
much as one that we've tal ked about, and that is |anguage, and |
woul d al so say cultural identity.

If you want to get sonebody inside a terrorist
organi zation, you can't go to the Mdrnon Tabernacle Choir to start
recruiting. You ve got to find sonmebody who | ooks and tal ks and
understands the terrorists about as well as they do. W, frankly,
don't have that capability. At least we don't have it today. W
have trouble recruiting assets who do have that capability. |
think that is an exanple of the kind of nore ninble reformthat we
need to make.

SEN. CLELAND: Thank you very nuch. Thank you, M.
Chai r man.

MR. KEAN. Anybody else |ike to corment? Thank you. |
t hi nk one thing we have | earned today is just how able our
| eadership in the Congress is in this area. Thank you all very,



very much for taking your tine. You know we'll be back to you,
because we're going to need your help. Thank you very nuch.

Panel 3:

MR. KEAN: All right, we are going to start again,
because | know sonme of the senators and congressnen have tight
schedul es today. Qur third and final congressional panel this
nmor ni ng consi sts of senators and representatives who really cone
fromthe regions that experienced t hese particul ar attacks.
understand that very well. They, like I, |I amsure | ost people
t hey knew on that day, and so have not only an intellectual but an
enotional attachnment and anger about what happened on that
particul ar occasion. They have their own uni que perspective. It
was our intention actually to have them at our very first hearing
in New York, but circunstances nade that inpossible. So, we are
very, very pleased to have themw th us today. The first two who
are here, first of all Senator Hillary Cinton of New York and Jon
Corzi ne of New Jersey. Senator Cinton?

SEN. CLINTON: Thank you very nuch, Governor Kean, and
Congressman Hami |l ton, and nenbers of the commission. First let ne
t hank you for taking on this very inportant chall enge and
responsibility. As | listened to the end of the previous panel, |
think it becane clear how inportant the m ssion of this
i ndependent commission is for the future of us all.

| want to take this opportunity to speak with you about
what happened in New York on Septenber 11th, and the lingering
consequences of those terrorist attacks on our city, and certainly
on the surrounding region in ternms of the inpact in |loss of human
life, in grievously injured victins, and in the physical
destruction that we are still coping with

W are testifying while once again the threat |evel has
been raised to code orange. New York City, which has remai ned at
that high Ievel of threat alertness, is instituting an operation,
called Qperation Atlas. It costs mllions of dollars a week for
the hei ghtened security that is necessary. And it is inperative
that as we review what happened in the past, for answers, for
recommendati ons, for changes that we hope will make our country
safer, that we also | ook at the human cost and the incredible
burden that localities have borne because of their being the
particular victinms of this attack on Aneri ca.

| applaud your efforts to get the funding that you need,
and | hope that if there are additional resources that are



required, you will let those of us in Congress know i nmedi ately so
that we can work with you to get every penny that you see as
necessary.

But we are also here to provide nore than funding. W
want to provide support, and it is deeply troubling that the
conmmi ssion has had to fight to receive classified information, and
the cl earances that you need to effectively conduct your
investigation. | amcertainly well aware personally with a nunber
of the conmm ssioners and others by reputation. There could not be
a nore distingui shed panel of Anericans. And | hope that you and
the staff you have conpiled will quickly get access to everything
necessary to nake the conclusions that wll be part of your
reconmendat i ons.

If you run into any other roadbl ocks, however, with
respect to classified material, again | hope you will inmediately
turn to Congress, which of course created you and in a bipartisan
fashi on stand behind you. Wen your investigation is conpleted, |
certainly know nmy constituents want and expect a report that not
only inforns and sheds new |ight on one of the darkest days in our
hi story, but also tells us how we are going to find our way into a
safer future. It's critical that the new Departnment of Honel and
Security and the new Terrorist Threat Integration Center have your
recommendati ons as soon as possible. They need to establish the
protocols for gathering and sharing intelligence, and | worry that
with the insights you are acquiring, and the very pointed,
unflinching questions you are asking, you are going to get answers
that may be disconforting, but necessary to be heard as soon as
possi bl e.

| certainly have urged the Departnment of Honel and
Security and the TTIC to use this information to establish their
new systenms, so that we don't get off on the wong foot. | nean,
one of the problens we face are frankly the bureaucratic inertia,
the difficulty of communication, the conpartnentalization which
has led to sonme of the difficulties that we have seen in the past,
and we all hope we can avoid that in the future.

| also believe that part of your mssion is to recommend

not only what we nmust to do try to prevent any future attacks, but
what needs to be done in the event unfortunately we are unable to.
How do we respond in the wake of an attack? And there | think
it's inperative to | ook at the |l essons |earned in New York. | am
confident that no city in the world could have responded as
heroically or as effectively as New York City did. Yet even today
we are not given the resources in New York City to feel fully



prepared for whatever else mght happen in the future. There are
out st andi ng honel and security needs that are not yet net. W
haven't prioritized sufficiently with the funding fromthe federal
government, in partnership with our state and | ocal governnents,
what needs to be done. [I'Il give you just one exanple. It's not
classified, but it is sonmewhat horrifying. There is one hazardous
material unit in the city of New York for a city of eight mllion
people. That is unacceptable. W have not yet gotten the
resources to be able to go further than that.

So | think it's inperative that we start where this
comm ssion is in the years and the certainly nonths and days prior
to Septenber 11th, but also in the aftermath, and to have strong
recommendati ons along the lines of what the Congress and others
need to be doing. And | certainly hope and trust that people in
positions of influence and power, as well as citizens across our
country, will pay nore attention to this report than was paid to
the Hart- Rudman reports, the first one rel eased in February 2001,
and the second in October 2002.

| want to thank the Conmmi ssion for appointing a new
famly liaison, Eleanor Hertz, who | ost her husband on Septenber
the 11th. | also want to thank you for opening the New York
of fice, headed by Em |y Wal ker, who worked in Wrld Trade Center
7. These additional liaisons and staff nenbers certainly send a
very clear signal to the people of New York, New Jersey,
Connecticut, the affected region, that there is soneone they
can go to for information, for answers to their questions, and
frankly to hear ideas. | think sone of the best ideas about what
we need to do have conme fromfam |y nenbers who have taken this on
as a mission, have cone fromfire fighters, police officers who
are on the front lines day in and day out.

The support that Anerica extended to New York was so
heart-warm ng and essential, but we |learned a | ot about what
didn't mesh. There was a great deal of effort to try to reach out
and help New York that it al nost becane overwhel m ng. |
recomrended a national 211 hotline, because what happened in the
wake of Septenber 11th is that 400 independent hotlines just
nmushrooned up all across the country, people wanting to help,
wanting to contribute, wanting to know what they could do from
California, to Florida. W need a national 211 system where in
the wake of a disaster -- natural disaster, terrorist attack --
peopl e are able to know where to go to offer help and find help.
We spend a lot of tinme, and ny staff and I were involved in
bri ngi ng together the charities and other groups to try to
rationalize our efforts, so we didn't have duplication. W



| earned a lot of |essons there. There are people | would
reconmmend you speak with about what we | earned that can try to
stream ine the process in the future.

Now, as we | ook forward, and you are going to be
exam ni ng buil ding codes, aviation security, intelligence, the
whol e range of issues, we have to find a way to conmunicate with
t he public beyond the screen, really the stone wall of
classification. Part of the reason | think there are a | ot of
unanswer ed questions, part of the reason for the confusion -- and
| thank my friend and col | eague Senator Cleland -- | now serve on
Arnmed Services -- | knew exactly what he was tal king about -- is
there is a glut of information. It is never summarized. There is
no executive record that is put into the public domain. Menbers
of Congress who are not on the respective commttees often have no
i dea what is happening. So think about what it's like for the
rest of the public. The need for information sharing, sonething
t hat Senator Schunmer and | have been advocating for 18 nonths,
better information sharing between federal |aw enforcenent, |ocal
| aw enforcenent. W are still not where that needs to be. New
York Gty is spending an enornous anount of noney to put into
effect its own counterterrorismunit. A thousand detectives have
been taken off the street. They are now trying to run their own
intelligence operation. Now clearly, in a city as big as ours you
are going to have to have that. But | still believe that if we
had a better systemfor sharing information with the federa
governnent, sone of that burden on the | ocal community would be
relieved, and certainly sone of the funding that is necessary for
the | ocal communities, such as New York, to carry this function
out should be forthcom ng fromthe federal governnent.

In addition, | think that the personal conm tnment of many
of the nmenbers of famlies that were directly affected, to
ensuring this doesn't happen to anyone el se, has been a trenendous
source of inspiration, but also a notivator. Any tinme anyone
fl ags about what needs to be done or should be done, you only have
to renmenber what so many of these husbands and wi ves and parents
and children have gone through. The | essons they have | earned on
the ground, in very practical ways. How does FEMA really work when
it's not a flood or an earthquake or a tornado, but the
obliteration of 18 acres in the mddle of a huge city, where it's
very difficult to know whet her people are ever going to be able to
put their |ives back together, whether the businesses wll
recover, whether those who were forced out of their honmes wl|
ever come back, whether we need a special authority to be
i nspecting the air? M coll eague, Congressman Nadl er, has been a
chanpion on this issue. The people who have gone through this



nmust be listened to, because the inpact of what happened is so far
beyond what the headlines can tell you or what the official
reports will contain.

It is also inperative that the issue of building
safety codes, which seens arcane, which seens sonewhat a bit
extra, as opposed to a core issue has to be noved to the front of
the list. A group of New Yorkers led by fam |y nmenbers who | ost
their loved ones has nade this a crusade that is inperative it be
| earned fromand | ooked at around the country, just as after the
earthquake in California. The Cinton adm nistration's FEVA
of ficials nmade recomrendations along with the state of California
for increasing building safety codes when it cane to earthquakes.
We have to do the same when it cones to infrastructure that is
vul nerabl e, heavy popul ated areas where the buil ding codes need to
be | ooked at. And this is an issue that obviously is sensitive,
because it crosses jurisdictional lines. But people need to know
what we have | earned fromthis terrible tragedy.

Simlarly, when we | ook at the resources for our front-
line soldiers, |I have said repeatedly that we now are fighting a
two-front war. W are voting on our DOD authorization today. It
is going to be everything we possibly can think of that is needed
by our nen and wonen in uniform W are not doing the sane for
our fire fighters, our police officers, our EMIs, our public
heal th and hospitals.

This is sonmething that | feel particularly strongly
about, because here we are in a budget crunch, and in New York
City we are closing fire houses. Now, granted you hope that you
never have to use a fire house. But how can we possibly have a
plan to mnimze and prevent the effects of terrorismwhen we are
not | ooking at the infrastructure we have to finance and maintain
no matter what happens? Qur public health system our hospitals
are under trenendous financial pressures. They know what they are
supposed to do. They are not getting the help they need to do it.

| al so have taken on as an issue the health screening and
tracki ng of those who worked and vol unteered at G ound Zero. And
this goes to a longer-termissue, but |I would hope that you woul d
include it in your consideration. Wen the terrorist attack took
pl ace, and those enornous buil dings collapsed, the air was filled
with chemcals of all kinds. W did the best we could. W didn't
have, frankly, the legislative authority for EPA to do what was
needed with a ot of the testing, outdoor and indoor, and we have
been playing catch-up. That needs to change. Sinilarly, the
peopl e who were there at G ound Zero day after day -- the police,



the fire, the construction workers, the volunteers -- all are now
eligible, because of legislation we passed, to have their health
tracked. W have a programat Munt Sinai Hospital -- | wll
submt the findings of that to you. Twenty five percent of the
peopl e who are bei ng screened have serious respiratory functional
probl enms; up to 50 percent have stress, including post-traumatic
stress disorder. The long-terminpacts of these terrorist attacks
are things that have to be taken into account as we plan for not
only prevention, but appropriate response.

W had over 1,000 school children who were evacuated, who
were very close to Ground Zero; about another 1,000 who were a
little bit further away. W were able to get sonme additional
counsel ing noney for those children. The needs of different areas
of popul ati on, when we think about how best to prepare, has to be
included. Simlarly, the related inpact that could come from not

just building collapses -- and this is sonething ny col |l eague
Senat or Cor zi ne has been the chanpion of -- chem cals, biological,
radiological. | don't think we have even begun to figure out how

best to be prepared in the event of such attacks occurring in
especi ally heavily popul ated areas.

So | want again to thank the conm ssion for undertaking
this inportant mssion -- and | viewit as a mssion. You know,
there cone tines in nations' histories when we are called upon to
really reach down deep and summon up what it takes to respond and
nove forward, and | think this is one of those times. And it is
troubling to ne that 18 nonths later | don't think we have put the
resources, | don't think we are prepared. W' ve certainly nade
progress, and | give the adm nistration and Secretary Ri dge and
ot hers enornous credit, because we basically had to start from
ground zero.

| remenber in the 1980s when there were a series of
research tests carried out by researchers in Canada, |srael, Japan
and Europe, where they left unattended baggage, suitcases,
backpacks, in public places |ike airports, bus stations, train
stations. In other countries people reported it. In our country
peopl e wal ked by or kicked it out of the way. So this is not just
a task for governnent. This requires a significant cultural-
ment al - atti tudi nal psychol ogi cal change anongst our people. And |
| ook to you to give us both the guidance and the inpetus to try to
do what needs to be done.

MR. KEAN:. Thank you, Senator Clinton. Senator Corzine,
who by the way was | think alnost the very first one to call on
the creation of this comm ssion, to offer his help and support,



and has been there with us every step of the way. Senator, thank
you, and wel cone.

SEN. CORZI NE: Thank you, Governor Kean, and Congressnan
Ham I ton, and all the comm ssioners. Let ne al so express what |
know all of ny colleagues feel, an appreciation for the service
you are giving to deal with sonmething that | think is truly vita
to the Anerican people. It certainly is to those of us who live
in the affected areas.

As | am sure you know, as the governor suggested, | was
one of the original co-sponsors in Decenber 2001, | think the date
is inmportant to remenber, to establish this comm ssion and to
review the circunstances that surrounded the attack. | hope that
you know that all of us, and | certainly have been intent on this,
to make sure that you are fully funded, that you are fully
staffed, that you are fully equi pped with the authorizations and
the efforts to carry out your mssion. It is too inportant to not
have the tools to make sure that you can do the job that you have
been asked to do.

It is clearly a difficult task, but it is critically
inmportant that it is done and it is done thoroughly, credibly, and

et me say expeditiously. It is inperative that you denmand access
to all the relevant materials, that you devel op findings that |ead
to recommendations that will strengthen America's security. |It's

really about the future rmaybe even nore than it is a review of the
facts.

To do otherwise, in ny belief, and I think probably in
yours as well, would be disrespectful to the thousands of peopl e,
t housands of innocents who paid an ultimate price because of
m stakes in judgnment, sonetines worse, sonetinmes not because of
intent, but because of m stakes that preceded Septenber 11th.

But anal ysis of history aside, the root of this is how do
we keep Anerica safe for the future? The terrorist attacks of
Sept enber 11th unmasked many vulnerabilities. W just heard
Senator Clinton review a nunber of those areas that we need to go
back in a very disciplined and thorough manner, review. H story
may not repeat itself, but as WIIl Rogers said, it often rhynes.
And | think your job is to make sure that when that rhythm cones
out that we have | ooked and done those things that create the
greatest safety for us. W need to learn fromthe | essons of
hi story.



And, by the way, | amvery nuch of the viewthat this is
not about finding blane, assigning blame. This is about genuine
reform and accountability going forward. And | have to say |
heard Senator Cleland nmention this, it al nost makes your bl ood
boil when you pick up a newspaper today and see that the CIAis
conducting a postnortem anal ysis of the difference between
intelligence before the Iraqgi conflict and what we have | earned
t oday. And why we haven't had the sane--and this is not the
Comm ssion's problem-but why we haven't had the sane incentive to
do the | ook-back and the | essons |earned that are so inperative |
think to make the world a safer place.

In my view, and | say this absolutely with confidence, we
are irrefutably tardy in carrying out this analysis with respect
to 9/11. And, again, it's not the comm ssion's problem but this
society needs to do it. And as a person who used to be invol ved
in nore than ny fair share of mstakes in a world that | cane
from one of the absolute essentials of serious nmanagenent is to
go back and understand what went wong, so that you can prepare to
nmake the world a better situation in the future. And | just
beli eve we have fallen short on that, and I conmmend you for your
efforts, but | also say it is one that needs to be brought to
concl usi on.

| find it alnost hard for me to understand that we have
al ready set about the greatest nerger and acquisition effort in
the creation of the Departnent of Honmel and Security wi thout doing
the kind of work that | think sets the framework for how we dea
with this. You know, it's alnost every day that we get a call or
two, or five or ten, to nmy office fromvictins’ famlies seeking
advi ce and support. Al of themare struggling with the victins
conpensation fund. There are enornous chal |l enges for people. W
cannot let this tragedy not be a notivation for us to nove
forward. Seven hundred of ny fell ow New Jerseyi ans, Governor
Kean's New Jerseyi ans, people in ny hometown, 11 in nmy honet own,
i nnocent people who were working hard lost their lives. W nust
accept this as a responsibility to nove forward with the
accounti ng.

| agree that we need to turn to many of the famlies for
t he | essons, many of the people who were involved in the i mediate
aftermath, to |l earn those | essons.

" mjust going to quote Kristin Breitweiser, whose
husband Ronald was killed in the Wrld Trade Center, sonebody from
New Jersey, who said the 9/11 famlies and the country have waited
| ong enough for answers. Each day of delay is another day that



this country renmains vul nerable and perilously at risk to another
terrorist attack. Pretty common sense. W have all waited | ong

enough. | know you understand the wei ght of your assignnent. You
have friends in the court of Congress to nmake sure that you have
the ability to deal with all those various issues -- inmgration

policy, counterterrorism the turf issues that we know exist, and
how we put together the cross- fertilization and the information,
t he preparedness of first responders and on and on. | just want
you to know, as | know you'll hear fromall of us, we stand ready
to do what is necessary to nmake sure you have the resources and
all of the other elenents that are necessary to pull this together
in an expeditious and thorough and serious manner.

| appreciate the opportunity. | stand prepared to work
with you and for you to nake sure that this comes out in a way
that the Anmerican people are nore secure after your efforts,
because we have the informati on and we have | earned and | ooked at
the | essons that can be learned. | thank you for your service.

MR. KEAN:. Thank you, Senator Corzine.

W are glad to be joined by three nore people who have
been very supportive of this whole effort: Senator Schuner,
Congressman Nadl er and Congressnman Shays. Senator Schuner?

SEN. SCHUVER:  Thank you, M. Chairman. | very nuch
appreci ate the opportunity to be here and the work that you are
doing. | want to just say two things prelimnarily about people
inthis room First, when I |ook up at the panel here, | know
about half of you personally, and others not personally -- nore
than half personally -- it gives nme confidence. And | want to say
that to both the famlies who pushed so hard for this and for the
American people. This is a Class A group of people. Every one of
them has a reputation for honesty, for thoroughness, for
integrity, and I think we can have a lot of faith in the results
of what this panel does based on the nenbership of the panel. So
| thank you for serving your country at a tinme of real need.

Second, | do want to thank the fam|lies who pushed so
hard. | don't recognize everybody here, but | know we have
sonmeone fromthe Petrocelli famly, and the day we read all the
names on the first anniversary, | was with M. Petrocelli's w dow,

| earned all about him W have the Barkow fam |y here. And as
well we have Ms. GQutwilick (sp), who |lost four enployees and has
made this sort of a crusade. There are probably other famly
nmenbers here, too, that | don't see, but | thank them for com ng.



You know, we know, that without the efforts of the
famlies, this panel wouldn't have happened. And it's a noble
t hi ng, when you |l ose a | oved one, instead of sinply cursing the
darkness, to do sonmething to correct, to change, to inprove. It's
a hard thing to do, because the hole in your heart never goes away
and you're not as strong nmaybe as you once were.

And so | want to commend the famlies who are here and
all of those who really made this panel happen by their
dedi cation, by their sincerity, and by their spirit of generosity
to make sure that what happened to their | oved ones doesn't
happen, as best we can, in the future. So | thank both groups for
bei ng here on each side of our little table today.

| also want to thank ny col |l eagues. W' ve worked
together as a team Denocrat, Republican, fromthe tri-state area
to do the best for our community after this horrible bl ow
occurred. W' ve acconplished sone things and we have a | ong way
to go.

Let me just say that, you know, the bottomline of this
panel is sinple, and I want to just add to sonething ny coll eague,
Senat or Corzine, said. |If this panel were just constituted to
find blane, it mght make a few people feel good but it woul dn't
be doing its m ssion.

The reason we're finding out what went wong is so we can
correct it in the future. And the great resistance to form ng
this panel befuddled nme. A nation that is unwilling to confront
truth, they al nost always fail. They alnbst all tend to be secret
societies, dictatorships, where the truth is abhorred.

We're a grand and great denocracy, and the fact that we
are seeking this truth is a testanent to the strength of this
country. And | just wish it had happened a little quicker, and I

never understood the resistance. | never understood the
resistance. But | think, again, that is gain said by the strength
of this panel. Now, the bottomline is that to nme there are so
many things that this panel can do, | don't know how you're going

to deal with all of them Obviously information; why all the
little signals beforehand didn't add up into a big conprehensive
picture that we could see. W' ve changed in the way we're dealing
with information.

Yesterday | nmet with the | eaders of this new agency in
Horel and Security, TTIC, which coordinates information from al
the intelligence agencies. | guess we'd |like to know from you,



and this is nore normative, will this TTIC do the kinds of things
that weren't done before 9/11? WIIl it work? Do we have to
change the structure?

In other words, | guess if | had a nessage for the panel,
be as prospective as possible. Look what happened in the past,
but give us sone reconmendati ons. You know, the war on terrorism
is not going to be over in tw or three years. 1In a certain
sense, our society is where we were in 1946. In '46 we had beaten
the Germans and Japanese. The average Anerican's-- you know, their
view was, "Let's put our feet up on the table, relax and forget
the rest of the world."

And all of a sudden we see this huge Russian nonolith
staring over our shoul der, and we don't know how to react. And we
make a whole | ot of wong turns at the beginning. McCarthyismin
the '50s, Vietnamin the late '60s. And finally we figured it
out, and praise God, we vanqui shed comuni sm

W're at the very beginning now, and |I think we all have
to approach this with a bit of humlity. Nobody knows what to do.
The only people | resent are not the people who disagree with ne,
but peopl e who think they have all the answers, because no matter
how smart we are, both in our own mnds and with conputers able to
assenble all this information, we don't have enough of an
experience pool to know how to vanquish terrorism which is a
si npl e phenonmenon, sinple in describing it, which is that
t echnol ogy enpowers small groups of people to do terrible and evil
t hi ngs which they couldn't do even 10 years ago. You can be in a
cave in Afghanistan and be on the Internet if you have a wirel ess
connection and |l earn as nuch about Anerica as any of us know.

And the sad fact of the matter is that if all the people
inthis room all of us were bitten by an evil virus and deci ded
to devote the next five years of our lives fanatically and evilly
to figuring out howto do terrible danage to Anerica in
i npl ementing it? The odds are too high we could succeed. W need
answers on how to stop this.

In ternms of information and the failures of information,
but nore inportantly on how we can pick up the signals, tie them
into the big picture so that the normis to find out sonething
before it happens as opposed to the |ucky aberration. W need
your help on that and we need to know about coordination,
coordi nati on anong federal agencies, coordination between the
federal agencies and the |local agencies. | think that's really
inportant. 1'd like to hear your advice on whether this new



trilogy systemthat the FBI has set up will not make the sane

m stakes that their information systens had in the past. |[|'ve
spoken to the director and all the people he's put in. They put
great stock init. WII it work? None of us want to be back here

five years fromnow and say it didn't and sonet hing el se happened
and we shoul d have known about it.

O her things that | hope you'll |ook at, and that is how
we deal with the openness of our borders, how we keep those and
mai ntai n those open borders, and at the sane tinme prevent bad
peopl e who want to do terrible danage to us fromconmng in
Again, it seenms to ne a lot of that can be answered by technol ogy.
Are we doi ng enough?

| don't know, again, if this is your domain, but one of
the great things we're debating in Arerica is the push and pul
between |iberty and security. How nmuch change do we need there?
There are sonme on the left who say nmake no change. | don't agree
with them You have to change in a changing world. There are
some on the right who say we can't afford any of our precious
| iberty or we give up too nuch of it. They're wong too.

Were's the bal ance? A dispassionate, intelligent panel
i ke yoursel ves m ght give us--you're not going to solve every one
of these problens, but you mght help us as we begin on this new
path, protecting the world and Anerica fromterrorism what
di rections we should go in and what kind of things we should do.

So when | think about it, the task before you is awesone,
not in the way ny l1l4-year-olds use it, but in a biblical way. The
angels, in awe of God, trenbled before Hm The task is awesone.
It's huge. You're not going to answer every question. W
shoul dn't expect it. But | think you can help us the way no group
in Arerica can, because you're dispassionate, you are intelligent,
you don't have any axe to grind. | know none of you do.

And so | just urge you on in your mssion and pledge, in
nmy smal |l way, whatever cooperation that you need. Thank you.

MR. KEAN: Thank you, Senator Schunmer. Congressnman
Nadl er.

REP. NADLER: Thank you, Governor Kean, nenbers of the
Comm ssion. | thank you for the opportunity to testify today.
And | want to share ny first-hand know edge of events that
transpired in New York follow ng the Septenber 11th attacks. |
understand this comm ssion is tasked wi th nmaki ng recommendati ons



to inprove the governnment's ability to detect, prevent and respond
to terrorist attacks.

| will focus ny corments primarily on the events in New
York and our reaction to the attack, and perhaps sone | essons that
can be learned. But I'd also like to provide a few suggestions on
ways to both detect and prevent future attacks. As | toured the
devastation with the mayor and the governor on Septenber 12th, the
day after the attacks, | was inpressed with the plans they were
putting in place to respond to the attacks. It was quite
i npressive the way they were nobilizing, especially Myor
G uliani, the apparatus of city governnent.

| also assuned that they woul d be preoccupi ed, of
necessity, with the i medi ate problens of rescue and recovery and
of getting the econony, especially Wall Street, back on its feet.
| further assumed that many problens faced by | ocal residents--and
nost people don't realize that 25,000 people live in Lower
Manhatt an bel ow Chanbers Street--that many of the people faced by
| ocal residents and small busi nesses would fall through the
cracks.

Therefore, on Septenber 13th, we forned the G ound Zero
Elected Oficials Task Force to coordinate the efforts of all the
| ocal elected officials fromthe area. The main goal of the task
force was to assess the needs of the community of Lower Manhattan
and to ensure that those needs were addressed by the appropriate
gover nnment agenci es.

When you pull together the staffs of several different
city council nmenbers and state assenbly nenbers and state senators
and a congressional office and a borough president, you have a
form dabl e outreach organi zation that can ascertain the nost
urgent problens facing residents and busi nesses in the area and
can work toward adjusting those probl ens.

We could also and we did performa triage function by
fielding thousands of calls that we intercepted that didn't have
to go into FEMA or the mayor's office from peopl e seeking hel p and
distilling fromthemthe nost crucial and i medi ate tasks to press
on FEMA and on the mayor's and governor's people.

We started by giving themfirst the daily neno of saying,
"Here are the two or three energency things you nust do right
now," and then it becane every two days and then tw ce a week and
then once a week and so forth. And | just say, that worked well
for the first three weeks to a nonth after the attack. And after



that, sone of the normal bureaucratic inperatives reasserted
t hensel ves and t hese governnent agenci es becane | ess responsi ve.

This is one exanple of the kind of thing I'mtalking
about. Wiile many people were evacuated fromtheir hones, many
nore remai ned behind, especially senior citizens, who were, in
effect, trapped in sonme of the major housing devel opnents in the
area. These seniors needed to get food and water and nedi cati ons,
but all the pharnmacies in the area were closed. There were arned
guards preventing anybody from crossing Canal Street to get to
Lower Manhattan, and no one and no supplies could get through.

So we had to ensure the delivery of nedicines and food
and water and so forth to those who needed it in the days
i medi ately followi ng the disaster, despite the fact of the arned
guards and the total bl ockade of the area, which was there for
good reasons but hadn't really thought of this problem and
despite the fact that all the pharnmacies which had the
prescriptions for all these people were cl osed.

W managed to do that. And one of the things we had to
do was get the governor, for exanple, to suspend enforcenent of
the state law that prohibited a pharmacy fromfilling a
prescription on file at a different pharmacy which was cl osed and
t herefore unresponsive to tel ephone calls.

So we handled a | ot of these kinds of problens that
really no one had anticipated. And as | said, the governor and
the mayor's people were focused on getting Wall Street running
again and rescue and recovery, and soneone had to do this. The
El ected Oficials Task Force stepped into the breach.

And one thing you mght consider is seeing if there's
sonme kind of nobile nmechani smyou can set up or recomend perhaps
to | ocal governnents to deal with these kinds of problens that
m ght get overl ooked in, God forbid, the event of sonme future
di saster in the normal course of events.

On the legislative level, of course, it was inperative to
get trenmendous aid into New York. And Senator Cinton, Senator
Schunmer and the president led the effort on this, and the
congressi onal del egation. President Bush was quite responsive,
for which we are very appreciative.

But we also realized very quickly that the attack was
devastating to small businesses all over the downtown area, not to
mention to the tourismand entertainment industries all over New



York City, and that the existing | oan prograns in the Snal
Busi ness Adm ni stration would be wholly insufficient to begin to
neet the needs of devastated small businesses.

Most of those prograns are predicated on the assunption
that you can |l end noney to a small business which may have
suffered physical danmage, which can then fix the physical damage
and anortize the cost over a period of time and repay a | ow
interest loan, or on the assunption that a small business w |
have a business interruption of maybe a few weeks. And that cost,
again, can be anortized, you know, when you get back into shape
and you can repay a | owinterest | oan.

But sone of us immediately realized that what you're
dealing with here were small businesses that m ght have, by
government edict, no access for weeks or nonths because there are
arnmed guards saying, "You can't go to that small busi ness because
it's below Canal Street," so several nonths of 100 percent
busi ness interruption, followed by a 40 or 50 or 60 percent
busi ness interruption that might |last for years because 100, 000
peopl e, 100,000 custoners, suddenly weren't there. Because they
weren't going to be there naybe for years, and that these
busi nesses, if they were going to survive, were not going to be
able to repay | oans, which was the only federal governnent relief
avai |l abl e.

So we worked very hard to establish a program a federal
program to provide direct grants to small businesses to cover
their losses. And this was done, although | would say that the
anount of noney that has gone into it has been insufficient and
the grants too snall.

Hundr eds of people were hel ped by the nortgage and rental
assi stance program which was essential in the wake of the
attacks. This provision should not be allowed to expire. And
there is legislation pending to extend the program \When di saster
strikes and thousands of people are forced fromtheir hones, it is
essential to have in place a systemto help famlies find
i mredi at e shel ter

Qur office also worked closely with FEMA. FEMA funds, of
course, paid for the cleanup of the debris, which was acconpli shed
very quickly, and |I applaud themfor that. However, possibly
because they had other pressing matters to attend to, FEMA was not
nearly as responsive to local residents and | ocal business people
as | woul d have liked.



My office had to usher a good nunber of people
t hrough the FEMA process and to open doors for themsinply so they
could get the aid they were entitled to by |law. People should not
have to rely on a congressional office to access the aid they're
entitled to in the aftermath of a disaster, and perhaps sone
better procedures could be put into place through your
reconmendat i ons.

Additionally, it is clear that nmany OSHA st andards
designed to protect the workers were not followed in the cleanup.
| understand that in the haste to get as nmuch done as possible in
the first days, when there was still hope of rescuing people who
m ght have still been alive buried in the ruble, there may have
been a lag time in instituting safety procedures. And | am nore
than willing to say that in the imediate afternmath of the attacks
t here was consi derable confusion, to say the | east.

But a short delay in instituting safety procedures is not
what happened. Sone workers on the site were never given the
correct personal protective equiprment, such as respirators, to
protect thensel ves agai nst the hazardous debris and funes.

Testi nony at the EPA Onbudsman's hearings stated that many police
of ficers worked on the pile without respirators for 41 days,
despite repeated requests to be equipped with respirators. And
there were thousands of respirators lying around in National Guard
arnories all over New York City that were never used--a failure of
conmuni cations. This is inexcusable.

The term Wrld Trade Center cough shoul d never have
entered our |exicon. Nowthat it has, however, the governnent
must commt to funding lifelong--and this is something that
Senator Cdinton has been particularly energetic in pursuing and |
commend her for it--to funding lifelong health nonitoring,
i ncl udi ng physi cal exam nations of all the people whose |ungs were
damaged, whose health was damaged by their work at the Wrld Trade
Center.

And | nust say that there were really three different
envi ronnental problens that we have to | ook at, and too often no
one has made the distinction between the -- anong the three
different problens. One problem were people caught in the
i mredi ate aftermath who were there, who were engulfed in the
debris cloud, who ingested unavoidably for several hours perhaps,
every contam nant known to man. And there's nothing that could
have been done to prevent the danage done to them and all we can
do for themis followup, nonitor their health, and provide
what ever assi stance we can, perhaps for their |ives.



The second problem are the rescue workers, who | just
referred to, nmuch of the health danage to whom coul d have been
avoi ded had we had property safety precautions after the first
coupl e of days. But again, that's past tense. There's not we can
do about that now except to do follow-up, proper follow- up,
noni toring, and providing health services as long as they need it,
and putting into place procedures to make sure that that doesn't
happen again. That could have been avoi ded, and God forbid, in
future occurrences, should be avoi ded.

The third thing 1'"mgoing to talk about is the long-term
heal t h consequences for people, residents and who work in the
area, which is still avoidable, still ongoing, and is the fault of
the one federal agency whose response was grossly inadequate, and
| believe violated the law in many ways, and that is the EPA. The
EPA did not seriously address the presence of hazardous waste,
such as |ead, nmercury, asbestos, benzene, PCBs, to nane a few, in
peopl e' s homes, schools, and busi nesses, brought there through the
air fromthe collapsing of the Wrld Trade Center, and continues
to this day what can only be called a willful cover-up of the
damage that was done and the | ack of proper response that
continues to this day.

Just two days after 9/11, when EPA Adm nistrator Christie
Todd Whitman nade a conpletely fal se statenent based on no
enpirical data that, quote, "The air is safe to breathe and the
water is safe to drink," based on no testing to that date, the EPA
has systematically m sled the public about the safety of the
envi ronnment, and that continues to this day.

In the days follow ng the attack, the East of Hudson task
-- I"'msorry, it's a different task force -- the Gound Zero
El ected Oficials Task Force, heard countless conplaints from
peopl e who suffered from adverse heath effects and/ or |acked the
resources necessary to properly test and clean their apartnents or
t heir work spaces.

When EPA was presented with such information, the agency
ei ther maintai ned that everything was safe, again based early on
no information, and after that on inadequate testing, or clainmed
that the Gty of New York was in charge of indoor environnents and
t hat EPA had no authority for ensuring indoor air quality.

Now, | nust say that when we get to the question of their
authority, | believe the EPA not only had adequate authority but
was mandated by law to do what they have refused to do to this



day, and in fact I will comend to the Conmittee a white paper
publ i shed by ny office in April of |last year doing an extensive

| egal analysis of the authority of EPA, and of the mandate for
EPA, a mandate they have not pursued, they have not fulfilled,
authority not in the Clean Air Act, which is what they usually
refer to to mslead people, but in the CERCLA act, which is
commonly referred to as the Superfund act, and in Presi denti al
Decision Directive 62, issued by President Clinton in 1998.

The agency mai ntained their position, even after being
presented with independent air quality air test results conducted
by I ong-time EPA consultants and contractors, which showed grossly
el evated and unsafe | evels of hazardous materials inside downtown
apartnments. This situation nade it very difficult to address the
mounti ng casework from constituents who had literally nowhere to
go to get hazardous waste out of their honmes. Citizens were |eft
to fend for thensel ves, often ended up in court proceedi ngs
agai nst their |andlords and buil ding owners, and expended vast
resources on a cl eanup downtown that was not conducted adequately.
And when you consider that the average cost of properly cleaning
up an apartnent is probably on the order of $8,000 - $10, 000, you
have to realize why this was not within the neans of nobst people,
a clean-up that was not conducted adequately or systematically,
but on an ad hoc basis, if at all.

The EPA only began, and | nust say, city agencies and
state agencies only began to respond at |east verbally to this
probl em after pressure fromU. S. Senate hearings conducted at the
request of Senator Clinton at the end of January 2002, four nonths
after the disaster.

After the Senate hearings, | asked the EPA National
Hazar dous Waste onbudsman, Robert Martin, and his chief
i nvestigator, Hugh Kaplan, to initiate an EPA onbudsman's office
i nvestigation of the situation. Their involvenent produced a sea
change in the relationship of ny office and |local residents with
EPA. | have al ways nmi ntained that EPA should use its existing
authority to take any and all actions necessary to find out where
all the hazardous materials went followi ng the coll apse of the
Wrld Trade Center, and to renedi ate all contam nated spaces,
i ndoors and outdoors, and that New York should not be treated
differently fromother parts of the country where the EPA has
engaged i n proper response activities to hazardous waste rel eases
on a smaller scale, and where Adm ni strator Wi tman, four days
bef ore Septenber 11th stated in response to a different disaster,
a snmaller disaster, that it would be immoral for the EPA to expect



residents and honeowners to pay for the cleanup. But in New York
it was apparently noral.

Onbudsman Martin and his chief investigator, M. Kaplan,
were able to tell us what EPA shoul d have done under the | aw,
coul d have done, and has done at other hazardous waste sites
around the country. But nost inportantly, the onbudsman process
provided a forumto communicate with ny constituents, to listen to
their conplaints and concerns, to issue requests for the
production of docunents and interrogatories, to hold public
hearings, to bring in experts fromaround the country, to help the
citizens understand the full nagnitude of the issues, to make
recommendations for corrective actions, and to get to the bottom
of what the EPA could do, should have done, and was not doing.
Through activities, the onbudsnman process docunented areas where
EPA was not followi ng the | aw and standard procedures that were
foll owed in other cases but not in Lower Manhattan, not in the
Wrld Trade Center case, and recommended corrective action to
protect the public.

The key to all of this is that it was a public and
transparent process. The onbudsman, with nmy office, held two 11-
hour hearings that were open to the public, docunented with a
court reported, the transcripts of which are avail able to anyone.
We heard fromresidents, workers, business owners, city and state
el ected officials, firefighters, police officers, parents, and the
New York City Board of Education. W would have |iked to hear
fromthe governnent agencies, in particular EPA, but the EPA
declined to participate and urged ot her governnment agencies not to
partici pate.

Except for the onbudsman, who has now been fired because
of this and other activities, the EPA' s onbudsman office has
essentially been dismantl ed, and robbed of its independence, we
were able to get a lot of information. The EPA, beginning in My
of 2002, eight nonths after the disaster, decided that they would
i ndulge in a cleanup, that they would establish a cleanup process
for residences in Lower Manhattan, although they continued to
mai ntain that this was not necessary, that everything was hunky-
dory, to assuage public fears. In other words, for public
rel ati ons purposes, they said they would engage in a cl eanup.

The EPA cl eanup plan, however, is still woefully
i nadequate in the follow ng respects. Nunber one, they would only
cl eanup apartnents upon request, ignoring the threat of cross and
decont am nati on from uncl eaned apartnments and frombuilding air
condi tioning, and HVAC systens. The EPA will test only for



asbestos, only in the air, and not for dust on hard surfaces and
in carpets and draperies that will get into the air over a |l ong
period of time. The EPAwill not test for any of the other
contam nants that were present in the Wrld Trade Center debris,
such as |ead, nercury, dioxin, and fine particulate matter.

The cl eanup plan is available only south of an arbitrary
boundary at Canal Street, as if there was a Star Trek force field
preventing the debris cloud fromgoing north of Canal Street or
crossing the East R ver into Brooklyn and Queens, which we know
fromsatellite photography it certainly did. Besides not dealing
with many potentially contam nated areas, this presents and
environnmental justice problem

The EPA wi |l not cl eanup commerci al spaces and
school s, and EPA refuses to authorize the cleanup workers to wear
protective gear, which will get us further people with great
heal th probl ens, and which seemto be a clear violation of OSHA
regul ati ons. The EPA has devel oped this plan w thout public
coment, has not established a citizens advisory group, or held
public hearings. It has established an admi nistrative record
avai |l abl e accessible to the public.

The EPA's cl eanup pl an does not conply with applicable
| aws and regul ations, specifically with the National Contingency
Plan, with OSHA regul ati ons, and Presidential Decision Directive
62. You could serve a great public purpose if you would exam ne
this and conclude that the EPA should anmend its procedures to
follow the applicable Iaws and that these laws are in fact
appl i cabl e.

Let nme say very briefly, on one other topic, we are not
doing, | fear, what we nust do to prevent a future nuclear attack
by terrorists. Wwen |I first saw those planes going into the
towers -- in real tinme, the second plane, | thought imedi ately,
"My God, this is aterrorist attack, and thank God they don't have
nucl ear weapons." The greatest danger we face is that al Qaeda or
sonme simlar group will get nuclear weapons. The know edge and
the ability to make nucl ear weapons is wi dely avail abl e and easy
to do today if you have access to nuclear materials, to weapons
grade plutoniumand uranium that's the hard thing to get. But
t here's enough weapons grade pl utonium and uraniumto nmake 40, 000
bonmb sitting around in the Soviet Union, not properly guarded,
avai l abl e for sale on the black market, or through theft and
t hrough snuggli ng.



W have an agreement with Russia under Nunn-Lugar to buy
this material and nmake it not usable in nuclear bonbs, over a 30-
year period. W are out of our mnds to do this over a 30-year
period. W should purchase all this material imediately. For
$25 to $30 billion, we could get legal title to all this materia
imedi ately. We could take it into our own care. W could nake
sure it's guarded properly and not available for snmuggling to al

Qaeda.

Secondly, we nust properly guard our ports. There's six
mllion containers a year enter our ports. Two percent of them
are inspected. If we fully funded the port security bill, about
three percent, albeit better targeted, would be inspected. W
shoul d insist that no container in a foreign port gets put on a
ship bound for an Anmerican port, no container until it's inspected
by an Anerican or joint inspection teamand certified and seal ed.
Secondly, we should insist that no ship gets within U S
territorial waters until it is boarded a hundred or 200 m | es out
by the Coast CGuard or the Departnment of Honel and Security and
searched fromstemto stern because a nucl ear bonb, which may not
be bigger than a suitcase, can be anywhere on the ship, in the
galley, in the living quarters, wherever,in the engine room not
just in the containers.

And finally, we should equip comercial plans, certainly
airlines with mssile deflection shields. W got a warning from
this in Kenya |last year. And we can otherw se anticipate that we

W ll see Anerican planes shot down in the not too distant future.
This is cheap enough. It can be done for $8- to $10 billion in one
shot .

| want to thank you again for the opportunity. Let nme
say al so the governnent, as Senator Cinton said, nmust respond to
the needs of first responders, nust respond to the need for
funding first responders, which it is not doing adequately.

And | want to thank you for the opportunity to testify at
this hearing. And I commend you on your efforts, and | hope that

your work will make a great deal of difference in the future. And
| thank you.
MR. KEAN: Thank you, Congressman Nadler. | wel cone

Senat or Frank Lautenberg, and at this point, Congressman Shays.

REP. CHRI S SHAYS (R-CT): Thank you very nuch. M
statenent will be less than five mnutes. And | just want to
first recogni ze Beverly Eckert, who is representing her husband,



Sean Rooney, who was killed on Septenber 11th, and Mary Fetchet,
who is representing her son Brad, who was kill ed.

Governor Kean and Congressnman Hamilton and ot her nenbers
of the comm ssion, thank you for the opportunity to testify today
on the events of Septenber the 11th. In March | submtted
testinony describing your task as a difficult and urgent one. 1In
the intervening nonths, your m ssion has not becone any | ess
pressing or any easier. Each day, louder calls by the |living echo
the voi ces of those who died, asking why we still seek answers to
basi ¢ questions about the attacks of Septenber 11th, 2001.

For residents of Connecticut's Fourth Congressional
District, these attacks had obvi ous and personal inpact. Famly,
friends and nei ghbors | ost | oved ones. Seventy-eight people |
represented, or who grew up in the district, perished that day.
Their famlies | ost a spouse, a parent, a child, a sibling. The
i mpact of their loss was imediately felt by all of us.

Sept enber 11th was a wake up call fromhell for all of
us, not just because of our |osses but because we as a country
were previously warned, and Septenber 11th exposed the extent to
whi ch we as a nation, our governnent and our people failed to heed
that warning. | believe that we could have prevented Septenber
11th. We knew the terrorist threat was there. Prior to 2001,
there were three national comm ssions--the Brener, G| nore and
Hart - Rudman Conmi ssi ons--charged with assessing the terrori st
threat. The National Security Subcommttee, which |I chair, held
23 hearings on terrorismprior to Septenber 11th. The
jurisdiction of my subconmttee was rewitten in 1999 so we could
exam ne the terrorist threat at honme and abroad.

Whil e we received cooperation fromthe departnents of
State and Defense, we received little cooperation fromthe
intelligence comunity. W sought to |look at how the intelligence
agenci es communi cated with each other, but we were stonewall ed.
It is absolutely inperative this comm ssion not be stonewal | ed as
well. And | want to concur with the comments of Senator Cinton
that you need to cone to us if you aren't able to get any
i nformati on.

It is also inperative we cone to grips with the fact that
our nation knew of the threat. Terrorist attacks agai nst the
United States go back nore than 20 years, but a particularly
sentinel nmonment was the taking of our enbassy in Teheran in 1979
and hol di ng of our diplonmats hostage for 444 days. The Wrld
Trade Center was previously attacked by al Qaeda, the sane



organi zation that ultimately destroyed it. W knew of Osana Bin
Laden's hatred of the West and his commtnent to its destruction.
And we knew where he ate, slept and trained in relative safety.

In the course of the nore than 40 hearings ny
subcomm ttee has held on this issue, we found a pervasive
inability or unwillingness to counter terrorism aggressively.
Sadly, the 23 hearings we held prior to Septenber 2001 received
al nost no attention. The nedia was focused on other issues.

Vel | before 9/11, the Bremer, Gl nore and Hart - Rudman
commi ssi ons recomended the executive branch bring greater urgency
and focus to federal efforts by establishing a national strategy
to conbat terrorism All three agreed our governnent needed to
better reorgani ze, recognize that threat, develop a strategy to
counter it, and reorgani ze the government to inmplenent that
strategy. The only disagreenent they had was on how to inpl enent
such a strategy, in other words, how to reorganize the governnent.

Regretfully, regrettably, there sinply was no urgency in
responding to these threats or recommendati ons. Deafened by our
own Western preconceptions and biases, we failed to listen to what
the terrorists said in Arabic. Distracted by smaller natters at
home, we failed to understand the magnitude of their conmtnent to
gl obal terror and to our destruction.

Sept enber 11th answered the one question to which we did
not know the answer. Terrorists had the capability for nass
destruction, but would they ever use it? Typically, tragically,
we | earned on Septenber 11th there is no noral, political, or
geographic red line that terrorists would not cross. | medi ately
after Septenber 11th, | felt our primary task was to respond to
the terrorist threat with all our tine, energy and resources, wth
no di stractions. Now, we need answers.

| don't believe this commssion will find a silver
bull et, or a scapegoat because | don't believe there is one. |If
we're honest with ourselves and each other, we will admt that al

of us, in varying degrees, could have been nore alert. The past
adm nistration, this admnistration, Congress, and the nedia al
coul d have done a better job.

What ny constituents ask now, particularly the famlies,
is that we find and tell themthe truth, the whole truth, and
not hi ng but the truth, whatever that is, and wherever it |eads.
You can, and | know you will be thorough and di spassionate in the



vital work that you have undertaken, and we in turn can trust the
results of your investigation and learn fromthem

Thank you.

MR. KEAN. Thank you very nuch, Congressman, Shays.
Senat or Frank Laut enberg.

SEN. FRANK LAUTENBERG (D-NJ): Governor Kean, Lee
Ham I ton, lots of good friends up there. Max C el and, and Sl ade
Gorton, and Jam e CGorelik, and Ben-Veniste, Ri chard. You have a

di stingui shed panel and wonderful, | think, patriots and anbitious
wor kers and the others, oh, TimRoener, | -- | know just about
everyone -- John Lehman -- and I'mconfident that you will do the

work that's required.

And while | doubt that all of the questions, and |
think Chris Shays just said it, all of the questions that stand
out there will never quite be answered. But we don't know how much
we can find out about this until the work that you do and the work
that others are doing is conplete. So, we urge you on and conmend
you again for the task you' ve all agreed to undert ake.

Nearly 700 New Jersey residents were killed in the attack
on the Trade Center on Septenber 11th. Qur states and our
citizens suffered enornously, and we continue to suffer. Thinking
of that day still pervades the m nds and activities of people
across the world. As luck would have it, | was on another trip,
and | had made a stop in Israel on that given day, where | was in
a bul |l et-proofed bus going through the Gaza area, and to watch the
citizens there weeping for Anerica, weeping for thenselves at the
sane time, because we all know that we were blighted sonmething in
our lives that would change perhaps our views and our activities
forever.

The comm ssion has an enornous responsibility, which is
to prepare a full account of the circunstances surrounding the
Sept enber 11th attacks and to provide reconmendati ons on how our
country mght guard itself against future attacks. | can't get
over the fact that you' ve got 500,000 pages of information to
review, and lots of them classified, which reduces the anount of
staffing that you can get. | served on the Intelligence
Comm ttee, and one of the worst parts was that you never had
enough staff to help you renmenber the things that you had to put
together. |It's going to be a difficult task, but I know that you
are going to do a thorough job.



And | would point out, however, that the thousands of
famlies nost directly affected by Septenber 11th are grow ng
anxi ous and inpatient. A person | know, Patty Cazaza (sp) of
Colts Neck put it this way: "lI'mconcerned that we're 20 nont hs
past Septenber 1l1lth and the Comm ssion has been running for about
five nonths, but we're just getting into the investigation phase
of our work." She |ost her husband in the attack, but that's her
point of view A wonan who is working in nmy office in Newark,
Jenni fer Jacobs, |ost her husband Jason, she volunteered in ny
office solely to serve as a |iaison between the famlies and ny
office to see where we can be of help. W want to. She tells us
that the famlies have suffered greatly. They're having probl ens
wi th the conpensation fund. They feel a growing frustration that
t he federal government is noving too slowy on too many fronts.
And by the way, that view is probably going to last with us for a
| ong tine, because what people really want down deep is the
restoration of the famlies, the restoration of the lives that
t hey knew and treasured so well.

My daughter, who worked on Wall Street for a long tine,
had a friend when the two of themwere at the firm Lehman
Brot hers, and ny daughter went off to | aw school and her friend
went to work at Cantor Fitzgerald and perished that day, |eaving
t hree young chil dren behind, and her husband refusing to accept
the fact that she was gone. He toured the hospitals in the area
day after day after day |ooking for sone kind of a sign that there
had been a mstake in identity that she mght be alive. But the
best is that her son, a very bright young man, is working at the
rermmant firm-- remainder firmis really a better word, of Cantor
Fitzgerald, and | net himjust a couple of weeks ago, and he's
ent husi astic about carrying on his nother's tradition.

The Comm ssion can't replace the | oved ones | ost on
that terrible day, but it does have the ability to help relieve
sonme of the grief. Americans want and need to know how their
government may have failed them and Anericans want and need to
know that their governnent is doing everything possible to prevent
anot her such tragedy.

And | know that you will keep your shoul der to the wheel
so that the Comm ssion not only does a thorough job but does it as
gui ckly as possible also. |It's about accountability. And I think
one thing this conm ssion can do that would help is to review
sonet hing that we've tal ked about regularly here, and that is the
col or-coded al ert system



| don't know whether you have input there, but |'m going
to be quite frank with you, as ny nane and ny character indicate,
| think. I don't think that this systemis doing anything other
than scaring the hell out of people. And perhaps you can nake it
nmor e neani ngful and nore hel pful to us.

There is that old expression, "You can run but you can't
hide." We can't hide fromthe fact that we' re being stal ked,

apparently, at all tinmes. And what would we -- what should we do?
Do we all retreat to our houses and not |eave? | get calls in ny

office and I wonder if Senator Cinton gets the sane thing.

"Well, 1'd like to come to New York. Do you think it's safe? You

know, we'd like to take the kids to Disneyland. Dare | venture
that far, you know, take that kind of a trip?" And since the
color is yellow or orange, w thout specific know edge.

| think that citizens have a right, the country has an
obligation to tell people if they're in inmnent danger. But if
t he danger is sonewhere in our 3,000-mle width and our 2,000-nmle
dept h, what do you do? | don't know whether it's as nmuch a
concern in the plains of Kansas or the nountains of Col orado,
where | have a son and a couple of grandchildren. What does one
do?

So | think it ought to be reviewed. W need to face up
to the fact that we're dealing with terrorists. That is
permanently in front of us. |If anyone ever has to travel, if you
go to a building in a large city, New York anong them but any of
them you check in, you take your tine, you show your ID and
things of that nature. You get a plastic knife when you get on
ai rplanes, still leaving you with a pointed fork and gl asses you
can break.

These are the reactions of a country. There is sonething
about Anerica that you can really love, and that is there's a
certain naivete that creeps through us all the tine, as
sophi sticated, as good as we are at so many things. W like to
believe in people. W like to believe that sonehow or other
there's good in nost folk.

This constant surveillance that we go through and the
| arger guns, the unifornms, don't make us feel any better. And
we're about ready to enbark on a study of how we build tactical
nucl ear weapons within our arsenal, and we go to war to take those
simlar kinds of weapons away fromlraq and threaten North Korea
with the same thing, and we worry about |Iran and Paki stan, India.
Here we're telling those countries, "You shouldn't have those



things. Put themaway, get rid of them" Israel as well, "but
we're going to build sone nore.”

So the whole thing fits into a kind of peculiar matrix
when you think about it. There's a lot of work that we have to do
to convince people that they can be safe, that the country is
doi ng sonething that really registers logically as an attenpt to
protect their famlies. W should take prudent precautions. W
can never be conpletely safe, especially if we want to retain sone
senbl ance of liberty. To pretend otherw se does a disservice to
our peopl e.

As | mentioned, New Jersey suffered a terrible hunman
toll, losing nearly 700 residents. The econonmic toll was al so
very significant. Forty-five percent of the people who conmute
into Manhattan every day conme from New Jersey, Senator Cinton,
and we want to be --

SEN. CLINTON: And we're grateful

SEN. LAUTENBERG We want to treat those people very
nicely and not tax them Wen the twin towers coll apsed, they took
with them 10 mlIlion square feet of office space. And | had
served as a conm ssioner on the Port Authority before | cane to
the Senate, a beautiful space, energetic, cities in thensel ves,
cities that point to the sky, but cities larger, Governor Kean,

t han many we have in our own state.

Danmage to surroundi ng buil dings cl ai med anot her 10
mllion square feet, and over 1,200 businesses enpl oyi ng 50, 000
peopl e were displaced. WMany of the major financial, insurance,
real estate firns affected have branch facilities in New Jersey,
whi ch they' ve expanded, at least in the interim

One might think that having displaced firnms relocate from
Manhattan to New Jersey would be a boom but this is a Frank
Laut enberg personal view. The econonmies of the three states --
New Jersey, New York, Connecticut -- are so intertw ned that when
any part of the netropolitan area suffers, especially in a tragedy
of magnitude, we all suffer. Qur region has |ost 350,000 private-
sector jobs in the last tw years.

New Jersey is particularly vul nerable, which gives us a
cause for so much anxiety. Qur state is the nost densely-
popul ated state in the nation, eight and a half mllion |ined
bet ween New York City and Phil adel phia, with several large cities
of our own, including Newark and Canden and others. New Jersey is



interlaced with highway, transit, freight and passenger-rai
systens that serve as ngjor thoroughfares for the state, the
regi on and the nation.

We have one of the country's biggest and busi est
airports. W have pipelines, chem cal manufacturers, nuclear
power plants, 127 mles of coastline and najor ports. Three
mllion contai ners nove through the Port Authority of New York and
New Jersey facilities each year. Just a fraction of them | think
Congressman Nadl er nentioned, get inspected. According to the
Coast Quard, the Port Authority needs nore than $7 billion to
bring security and energency response capabilities up to snuff.

In short, we have people, facilities and infrastructure
that terrorists are likely to target. And yet the Departnent of
Honel and Security officials think that it's nore inportant--and I
don't nean to criticize, because there's an enornous job there,
and | serve on the commttee of jurisdiction--.but as we go
t hrough trying to consolidate 170,000 enpl oyees, a budget of $33
billion, 22 different departnents of governnment, bring them al
t oget her and have them be able to nmake sense is a very difficult
j ob.

But when it's thought that it's nore inportant to
al l ocate scarce resources across the country, regardl ess of threat
| evel, than to do other things that could, in ny view, have a
significantly different value. Earlier this year, when the
Departnent of Honel and Security distributed the first round of
enmer gency-responder grants, New York and New Jersey, the two
states that suffered the nost, received a per capita allocation
wel | bel ow t he national average.

To Secretary Ridge's credit, he acknow edged probl ens
with the allocation formula and he's pledged to fix them | think
one of the nobst inportant things his conm ssion can do to enhance
our nation's preparedness is to determ ne, w thout prejudice,
which parts of the country are nost at risk. You can't do this on
just a per capita grant, because sonme of the places, thank
goodness, a lot of them are really not at risk. You can always
dreamup a risk, but the practicality is that we've had the
tragedies and paid a terrible price.

W need to bolster our security everywhere, but the fact
remains that, as | just said, sone parts of the country are truly
nore at risk than the others. And the usual practice of
sprinkling noney everywhere to placate Congress won't enhance our
security. In fact, it'll dimnishit. Sinply put, we need to get



the resources to where they' re nost needed and will do the nost
good.

|'ve got a few specific recommendations that the
Conm ssion nay want to consider. One is we've nmade progress
bol stering aviation security, especially by federalizing baggage
screeners, noving themfrom private hands to governnent hands.
Twent y- ei ght t housand peopl e we've noved over, put themon the
federal payroll. It's all right with ne as |ong as the jobs get
better done. Frankly, | have a different programto recomend.

But now the adm nistration is tal king about privatizing
air traffic control. Talk about a programthat's in reverse.
mean, take the baggage handlers away and put themin the
government and take the controllers, who worked so hard that day
to direct airplanes to safe |andings, thousands of airplanes in

the sky, while all that confusion and terror was going on. |It's
like the fifth branch of our service, and it ought not to happen.
So | hope the Commi ssion will have sone view on that.

On a related note, we do need to consider rerouting air
traffic away fromour bigger cities. Gven the |ocation of our
airports, limted air space, it would be difficult, too, to say
the least, but we think it's sonething we have to consi der.

The twin towers didn't coll apse because of the inpact of
the jets crashing into them The intense heat of the burning jet
fuel snuffed out the buildings' fire control system before they
could do any good, and the structural steel nelted. W need new
federal standards for building materials and design.

Many first responders serve in the National Guard or
Reserve. Because of Afghanistan and Iraqgq, these nmen and wonen have
been called up for longer and | onger tours of duty, and it's
j eopardi zi ng our energency preparedness at home. And |'ve
introduced a bill, S. 2921, to reinburse state and | oca
governments--1 think Senator Clinton has sonething simlar--who
| ose their first responders to active duty call-ups for six nonths
or nore ought to be conpensated in a way that these communities
can handl e the cost.

|'ve heard it said that 9/11 didn't alter the Anerican

character; it nmerely revealed it. W'IIl continue to recover from
attacks. We will be stronger, in part because of the inportant
work that this comm ssion will do in the weeks and the nonths

ahead.



| thank you again, M. Chairman, for inviting nme to
testify at this inportant hearing, and I pledge to you ny full
support for your efforts. Thank you very nuch. Sorry | ran so
| ong.

MR. KEAN: Senat or Lautenberg, thank you very nuch.
Thank you, Congressman Shays. Senator Cinton, thank you very
much for com ng and staying. And Congressnman Nadl er, thank you
very nuch.

W will reconvene at 2:00.
PANEL 4:

MR. KEAN. W're going to reconvene. W're going to go
on real time, not the time of that clock there, which is not
accurate. So, we're going to start our hearing. But before we
convene our first aviation hearing, | want to do a little bit of
housekeepi ng. W' ve said on previous occasions that the
Comm ssion woul d take steps to guard agai nst even the appearance
of conflicts of interest involving its nenbers. | have an
announcenent to make about the recusal of three of our
commi ssioners on matters relating to commercial aviation security.

Conmi ssi oner Thonpson is a partner in a law firm which
American Airlines is a substantial client, and he will not
personally work on American Airlines matters during the life of
t he Conmi ssi on.

Comm ssi oner Ben-Veniste recently joined as a partner a
law firm and Conmi ssioner Gorelick will soon join as a partner
another law firmat which United Airlines is a substantial client.
Nei t her of them has worked or will work on United Airlines
matters.

However, to avoid any appearance of a conflict of
interest, all three comm ssioners have decided to recuse
t hensel ves fromthe Conmi ssion's deliberations and recomendati ons
wWth respect to commercial aviation security. Their recusal does
not extend to matters relating to air traffic control systens, or,
of course, the role of mlitary aircraft.

And now we' Il turn to our first panel on aviation
security. Anyone who is considering commercial aviation in the
United States confronts a striking paradox. On the one hand, the
FAA- 1 ed avi ation safety systemhas, in the words of the Nationa
Research Council, provided and excell ent decades-long safety



record. |Indeed, the effectiveness of that system was no where
nore in evidence than on the norning of Septenber 11th, when the
air traffic control systemefficiently and safely ground over
5,000 flights and did it in less than three hours. The nation,
and the entire world, honestly owes a debt of gratitude to the
controllers, to the FAA to Adm nistrator Garvey, and to the
Transportation Secretary Norman M neta for that achievenent under
very, very trying circumnmstances.

At the sane tinme, according to numerous governnent and
non- governnmental reports, the security side of aviation safety
has been beset w th numerous problens and instances of under -
performance. In 1990, the President's Lockerbie Pan Am 103
Comm ssion, which is one of the npbst interesting conm ssion
reports of all the ones | think that have been witten, found that
the U.S. civil aviation security systemis seriously flawed and
has failed to provide the proper |evel of protection for the
traveling public. The FAA it said, was a -- and |' m quoting now
-- "a reactive agency, preoccupied with responses to events to the
excl usi ve of adequate contingency planning and antici pation of
future threats.” Now, there are simlar assessnents that have
been nade repeatedly in GAO and | nspector General reports,
congressi onal testinony, National Research Council studies and
ot her reports both before the Lockerbie Conm ssion and after, al
the way up to Septenber 11th.

So, today this comm ssion begins its inquiry into
aviation security and 9/11 attacks by | ooking at the civil
aviation security systemas it existed heading into that
particular tragic day. What were its strengths? Wat were its
weaknesses? Wiat did it know about the terrorist threat? And
certainly, howdid it respond to that threat?

We are privileged to have a very distingui shed panel with
us this afternoon to help us begin to answer these and rel ated
guestions. The first panel will have Ms. Jane Garvey, who was
the FAA administrator in Septenber of 2001, and thus was in charge
of federal civil aviation security and safety on 9/11. Wth her
will be M. Kenneth Mead, who was then and still is inspector
general of the Department of Transportation and who has a very
i nformed perspective on the operation of the civil aviation
security system

After we have heard fromthem and questioned them we
will welconme Janes May, president of the Air Transport
Associ ation, and he's going to give us the perspective of the
airlines, which had a significant share of responsibility for



civil aviation security in 2001. And our final w tness, M.
Bogdan Dzakovic, he was security investigator for the FAA in 2001,
and is for TSA today. And he has | odged sone conpl ai nts about
federal aviation security efforts.

Before | start and recognize the witnesses, | want to
alert everybody that, two things, one is that this hearing record
will remain open for 14 additional cal endar days and you can

submt any additional material you'd like to, and for the
Comm ssion, to send your followup witten questions. And that we
have these lights, which will hopefully regulate the tine.

And with that, Ms. Garvey.

M5. GARVEY: Thank you very nmuch. M. Chairman and
nmenbers of the Comm ssion, thank you for this opportunity to
testify and to provide ny perspective as adm nistrator of the
Federal Aviation Adm nistration from August of 1997 until August
of 2002. | recognize, as many before ne have, recognize the
i mportance of the conm ssion's work.

Today I'd like to discuss the assunptions and the
policies that underscored the aviation security programthat was
in place on Septenber 11th, 2001. | hope that ny testinony
contributes to an understanding of the history and helps to inform
t he recommendations that will come fromthe Comm ssion's work.

On Septenber 10th, 2001, by statute, civil aviation
security in the United States was a shared responsibility. Air
carriers had the primary responsibility for screeni ng passengers
and baggage, and for applying security measures to everything that
went on their planes. Airports were responsible for keeping a
secure ground environment and for providing | aw enforcenent
support.

Governnent's role, that is the FAA' s role, was regul atory.
By rul emaki ng, the FAA set the security standards for U S
airports, for U S airlines worldw de, and for foreign air
carriers flying to the United States. The FAA al so ensured
conpliance with those standards.

On Septenber 10th, we were not a nation at war. On
Septenber 10th, we were a nation bedevil ed by del ays, concerned
about congestion, and patient to keep noving. On Septenber 10th,
avi ation security was responsive to the assessed threat based on
information fromintelligence and | aw enforcenent agenci es.



Wthin the FAA, the Ofice of Gvil Aviation Security was
the primary office responsible for security. The FAA, as others
may point out, was not an intelligence gathering organization.
Threat anal ysis was conducted in collaboration with the U S.
intelligence and | aw enforcenent communities, and based on raw and
finished intelligence products supplied to the FAA from these
conmmuni ti es.

Avi ation becane a high-profile target in the '60s, when
hi j ackers took over flights and diverted one after another to
Cuba. But the 1970s, governnment responded with a series of
count ermeasures that included tougher penalties, closing safe
havens, and the use of airport netal detectors. Those neasures
hel ped to stem the donestic hijacking epidem c.

In the 1980s, the nation's attention was drawn to the
greater threat overseas to U S. carriers, first with the three-
week ordeal of TWA flight 847 in 1985. This attack led to
Congress instituting the FAA's first intelligence division,
authorizing staff overseas to work with American carriers in
foreign airports, and the reenphasis of the Federal Air Marshal
programfor international flights.

But it was the bonmbing of Pan Am 103 in 1988 that was the
crucible for aviation security. The world saw the devastating
effects of an expl osive device in checked |uggage. This incident
stinulated the nost significant changes in aviation security since
the 1970s. Based on the findings of the presidential comm ssion,
Congress el evated the stature of aviation security within the FAA
It directed the use of explosive detection systens. |t gave the
FAA additional responsibility for research and hei ghtened the
enphasis on intelligence and threat assessnents.

As a result of the ‘90 Comm ssion, the FAA
established a special group to sinmulate crimnal and terrori st
actions and to conduct covert exam nations of the effectiveness of
avi ation security systens. This red team augnented the work being
done by the inspectors, and reported to the top FAA security

official. Red teamfindings influenced screener training, led to
changes in the conputer-assisted profiling program and hel ped
di rect changes in the protocol for positive bag match. In effect,

t hey hel ped shape the policy and direction for security prograns.

Over the years, the U S. aviation security comunity had
its successes. A frustration in aviation security, as it is in
safety, is neasuring success, because it is the absence of
failure. The positive results are usually unseen. Sone have



suggested that the greatest aviation security acconplishnment was
thwarting Ranzi Yousef's 1995 plan to bonb as many as 12 U. S.
jetliners nearly simultaneously. Working with the Philippine
authorities, the U S. |law enforcenent and intelligence officials
uncovered the plot to destroy U S. passenger aircraft in the
Paci fic by putting expl osive devices aboard. FAA imediately

i ssued specific counterneasures for U.S. carriers operating in
that region, and adjusted its counterneasures as nore information
about the new approaches the terrorist were planning becane
avai l able. Thanks to solid and integrated intelligence, as well
as to coordination anmong the intelligence and | aw enforcenent
comunities, the plot was stopped.

Earlier in '93, after the Wrld Trade Center bonbing, FAA
had begun reexam ning its assunptions about donestic aviation
security. This concern was hei ghtened given the connection between
the recent plot and the 1993 Wirld Trade Center bonbing. At this
time, the FAA initiated discussions with the executive branch,
Congress, and the industry on the greater donestic threat to
avi ation. The FAA achi eved sonme consensus that domestic security
measures in place, what we call our baseline, needed to be
redesi gned. The FAA established a baseline working group conposed

of government and outside experts. |Its first nmeeting was on July
17th, 1996. TWA Flight 800 crashed into the Atlantic that
evening. It's not surprising the initial focus on the cause of

this crash was crimnal, nost likely terrorists. The president
acted, swiftly establishing the Wi te House Conm ssion on Aviation
Safety and Security, or known as the Gore Comm ssion. That

comm ssion's security recomendati ons centered on inproving
screening and countering the effects of explosive devices.

At the tine of the Septenber 11th attacks, FAA had
i mpl emented 24 of the comm ssion's 27 security recomendations
assigned to the FAA, and was addressing three others through
rul emaking. Wth the Gore comi ssion's determ nation that
aviation security was a national security issue, for the first
time, significant federal funding was directed toward the purchase
of security equiprment for civil aviation, $100 mllion a year.
Most of that funding was directed to expl osive detection
equi prent .

On Septenber 10th, the FAA was procuring and installing
expl osi ve detection equi pnent. W were focused on inproving
screener performance through training and standards. And on
Sept enber 10th, based on intelligence reporting, we saw expl osive
devices on aircraft as the nost dangerous threat.



W were al so concerned about what we now think of as
traditional hijacking, in which the hijacker seizes control of the
aircraft for transportation, or in which passengers are held as
hostages to further sonme political agenda.

The nost powerful weapon the hijackers carried on
9/ 11 was not box cutters. It was their know edge that our
avi ation systens policy was to get the passengers on the ground
safely, and that neant negotiation, not confrontation.

We can all share sone blane in hindsight for not seeing
the jeopardy in that policy. But it was devel oped and conti nued
over decades as a policy that we knew from experi ence woul d save
lives. No one had to order that policy changed. The nmen and
wonen on the fourth airplane that crashed in Pennsyl vani a changed
that policy. It will never be our country's policy again

We shoul dn't nake the m stake of thinking this tragedy
was fundanental |y about then-legal box cutters carried on the
pl anes. W are fighting an intelligence war agai nst small speci al
operations type teans of suicide pilots, in aviation's case, and
they will always be gam ng the ways to get around the holes in
what ever mass depl oynent and systemw de policies we devel op.
Such small terrorist teans which can train for years prides
predictability of procedures and expectations above all else in
their planning. So our job is to give them unpredictable and sone
non- publici zed | ayers of security in our aviation system This is
a much nore inportant focus than hoping we can foresee and
i ntercept every potential weapon that a determined terrorist team
may devise fromseemngly harmless itens in the future.

We are fighting a special operations war within a public
transportation system and our greatest challenge may not be
i mproving security. That may be the easy part. It's howto
i nprove security and keep the system conveni ent and affordable to
700 mllion passengers. The terrorists have two ways to underm ne
our aviation system future successful attacks or the effects of
security measures that drive away the traveling public. Qur job
is to make sure that neither one happens. Thank you very nuch.

MR. KEAN: Thank you very nuch. M. Mead?

MR. MEAD: Thank you, M. Chairman. Good to be here, and
M. Celand, M. Corton, in particular | recall testifying before
you when you were in the Senate.



I"d i ke to acknow edge the presence here today of famly
and friends who lost |oved ones and col | eagues on Septenber 11'M.
Not hing we can do is going to dimnish the pain in their hearts.
But ny hope is that the work of this commssion will result in a
sust ai ned and pernmanent inprovenent in security. M testinony
today is based on audits and crimnal investigative work spanning
a nunber of years, covering a broad range of aviation security

subjects. Before ny current job, | worked at the Ceneral
Accounting Ofice, and was testifying on aviation security at FAA
as it existed in 1987. So, I'll try to bring that perspective to
bear .

As you know, FAA had the responsibility for overseeing
the security of the nation's aviation system before Septenber
11th, and that responsibility transferred in Novenber '01 to the
Transportation Security Adm nistration. On March 1st of this year
the Transportation Security Adm nistration was transferred to the
Department of Honel and Security, in what was | think the | argest
reorgani zation in government since Wirld War 11.

At the outset, | think we believe that aviation security
will require continuous inprovenent and vigilance. There is no
such thing as an end state in this business. But it's inportant
to note that the aviation security that we have today is
denonstrably, noticeably tighter than it was before Septenber
11th. | think during the 16 nonths after the passage of that act,
and at the direction under the | eadership of Secretary M neta,
much has been acconpli shed.

But I want to focus on the aviation security systemin
pl ace before Septenber 11th. | know that's the charge that you
laid out, M. Chairman. | think that the systemthat we had in
pl ace before Septenber 11th had in fact undergone increnental
i nprovenents over the years, especially in the last five or six,
and | believe in fact provided a deterrent value for certain types
of threats. Overall though, the nodel on which the system was
based did not work very well, and there were significant
weaknesses in the protections it provided, even for the types of
threats the system was designed to prevent. And, as a result,

t hat system has undergone fundanental change. That nodel has
under gone fundanmental change.

I would Iike to speak to several attributes of that
nodel, if | mght. Before Septenber 11th, the nodel was nostly
based on reacting to known security threats instead of being
proactive. That is to say that the security requirenments that
were in place were predicated largely on responding to threats



that we had actually experienced. Exanples: screening checkpoi nt
security canme about as a direct result of the aircraft hijackings
wor | dwi de during the late '60s and the '70s. 1In alnost all those
cases guns were the weapon of choice for hijacking the plane, and
you can see that reflected in the system Airport access controls
were further strengthened after the crash of Pacific Sout hwest
Airlines Flight 1771 in 1987. This was where an enpl oyee didn't
have to go through the normal screening. He was disgruntled,

t hi nk an ex-enpl oyee, snmuggl ed the gun onboard a plane, fatally
shot his supervisor, the pilot and co-pilot. And shortly
thereafter requirenents designed to address that threat were

i npl enented. Check baggage security, as the chairman nmenti oned,
was strengthened during the '90s after the bonbing of Pan Am
Flight 103. And I could go on. Security underlying that nodel and
t he assunptions on which the pre-9/11 aviation security nodel were
predi cated did not envision a scenario of commercial airliners
bei ng used as a weapon, or the use of box cutters by individuals
who were prepared to die in the conm ssion of their terrorist

acts.

Now, the nodel that we have dates back to the early

1970s. This is the pre-9/11 nodel. It was inplenmented through
kind of an odd sense, an odd assortnent of shared
responsibilities. Industry provided and paid for the security,

that is, the airlines and the airports. The FAA s role was to
establish the security requirenents and ensure conpliance with
those requirenents. W feel that within that nodel there were
strong, very strong, counterpressures to control security costs,
because it was a cost center for the airlines, and to also limt
t he inpact of security requirenents on aviation operations, so
that the industry could concentrate on its primary m ssion of
nmovi ng passengers and aircraft. In our opinion, those
counterpressures in turn nmanifested thensel ves as significant
weaknesses in security that we, the GAO others, including the
FAA, repeatedly found during audits and investigative work. 1'd
like to nention sone of them and these were not new -1 nean, they
didn't just crop up before 9/11. They' ve been around for nmany
years.

First, screener performance. Air carriers were required
to screen passengers and their carry-on baggage, and they would
typically award the contract to the | owest bidders. Enployees of
t hese screening conpanies, they would typically get maybe 15 hours
of training, and that was after an FAA regulation requiring it.
They usual |y picked up the mnimumwage. Qur work has shown that
wasn't unusual for these screeners to be getting |ess noney than
the starting wages for an enployee in a fast-food restaurant right



down the concourse. And those conditions, anong others, resulted
in screener turnover rates at sone airports were running about 400
percent a year. And that is going to translate into the
performance on the screener's part. So when we would go out and we
would try to penetrate security at FAA Going back nearly a
decade, we'd find that the screeners would frequently fail to
detect itens, firearnms and nock expl osives, at security
checkpoints. And | can't get into the details at an open session
here, but suffice it to say it was significant.

GAO recommended perfornmance standards for the screeners
going as far back as 1997. The FAA reauthorization act of 1996
directed FAA to issue a rule on certification of the screening
conpani es, which in turn would result in standards for the
Screeners.

The FAA first proposed the rule a year after that | aw was
passed, but experienced various delays in the rul e-maki ng process.
And 1'd just like to parenthetically note for the Conm ssion here
| think the rul e-making process is one that is worthy of your
scrutiny, and the role that cost-benefit analysis plays in the
i ssuance of rules in our systemof security. As it turned out
t hough with respect to this rule, ironically FAA was prepared to
issue this final rule the week of Septenber 10th, 2001

Anot her area, underutilization of explosive detection
machi nes. In 1998, we found air carriers were significantly
underutilizing expl osive detection nachines. The nmachi nes cost
t he governnent about $1 million a copy. These machi nes were
capabl e of screening 125 bags an hour. They were certified by FAA
at that rate. W routinely were finding that the vast mgjority
were screeni ng between 250 and 700 bags a day.

Background i nvestigation requirenents. Crim nal
i nvestigations that we conducted before and after Septenber 11th
showed serious weaknesses in the background checks of contract

screener and airport workers. In Cctober 2000, one of the
nation's largest private security conpanies pled guilty to a
felony, paid nore than $1 million in fines and restitution for

actually falsifying the crimnal history checks and screening
qualification records at one of our nation's mgjor airports. This
was not an isolated case. Before Septenber 11lth, little public
attention was being given to that issue. After Septenber 11, we
participated in [ aw enforcenent sweeps at nore than 30 airports
nati onwi de, and those sweeps resulted in indictnents or arrests of
nore than a thousand individuals who had falsified records about
their identities.



Posi tive passenger bag match. For years the carriers said
that we can't do positive passenger bag match on domestic flights,
it would be too costly, it would bring the systemto a
standstill. It's now bei ng done, and the systemstill seens to be
wor ki ng.

Airport access controls. This is where going down the
concourse you wll see doors. Those doors access into secure
areas of the airport. During the late '90s we successfully
accessed secure areas in 68 percent of our tests at eight nmajor
U.S. airports, and once we entered the secure areas we were able
to wal k on the plane unchall enged 117 ti nes.

Cargo security is another area that | think is in

need of sone inprovenent. FAA nmade sone inprovenments. | think
sone are still in order.
Covert testing. | think it's very inportant in our

systemthat we have covert testing enployed to see how strong the
security is. FAA standard protocols for testing how well screeners
performed used carry-on bags with a firearmor fake bonb inside,

and they didn't have nmuch clutter -- there wouldn't be rmuch in
that briefcase. And so you run up to the screen, and it woul d be,
| don't know, to nme it would be kind of hard to mss. It was

totally unlike the techni ques the saboteur or terrorist mght use.
But FAA did establish an outfit called the red teanms, which would,
and | understand you are going to be taking sone testinony from
anot her former red team nenber later, they did use sophisticated
testing techni ques. W were encouraged the use of those. There
were allegations FAA tried to cover up the results of the red team
test. W did an investigation. W did not find that they covered
them up. What we did find though that that there was not effective
followup in terns of pernmanent inprovenent.

MR, KEAN. |If we could wind up ahead on tine.

MR. MEAD. | guess | would just like to close by saying
that | think the new security nodel is based on very powerful
| essons | earned, but the nore distance and tine that passes
between a security event and the current day, | think we all have
to guard agai nst conpl acency and pressures to relax security
rules, even under the new nodel of security that is in place.
Thank you.



MR. KEAN: Thank you very nmuch, M. Mead. The
gquestioning of the panel is going to be |led today by Conm ssioner
Fi el ding and Senator C eland. Comn ssioner Fielding.

MR FIELDING Thank you, M. Chairman. Good afternoon.
Thank you both very much for comng to hel p us today.

Qur task is really four-fold when we are dealing with
avi ation security, because we are trying to figure out, first of
all, what was the state of the systemon 9/11. Secondly, Wuat
happened specifically on 9/11? Wiich of course could be different
fromthe particular state the system may have been. What's the
state of the systemtoday? And what are our recommendations to do
everything we can to assure that this sort of thing doesn't happen
again? In my first line of questioning, | would like to
concentrate and focus on 9/11 itself. \When we' ve revi ewed, and
fromwhat we know up until now, these hijackers beat the system
Whatever it was, they beat it. W know that they practiced, we
know that they took trial runs, we know that they nust have
figured out where the weaknesses were, consistent with their
pl ans, because after all they had to be 100 percent sure they al
got on the planes that day. So they had to test that system And
they ganmed it, and they beat it. Painfully so, they beat it. So
what 1'd really like to figure out is, and what we all want to
figure out is how that happened, and specifically what happened in
t he case of these hijackers.

And so | guess ny first question, and it's probably
addressed to you, Ms. Garvey, is what inquiries and investigations
were initiated after 9/11 that would have reflected and identified
t he causes and actually actions that took place on 9/11 vis-a-vis
t he hijackers?

MS. GARVEY: Well, Commissioner, in sonme cases we really
had the protocols already in place. |In other words, we had
security people at all of those airports, and so there was an
i medi at e communi cati on from Washi ngton to those airports, and
sort of direct line of conmunication collecting information. But
| would say also that al nost i mediately the FBI obviously was
involved. So the FBI becane the sort of |ead agency, if you wll,
with us gathering information for themat those airports and
funnelling that directly to them

Il wll tell you quite honestly I do not know all of the
pi eces of what the FBI has uncovered. | was briefed in Cctober.
The question, the line of questioning | had for the FBI at that
tinme is, what actions, based on what you know, | obviously do not



need to know everything that you do, but based on what you know,
are there changes we should be nmaking to the systen? So when you

| ook back and see all the security directives that cane out very
qui ckly after 9/11, the new directions to the airlines, those were
based on comruni cations with the FBI and the intelligence
community. \Wat changes should we nmake based on what we know?

MR. FIELDING kay, thank you. But what we are trying
to look for is we are trying to identify answers and al so sources
of information so that we can divine the answers.

MS. GARVEY: Right.

MR. FIELDING So |I guess what |I'm al so asking you, or
both of you, | nean, if you feel there if insufficiency to an
answer, and you can add sonething to do it, please do, M. Mead,
but what reports were prepared by the FAA that we should be
| ooki ng at?

MS. GARVEY: There are a nunber of reports that were
prepared both by our security teans, those fol ks who were actually
inthe field. There were reports that were comng up literally,
the first few days literally hourly, but then certainly daily
reports, reports that we were getting directly to the secretary.
So the reports are comng very quickly. They were comng orally
and they were coming in awitten fashion. But the point of
contact, the initial point of contact, were those field
i nspectors, those agents, those people literally in the field,
literally at the airport. They were gathering information,
communi cating it both to us and then also to the FBI. That was
pulled in at the local level as well.

Anot her source of information of course would be the air
traffic control side of the house. The radar information, the
tracking information, the air traffic control tapes, all of those
were readily nade available to the FBI. Al of those, you know,
very, very, very clearly in sone cases |ay out a sequence of
events.

MR. FIELDING | have a couple of questions about those
|"d like to come to that, but speaking of that day, and in
particular if you know, and if you were briefed on this, you know,
the regul ati ons speak of dangerous weapons. There's a
definitional issue of what's dangerous weapons. But was there any
evi dence of, for instance, in weapons, of guns being transported
on those pl anes?



M5. GARVEY: There, to nmy know edge--1'mgoing to be nore
definitive than that. There was not. W were briefed on that.
There was a | ot of confusion, as sone have called it the fog of
war. There was a report that at one point surfaced, and it may
have been even part of a witten report that had surfaced from

sonmewhere in the field -- it nmay even have been from Anerican
Airlines in particular, that spoke about a gun. The FBI to ny
know edge, and, again, | don't know if this has changed since I

left, but certainly when | was there the FBI | ooked at that. GAO
| believe also did a report on that as well and found no evidence
of that. It may have been sonething that was reported in the
confusion. And, frankly, that's a challenge for people even going
t hrough the information to make sure that we are sorting out what
real ly happened from what may have been sone extraordinarily
difficult nmoments obviously.

MR. FIELDING M. Mead, do you have any information that
differs fromthat?

VMR NMEAD: No, sir.

MR. FI ELDING Okay, well thank you. Al so, how about any
evi dence of bonmbs on board any of the three planes?

M5. GARVEY: No evidence that certainly | am aware of.

MR. FI ELDING Okay, then going back to ny prior
gquestion, the reason | had raised the thing about the guns was
that there was an earlier FAA report, or reported report --

MS. GARVEY: Reported report, yes.

MR. FIELDING -- com ng out of American 11. How about box
cutters? Have any box cutters been recovered?

M5. GARVEY: | do not know, and | would assune that
obviously would be the FBI. | will tell you again how we
approached it in going to the FBI and saying we are obviously
going to nmake sone changes here, what do we need to consider?

Were box cutters involved? And | want to be careful about this,
because | do recognize the sensitivity. W were certainly, if
"“encouraged"” is too strong a word, | don't nmean it to be too
strong, but it was suggested that prohibiting box cutters would be
a good thing. To the extent to which they were used or how they
were used, | don't have that information

MR. FIELDING M. Mead, anything?



VR. MEAD: No, sir.

MR. FIELDING The box cutter issue is kind of an
interesting one to us, and a little perplexing to us, because,
candidly, as | read the regulations, a box cutter that's four
inches was a prohibited item A box cutter that was under four
inches was not. Is that your understanding as well?

MS. GARVEY: That is correct, Conm ssioner.

MR. FIELDING So, theoretically, if somebody went up
with 20 three-inch box cutters, they could get on the plane,
t heoretically.

M5. GARVEY: Theoretically, yes. Twenty individual ones.
MR. FIELDING Yes, yes. | don't nmean --
MS. GARVEY: That's what you're saying.

MR. FIELDING Okay. Was there any evidence that you're
awar e of pre-positioning of weapons on aircraft?

M5. GARVEY: | sinply do not know.

MR. FI ELDING How about strategic pre-boarding,
sel ection of seats?

M5. GARVEY: | don't know. | think that's all part of
the FBI investigation.

MR. FI ELDING But none of that's been brought to your
attention.

M5. GARVEY: No, it has not, Conmi ssioner.

MR, FIELDING M. Mead? Okay, thank you. Let's go to
the investigations. After the incident, did the FAA conduct any
interviews of the people that had access to the aircraft? By that
| nmean the sweepers, the cleaners, anybody. Wre they
i ntervi ewed?

M5. GARVEY: W becane very quickly the sort of
supporting role for the FBI. The investigation and those
i ndi vidual interviews would have been conducted by the FBI. |
woul d certainly want to check, but | would certainly inmagine in



sonme cases that some of the FAA personnel may have been present,
may even have been responsible for facilitating the neeting or
what ever. But the |lead focus or the | ead agency very quickly
becane t he FBI

MR. FIELDING Were there any FAA reports on this that
you' re aware of?

MS. GARVEY: There may have been sone summary reports.
|"d certainly want to go back and check

MR. FIELDING Another thing that's always interested ne
was have they ever gone back and checked the videos, the taping of
t he screening process, when people were going through the --

MS. GARVEY: | do know that those were turned over to the
FBI. | do know that they were carefully revi ewed.

MR. FIELDING At both airports?

V5. GARVEY: | believe it was for both, but | know for at
| east one of them

MR FI ELDING  You know, when you go through an aircraft,
| mean, boarding an airliner, and you go through and occasionally
sonebody asks you to step to one side, take off your shoes, take
of f your belt, whatever it is, and then they screen you, | guess
99. 9 percent of those people then ultimately get passed on and
passed through. But in an incident where sonebody would be pulled
asi de and there would be sone question, some serious question as
to whether they could get on the aircraft, are records kept of
t hose incidents?

M5. GARVEY: There are records, Comm ssioner, yes.

MR. FI ELDING And have those records been reviewed with
regard to identities of people that were -- well, the hijackers
basi cal | y?

M5. GARVEY: | know that they have all been turned over
to the FBI, yes. Yes, Comm ssioner.

MR. CLELAND: Thank you very nuch, Ms. Garvey and M.
Mead, and thank you for your service to our country in so nany,
many ways. | just was sitting here trying to connect sone dots in
my owmn mnd. And Ms. Garvey, when you said the nost powerfu
thing that the hijackers had going for them | thought you were



going to say, their willingness to die. Because in many ways |
think that's the essence of what we now know si nce Septenber the
11t h, the essence of catastrophic terrorism

The fascinating thing, too, is that if the FBI as a | aw
enf orcenment agency, which is used to gathering evidence for
prosecution of offenders--if those offenders are willing to die,
there's very little evidence to prosecute. There nay be a trai
| eading up to that, but what do you do after that?

So I think that brings us to the discussion we were at
this nmorning of how do we get hold of matching foreign
intelligence and donestic intelligence? How do we hold soneone
accountable in the governnent for these 15 agencies and half a
dozen different Cabinet departnents that are sonehow responsi bl e
for just foreign intelligence? And how do we bridge that gap
between foreign intelligence and donestic intelligence?

That is a big challenge, because | do believe that part
of thisis as -- | think it was Jane Harman said, or soneone el se
said, that we do have to go forward in a strategic offensive, and
part of that offensive is intelligence to pick up, before they get
here, people who are willing to die. So | think this has changed
t he dynam c here.

May | just ask kind of a tinme-line question here?
Because | said that at the outset because | do not want to miss
the strategic inportance of what has changed here. Septenber the

11th wasn't a hijacking. It was a hijacking, with a political
pur pose, but the neans of executing that were so nuch different
t han anyt hi ng we had experienced. The willingness to die, the
willingness to plan for a long tinme, financed out of a cultura

sense of m ssion against the West. This is powerful stuff.

And your point about what we're up against is a special
operations against a public transportation systemand the 700
mllion passengers a year or so. There are a |ot of people who
travel on subways, |ots of people who travel in cars, through
tunnels and so forth. So there are other parts of people's
transportation system W have to think about cargo comng into
our country and so forth. So we have a massive challenge if we
are indeed up against a special operations thing here, and we are,
with the willingness to die.

Tom Friedman calls these people non-deterrables. It's
one thing, as Senator G aham was tal king about, to deal with in
the Cold War, to deter the Soviet Union through better



intelligence and nmut ual assured destruction. But for people who
are willing to die, how do you deter that? | think you deter it
with better intelligence, for one thing, coordinated intelligence,
and do everything you can, as you pointed out, to change the
systemfromtine to tine and to have deterrence built in that
nobody knows about.

So I think you're on to sonething here, because this is a
new era here in terns of defense. My | just ask a little tine-
[ine question here? You may or may not know sone detail ed
answers, but I'll try to run through it. Published accounts
i ndicate that Boston flight controllers determ ned that American
Airlines Flight 11 had been hijacked as early as 8:13 a.m that
nmorning and that two flight attendants tel ephoned Anerican
Airlines personnel with confirmation that a hijacking occurred at
8:21.

Yet, according to the FAA official tinme-line, NORAD was
not notified until 8:40, about, what, 20-sone-odd m nutes |ater.
|s that basically accurate? |s that basically your understandi ng?

M5. GARVEY: Commissioner, | did see the notice of the
flight attendants. [|'mnot aware of that. And | will give you
the synopsis, or the chronology as | understand it. But, again, |
think I'd want to get the real precise nunbers fromthe air
traffic control people. But as | recall it, and fromny own
not es, | ooking back and jotting some things down, 8:20, about
8:20, was the first indication for Boston that there was a
probl em

Now, there was no -- there is a special signal that a
pil ot can give, as | know you know, Senator, for if it's a
hijacking or there is an energency. There was nothing |ike that.
But the transponder or the signal was lost. And so the procedure
is to begin to contact the aircraft. And | believe, and again, we
woul d want to doubl e-check this, but | believe there was an
attenpt to raise the pilot, raise the aircraft, about three or
four times. And they were unsuccessful.

And so, at about 8:34, based on the good initiative of
the controller and his supervisor, NORAD was actually--that was
the first notification fromthe controller and the supervisor to
Qis. It was -- the official one is 8:40, as you've suggested.
After they did that, they then called up to headquarters, and then
the official notification.



What that said to us, and when we think about what
protocols did we need to exam ne, that was one. W appl aud the
controller, applaud the supervisor, for taking individua
initiative on taking that action, but we recogni zed t hat we needed
to make that conmunicati on much clearer. W needed to change the
protocol. And there are sonme changes. Sone are classified, but
certainly could be provided to this commttee. But there were
changes that were made that nade it very clear, or nade it rmnuch
cl earer.

But | do want to commend the controller and the
supervisor who at 8:34 called Ois.

MR. CLELAND: The reason | asked that question was the
Comm ssi on has been nade aware of a conmunication that alleges
that there was sonme kind of planned test attack, a drill attack,
on the United States on that day, schedul ed for that day, and that
maybe sonme of the slippage in time, either by the FAA or NORAD,
m ght have been due to the fact that there was sonehow an
awar eness that whatever problemwas going on in the air was a
drill

Are you aware of any planned drill, nock attack on the
United States, that m ght have just been msinterpreted by either
people in the FAA or NORAD as just a drill, and then found out

t hat sonething really was going on?
M5. GARVEY: No | am not, Conm SsSioner.

MR, CLELAND: M. Mead, are you aware of any drill that
was goi ng on that day, some nock attack on the country that we
shoul d have, that people m ght, have, slowed down their reaction,
said, “well this is just a drill, and it’s not really real,” that
m ght have sl owed down any reaction by NORAD or the FAA?

MR. MEAD: No, sir.

MR. CLELAND: Thank you very much. We have sone questions
we'd like for you to submt for the record. May | say, what is
one of the things you carry away fromthis experience, Ms. Garvey,
having in effect as head of the FAA and dealing wth the
responsibility for safety and pronotion of the airline industry.
Looking at it all, you've had tinme to refl ect, what’'s one or two
things that you really carry away fromthis experience, you
menti oned your understanding that we are in a special world now,
speci al operations against a public transportation system Do you
have sone ot her thoughts about what that day neant to us and what



future FAA directors or this comm ssion should |ook at in terns of
recommending to the United States governnent?

M5. GARVEY: Well sone thoughts, | will tell you, are very
personal. And those thoughts are thoughts of anguish. As M. Mead
said, | don't think any of us will ever forget the pain and the
angui sh the people of New York felt and the individual famlies
felt. One thought was the remarkable work, and | appreciate the
Chairman nmentioning this, that the air traffic controll ers, that
t he managers, that the pilots and the flight attendants on the
other aircraft, many of whom knew what had happened in the system
| think the magnificence of the professional work done by those
men and wonen is sonething I wll certainly always renenber. They
wer e remarkabl e individual acts of courage.

The inspector general and | were speaking the other day about
the need to stay focused even as we nove forward. And he nentioned
that in his cooments. There many instances, and we are probably
are all guilty of it, where we are captured by sonething, we know
its inportance, but we are diverted to other things. So the
chal | enge of keeping the focus, keeping the attention on security.
But at the sanme tine, the trenendous chall enge that both the
Executive branch, that Congress and many in the private sector as
well, of how do you find the right bal ance--how do you nake sure
we are as secure as we can possibly be but also recognizing too
that we are a free and open society.

MR. CLELAND: And therein lie the great challenge for all of
us. M. Mead, what do you think that you have |earned, in
under standi ng not only the weaknesses, and you’'ve articul ated them
very well, before 9/11, but what have you | earned that maybe we
shoul d still be doing, or this comm ssion should recommend to the
Congress or the governnment to do in terns of aviation safety?
Because you know the airlines are in great trouble right now,
people are afraid to fly for many reasons, and as the coding
system goes up, the anxiety of the country goes up, people are
scared. How can we go about our business in this country and not
just live constantly in fear particularly as we fly? What are
sone of the things we ought to be thinking about, what are sone of
the things this comm ssion ought to be recomrendi ng?

MR. MEAD: That's hard to put into law, | think, but one
characteristic of the security programyou're review ng has been
in the past that it tends to respond to enpirical evidence of
tragedy or an incident.



MR. CLELAND: dosing the barn door after the horse is
out .

MR MEAD: Yes. And it's all neant in good faith, and
it's a sensible thing to do. But I think we have to broaden our
thinking to think of the different scenarios that can play out and
give the regulators the charge to do that, and then to the
authority to do sonething about it.

I think when you | ook back over the experience with the
systemthat we had in place before 9/11, that admttedly wasn't
designed to catch box cutters, wasn't designed to catch people
that were willing to kill thenselves. But it had a | ot of
weaknesses that a | ot of people knew about for many years. And |
think our tolerance |evel of that has to be very low. That's one
of the |l essons of 9/11.

| nmentioned in ny testinony covert testing. Wat | nean
by that is testing that's unannounced, that's rigorous, that would
nock what the types of scenarios would be; test the system find
the holes in it, and don't tolerate I ong delays in closing those
hol es.

MR. CLELAND: (Good guidance. And as one who was sitting
on the Commerce Comm ttee and was the original co-sponsor, wth
Senator Fritz Hollings and others, of the new Transportation
Security Act, in ternms of aviation security, hopefully we are
doi ng a better job out there now.

But | think we go back to the sane point. |If people are
willing to die, it's hard to defend against. W just have to keep
changing it, taking away sone of the predictability, because one
of the things that I've |earned about the al Qaeda and sone of the
terrorists that we face is that they practice | ong and hard based
on predictability. Then they rehearse. Then they get the
comm tted individuals.

If we can keep them of f - bal ance, either be on the
strategic offensive mlitarily, strategic offensive in terns of
preenptive intelligence, identifying the problembefore it gets to
us, those kind of things, that we are in this war gane here. And
is that your understanding, Ms. Garvey?

M5. GARVEY: Absolutely. And I think you nmake an
excellent point; in addi,tion the |ayers of security. |It's
changing it. It's being somewhat unpredictable, and it's the
| ayers of security. | think it is, Brian Jenkins or soneone |



have read, nentions keeping the veil of nystery between sone of
the layers. And | think that's an inportant notion and an
i nportant concept to keep in mnd.

MR. CLELAND: M. Mead?

MR. MEAD: Yeah, | think so. You know, | think one of
the interesting things about security nowis it's alnost as though
we're trying to cover every exigency or every possible contingency
with the screening. And one of the big issues | see for the
Transportation Security Admi nistration is nmaking sure that they
keep the heat on. It's not going to be automatic that we're going
to have a sense of vigilance. It's a matter that we're all going
to have to work very hard at.

MR. CLELAND: Good point. M. Chairman, are there other
conmi ssioners to ask questions?

MR. FIELDING Let nme follow up a question. Wen the FAA
notified NORAD, what did the FAA expect or ask NORAD to do?

M5. GARVEY: Well, the expectation at that point, |
believe, was really to respond as they did, by sending planes in
t he sky.

MR. FIELDING So is it your understandi ng that once you
give themthe word or notify them then their own procedures take
over ?

M5. GARVEY: Woul d take over, exactly.

MR. FIELDING There's nothing further required of the
FAA?

MS. GARVEY: No, NORAD s procedures would rule at that
point, would prevail at that point.

MR. FIELDING You said in your prepared testinony
sonet hing that kind of junped out at ne. You said that the
FAA didn't have any solid intelligence which indicated the
type of attack that we saw on 9/11. Can you anplify that
answer? Particularly, what |evel of information or
specificity of threat would constitute solid?

MS. GARVEY: Well, the evidence that we had or the
information that we had certainly indicated a growing threat and a
concern. But the threat was nmuch nore focused on overseas



targets. We were concerned about American targets. W were
concerned, to sone degree, about Anerican airlines and notified
the airlines accordingly. But the focus was much nore overseas.

| have seen a nunber of reports, for exanple, in the
paper referring to other signals, to other signs and so forth,
and, again, repeatedly have gone back to staff to say, "Wre those
run to ground?” And that's exactly why | said solid, because those
were run to the ground by the intelligence conmunity, by our own
folks with the intelligence community, and for various reasons
were di scounted as not credible.

And when you say, "Wat would constitute it?" Frankly,
it's really the expertise and professional judgnment of the
intelligence conmunity.

MR FIELDING Well, followng up on that, are you
saying that there was information of a possible use of aircraft as
a weapon that was --

M5. GARVEY: | was not aware of any information of it
bei ng used as a weapon that was credible. |'m saying that
correctly.

MR. FIELDING That was credible. But | assunme fromthat
that there may have been information provided.

M5. GARVEY: Well, you know, to ne directly,
Conmi ssi oner ?

MR. FIELDING Well, the FAA to you

M5. GARVEY: Well, again, there were reports comng in.
There was a great deal of information that would cone in,

soneti mes 300 nessages in a day. |If there was anything |ike that,
it would have been run to the ground and it was not deened to be
credible. W were not aware of anything like that. 1'm always

hesitant, because there m ght have been sonething in that pile
that | didn't see. But to ny know edge, there was nothing. And
| ' ve asked that question repeatedly, I wll tell you.

MR. FIELDING Wen you say run to the ground, who woul d
run it to the ground?

M5. GARVEY: The intelligence comunity, both our
intelligence folks and the intelligence community, whether it's
the FBI or the CIA or the intelligence conunity.



MR, FIELDING D d you ever ask, in your capacity as the
adm nistrator, for additional cooperation or additiona
assessnents or assets fromthe intelligence comunity?

M5. GARVEY: No, | did not personally. No, | did not.
Whet her or not Admiral Flynn did, obviously we'd want to ask him
But | did not.

MR. FIELDING If | can ask you one quick question about
air traffic controllers--

MS. GARVEY: Sur e.

MR. FIELDING -- as | said I'd cone back toit. D d the
FAA investigate how the air traffic control system responded on
9/ 117

M5. GARVEY: Oh, absolutely, really al nost the next day.
| will tell you, for those days following 9/11, we were
neeting al nost around the clock. And what was particularly
interesting, in terns of air traffic control, is, again,
think a new area for us and anot her protocol that perhaps we
had not in place was really the kind of conmunication we were
going to need between air traffic control and security.
Security all of a sudden was concerned about things |ike crop
dusters. Wat do we do about general aviation?

And there was nmuch nore then of a need for a kind of
protocol to be devel oped for conmunication with air traffic
control. But there was also very nmuch an assessnment. How do they
bring the planes down? It worked very well, we know. But what was
the protocol? And a protocol has since been designed based on the
experi ences of that day.

MR. FIELDING Well, based on the existing protocols of
that day, there was a situation where flight paths obviously
deviated. There was a point in tinme when an inactive transponder

MS. GARVEY: Absolutely. Absolutely. And if you | ook at
the current protocol, what has been devel oped post-9/11, you will
find sonme very specific steps that controllers are instructed to
take. |If a transponder disappears, there's a protocol that has
been established. If they see sonmething unusual in the flight
pattern, essentially it is reported immediately. But it is
spelled out in the protocol.



MR. FIELDING Well, was the protocol that was in place
on that day observed?

MS. GARVEY: You know, was it observed for that day? |
think so, yes. Yes. | nean, the protocols before that did not
antici pate anything of that magnitude. The protocols that were in
pl ace pre-9/11 anticipated some crises, but not of that nagnitude.
| nmean, we're used to crises that involve weather, Y2K, those
sorts of predicanments, not anything of that magnitude.

MR. FI ELDING Thank you. M. Mead, the security
function is now transferred to the jurisdiction of the Departnent
of Honel and Security. 1Isn't that correct?

MR, MEAD: Yes.
MR. FIELDING And they have their own inspector general ?

MR. MEAD: Yes, they do.

MR. FIELDING G ven your many years of experience and
your able service, are they coordinating or consulting with you,
and are you consulting wwth them the new I G to ensure that
there's a continuity of oversight?

MR. MEAD:. Yes. Fortunately there's -- the |aw contenpl ated
a transition period. In other words, we have about two or three
nonths to talk to each other, and have done so.

MR. FI ELDING Okay, well, thank you.

MR. MEAD: | nust say, the security thing was becom ng
all-consuming in the year or so following 9/11, at least for this
i nspector general. So we passed the nantle.

MR. FIELDING You have a little glee in your voice.
MR. MEAD:. Yeah.
MR. FIELDING Yeah. Gkay, thank you.

MR KEAN: A followup by Senator Celand and then any
ot her conm ssi oners who have questions.

MR. CLELAND: Yes, sir. The point that comes through to
me, Ms. Garvey, is that your first go-to agency was the FBI. But



it was basically the intelligence conmunity that dealt with
foreign intelligence that began to pick up indications that
airlines mght be used by hijackers for destructive purposes or
cataclysmc terrorism or whatever, several years earlier.

| nean, the notion of using an airline to crash into
sonmepl ace and create havoc was not new to the intelligence
comruni ty, but apparently that wasn't genuinely w dely known in
ternms of, shall we say, donestic use. Certainly that was not
sonet hing that you were privy to. |Is that right?

M5. GARVEY: That's correct. Again, the threats that we
received, particularly in the nonths before, the sumer nonths
bef ore Septenber 11th, were very focused on overseas targets,
concerns about Anmerican interests overseas, but primarily
overseas. And | renenber follow ng the news, of course, at the
time, and there was so nuch unrest in the Mddle East, that even
just intuitively, just fromthe newspapers, that was borne out.

MR. CLELAND: Thank you. Thank you, M. Chairman.

MR. KEAN: |'ve got one brief question, then Senator
Gorton. You tal ked, M. Mead, in your testinony about your
recomrendi ng, and others, | guess, too, of ways in which to nake

t he handl ers, the checkers at the airports professional and how
this was tied up in rule-nmaking for naybe a nunber of years.

My question, really--1"mnot from Wshington; | don't
real ly understand rul e-making that can tie up sonething that
| ogi cal for years. W would have been opposed to that? It
obvi ously woul d have nade peopl e safer, m ght have done sonet hi ng
to help on 9/11. How was that tied up in rule-making? And is
there anything el se you're recommendi ng to nake the Anerican
public safer that is tied up in rul e-mking now?

MR. MEAD:. This particular rule...what happens when
a rule, FAA is supposed to conme up with what they call an advance
notice of proposed rul enaking. They did so. They did so. In ny
j udgnent they should have done it much earlier, many years before
they did it. But a |law came around --

MS. GARVEY: (unclear)?

MR. MEAD:. Yes, | said before. | said in the last five
or six years in particular there had been inprovenents, and | mnean
that sincerely. But FAA issued the rule in 1997, which is a year
after the I aw was passed. It then had to go through the office of



the secretary at the Departnent of Transportation and then to OVB.
And different people in that process, it has been ny experience,
have different points of view The cost-benefit analysis--

soneti nes people say, Well, is this rule that will require FAA --
that w Il authorize FAA to certify screen conpani es and inpose
perform standards on the enpl oyees of those conpanies, are the
benefits of that going to be outweighed by the costs, or vice
versa? And if the costs outweigh the benefits, people will raise
eyebrows about whether that rule. Well, there's no question in ny
mnd that that rule was going to increase costs, because the
quality of the people, the expenses for the training of them was
going to have to increase in order to neet the performance

st andar ds.

Ms. Garvey can give a further exposition on this, but the
point | was trying to make in raising it is before you focus in on
FAA, while FAA was in charge, and FAA is totally responsible, |
just wanted to nention to the Conm ssion that there are other
parties in governnent that should be spoken to as well.

M5. GARVEY: Just one additional note. Congress did give
the ability to TSAin the last legislation the ability to
stream ine the rul e-making process. And | think that woul d be
worth | ooking at to see how successful it was. | would say post-
9/ 11, when we issued a whole series of rules, there were a nunber
of the sort of steps that you had to go through that were
el i m nated, and we got those out very quickly. But clearly
there's a trade-off, because certainly we all care about an open,
transparent process. But, again, it's finding that right bal ance.
And M. Mead is right: this was extraordinarily expensive. The
rule was extraordinarily expensive, and we actually pulled it back
a couple of times because it wasn't neeting the cost-benefit

anal ysis, and we kept working it and reworking it. MR MEAD. 1'd
like to just add that | think the role of cost-benefit analysis in
this type of area--1 agree that cost- benefit analysis should be

one of many tools, but sonetinmes it can play too big a role when
we are dealing with areas like this, because how can you ask, how
can you specul ated about how many |ives m ght be saved from

specul ative terrorist attacks if the screener is efficient at
screening and catching various devices? |It's a very tough task to
assi gn sonebody to do that.

MR. KEAN. | the other part of -- by the way, | think
Washi ngton streamlining to ne sonetimes nmeans two years instead of
three. But the final part of ny question was there anything you
are proposing now that is tied up in rule-mking? |Is there any
cost -benefit analysis for the | ast one woul d have indi cated we



ought to do it right away, to me, because it would have saved nore
lives.

MR, MEAD: No, | can't think of one that's pending. That
doesn't nean one doesn't exist. And one reason for that was
mentioned by Ms. Garvey. Under the |aw that was passed, Congress
gave TSA the authority to nove rules on nore of an urgent basis.

MR. KEAN:. Senat or Gorton and then Congressman Roener.

MR. GORTON. There is a renarkable S|n1lar|ty in the
witten testinony that each of you have prepared in one respect
that really stands out to ne, and that is the response to
particul ar challenges. And | sort of wote themdown in this
fashion: You know, the first major challenge was the hijacker who
wanted to go to Cuba--transportation, you responded. The second
per haps was the hijacker who wanted noney or to free prisoners,
the Hezbollah type. And there was a response. | think a third
one was expl osives on board w thout the person who put the
expl osives on the plane, and certain steps were taken to nmeet with
that. And the fourth, and sort of incidental one, was the
di sgruntl ed enpl oyee, or fornmer enployee, who wasn't subject to
security. And you said in each of these cases there was a
response with respect to rules. And | think as we | ook back on it
t hose responses were probably fairly, at least fairly adequate to
nmeet the specific challenges at which they were ainmed. But then
what both of you said, | think quite accurately, was no one really
concei ved of the kind of challenge with which we were faced on
9/ 11, that you would have people who were perfectly willing to be
sui cidal, to make a point who were not hijacking an airplane to
take it soneplace but to nake a weapon out of it. And we have
concentrated ever since 9/11 on how do we deal wth that
particul ar chal |l enge.

But the question that | have for each of you, if your
i magi nation is broad enough, what's the next different chall enge
that we haven't thought about, at |east thought about
sufficiently? Has either of you, with your professional being in
this, thought, well, this |l ast one was very different fromthe
predecessor. |Is there another significant challenge out there that
hasn't been used yet to aircraft safety and the safety of people
on the ground?

M5. GARVEY: | think that's one of the nost difficult
guestions to answer.



MR. GORTON: Sure is.

M5. GARVEY: Because, and you know | thought a | ot about
this particularly in relation to safety. Wen you are dealing

wWth safety issues -- and we have becone nmuch better with this
with the inprovenent in technol ogy, you can, the FAA is begi nning
to do this very well, which is to track trends, to | ook at sone
incidents and see if you can track trends. It seens to ne, but

|'"'mnot an intelligence expert, but it seens to ne that's nore
chal l enging on the intelligence side when you are dealing with
human nature. And is it possible to think of every scenario? And
| don't think it is, which is why I think we get back to | ayers
and being not so predictable.

| do think, as many have di scussed, that while aviation
is an inportant area, you certainly, as has been alluded here too,
get awfully concerned about other nodes of transportation, and is
there sonething within the other nodes that woul d be equally as
dramatic. And | think you can quickly cone to some scenarios in
t hose areas of well.

MR. MEAD. One area | would encourage the Comm ssion to

explore in depth, and | inmagi ne you would want to devote part of a
cl osed hearing, closed session of this, is the area of cargo
flying on passenger airliners. | think that is an area that in ny

judgment is not as mature, one mght say, as is the handling of
checked baggage, the passage of passengers through nagnetoneters
and the |ike, and the use of explosive detection nmachines. |
think cargo is an area you should | ook at.

Secondly, in the other nodes, perhaps some of you caught
this in the news, but a spokesman for the cruise industry was
respondi ng to an announcenent by the Transportation Security
Adm nistration that there was going to have to be some screening
of passengers on cruise lines. And | thought that the gentlenman's
comment was instructive and clearly up the lines of the question

you asked. He said, “Wll, we are quite different fromthe
airlines, we're quite a different business. This type of thing
wll bring our industry to a halt, and who is going to pay for
it?” | have heard that before in the context of a different

industry. But | do think that we have to think about other nodes
of transportation and the type of security we can afford, the type
of security that is going to be provided. But you can al nbst see
t he drum beat beginning in sone of these other nodes of
transportation.

MR. GORTON. Thank you, M. Chairman.



MR. KEAN: Okay, we have tinme for two nore questions, and
| think they belong to Congressman Roener and Conmi ssi oner Ben-
Veni st e.

MR. ROEMER  Thank you, M. Chairman, and | want to thank the
wi t nesses right off. You have been extrenely hel pful, and I know

we will hopefully rely on you in the future. Adm nistrator
Garvey, you have handl ed yourself very well. Let ne tee one up
for you. | amsure you wll handle this one well, it's a tough

one, it's a direct one, and it cones from sone of ny experience
fromthe Joint Inquiry where | served trying to put together the
information that was comng forward fromthe intelligence

conponent here to the FAA. This is unclassified and was read from
our report in open hearing by one of our staff nenbers. In
January of 1995, a Philippine national police raid turned up
materials in Manila, indicating that three individuals, including
Ranzi Yousef, planned, anong other things to crash an airpl ane
into the Cl A headquarters. This information was passed onto the
FAA, which briefed U S. and najor foreign carriers. That's 1995.

In 1998, August, the intelligence comunity obtai ned
information that a group of unidentified Arabs planned to fly an
expl osive-1l aden plane froma foreign country into the Wrld Trade
Center.

Sept enber 1998: The intelligence community obtai ned
information that Osama bin Laden's next operation could involve
flying aircraft |oaded with explosives into a U. S. airport.

In Novenber 1998, the intelligence community obtai ned
information that a Turkish Islamc extrem st group had planned a
sui cide attack. Part of this would involve crashing an airplane
packed with explosives into Ataturk's tonb during a governnent
cerenony.

In March 1999, the intelligence community obtained
i nformati on regardi ng plans by an al Qaeda nenber who was a U. S.
citizen to fly a hang glider into an Egyptian presidential pal ace.

And in August 2001, the intelligence community obtained
information regarding a plan to either bonb the U S. Enbassy in
Nai robi froman airplane, or crash an airplane into it.

The Cl A di ssem nated several of these reports to the FB
and to the agencies, and one of the agencies it disseninated this
to was the FAA. Now, | know that since 1991 the FAA al so had,



since the counterterrorismunit was set up in 1986, the FAA had an
intelligence liaison officer full-time with the CI A, FBI and
State. So ny question is: You' ve got these different reports
coming in fromintelligence sources, you have got a full-tinme
person fromthe FAA picking this stuff up -- now, it may not be,
We have a planned attack on such-and- such a date, but it's
certainly an accunul ati on of evidence fromintelligence sources
that the FAA has access to that this could be a scenario that
happens in the United States. It's being planned, it's being
tal ked about all over the world. Wy didn't the FAA do nore to
| ook at the possibility that this could happen in the United
States?

M5. GARVEY: Well, first of all, the 1995 incident that
you referred to, | think the first one you began with, in fact
that is one where a series of counterneasures were devel oped
literally as we learned information. And in fact that is one
where the appropriate action was taken and the plot was thwarted.

The other ones, I'd |ike to go back and provi de sone
information to you for the record. | can tell you that again, the
t hreat assessnent that we were getting, and that we were letting
the airlines know about, was very nmuch focused on overseas
targets, overseas U S. interests. That's really where the
enphasi s was.

MR. ROEMER: But that '95 incident was Langley, Virginia.
It wasn't overseas.

M5. GARVEY: Right. But again, | think that is an
exanpl e where we did take the appropriate neasures. And again |']
go back and say in each one of these cases or -- I'd like to
provide nore information for the record -- but in any nunber of
t hose cases, again working with the intelligence community, it was
tracked down and the source was deened either not credible, or the
-- or nost likely or nost generally the source was not credible.
But it was --

MR RCEMER: But, adm nistrator, how do we get this
intelligence capability where FAA has a permanent stand-up
capability within CTC to comunicate these things to the top | eve
of the FAA, and then hope that these admnistrators will at | east
evolve plans? M. Mead said that the 1970s plan did not really
evol ve much over the last 20 or 30 years. You kept targeting a
hi j acker and these other plans kept com ng at you. How do we set
up the intelligence conponent with the top people at the FAA to be



proactive on this kind of possibility rather than just reactive to
it?

M5. GARVEY: Well, first of all | think there were a
nunmber of -- if you | ook back at sonme of the history, | think you
will find sone places where we were very -- the FAA was very

proactive, the counterneasures were developed, and | will again
mention '95. And we do have, or the FAA does have a very, very
active intelligence branch. W are dependent on the information
that we get fromthe CIA and with a cl ose exam nation of that
information with the CIA, with the FBI. W do depend on themfor
the raw intel ligence.

Shoul d there have been better conmunication? | think
absolutely. | think that's been acknow edged really right fromthe
beginning. | think in sone cases we got appropriate and right
information. | think in other cases we probably didn't get

enough.

| think it's also inportant to remenber that there's a
ot of information comng at the intelligence community, and that
very often trying to determne what is the right priority, whether
or not the source is credible, that is a very great chall enge.
think there have been trenendous strides since 9/11 in terns of
comuni cation. The posture | think for the FAA al ways was we set
up the criteria, pass that on to the intelligence community, this
is what we need, they would give us information where they thought
there was an aviation threat. Sonetines perhaps the information
we needed perhaps wasn't necessarily a specific aviation threat.
W may have m ssed sone.

MR. RCEMER  Let ne just conclude by asking you one fina
guestion about the red teans. M. Mead agrees with you that there
was no cover-up involved in sonme of the conplaints about what red
teans reported. But he did say that it either would be a cover-up
or inplenenting effective inprovenents, and you were unable to do
them Were there reasons, institutional reasons, that you could
not inplenment the recommendati ons of the red team or what were
the problens there?

M5. GARVEY: In ny experience the red team
recommendati ons were inplenented. | think the point that M. Mead
made in his report, which | think he was absolutely right on, is
that we were not always as effective as we should have been in
circling back to the red team Iletting them know what
recommendat i ons had been i npl enent ed.



I will say in the sumer, pre-Septenber 11th, the new
deputy associate adm nistrator for security recognized that as a
probl em and actually had a nmeeting wwth the red team and sai d,
Look, we have got to do a better job at that. That was reinforced
by the work that M. Mead did, and | believe we certainly nade
t hose changes, and | believe some of that is still incorporated
into the TSA.

I n any case where a recommendati on nay not have been
i npl enrented, | would like to go back and look at it. But we
really inplenmented many, many, nost of them nearly all of them
think there nmay have been sone individual ones where for various
reasons there was a policy decision that it wasn't the right
reconmendation. Again, | want to go back to what | said. It was
that kind of work that hel ped to shape and nake the changes to
training, help us formulate the security rule, the screeners
security rule. So it was a part of that.

MR. RCEMER: M. Mead?
MR MEAD: | have to clarify --
MR. RCEMER: Pl ease.

MR. MEAD:. -- what we found. There was an allegation the
FAA covered up. W did not substantiate that allegation. In
fact, we found that after the red team would go out, they would
for exanple, just an exanple of their activity. They would try to
get through passenger screening checkpoints with prohibited
obj ects, not box cutters, but clearly prohibited objects in their
| uggage. They would try to conceal it, as would a saboteur or a
terrorist. O they would try to get sonething through the
expl osi ve detection nachines. These are these $1 million SUV-type
machi nes. They woul d achi eve success in nore tinmes than you woul d
like to see.

FAA would in fact take, communicate that the red team had
found these shortcomngs to the airlines and to the screening
conpani es. They would not, one, they would not feed back that
they had done so to the red team so the red teamwas frustrated.
But, also, our work has shown that whatever the airlines did with
it did not yield permanent inprovenents, because we woul d go back
out with our auditors and investigators, we would try to penetrate
security, and we woul d be able to.

MR, ROEMER: Same rates?



MR. MEAD. So that's what | nean by the followup. The
foll ow up, there was comuni cati on back to the airlines, but and
then FAA's ability -- what is FAA going to do? Fire then? They
didn't have -- the fines were a cost of doing business. | think
Ms. Garvey would agree with that. That was anot her weakness in
the system And --

M5. GARVEY: And M. Mead is right. And that is exactly
why the screener rule in our view was so inportant -- why we were
focused on it, why we got it ready in the fall of 2000.

MR. ROEMER. M. Chairman, thank you very much. | think
that's a ripe area for us to follow through on, and that's why
fines are out there and penalties are out there as well, too.

MR. KEAN:. Thank you, congressnan. And the | ast
questioner fromthe comm ssion of these w tnesses, Comm ssioner
Ben- Veni st e.

MR. BEN-VENISTE: | want to join ny colleagues in
t hanki ng you both for your help and for your testinony here today.
| want to ask a very specific question about Septenber 11lth, and |
want to focus on Flight 77, American 77, which, according to the
tinmelines that we have, indicate that at 8:55 in the norning, the
FAA received information that Flight 77 turned off its course. By
that tinme the fate of American Airlines 11 was known, and United
Airlines Flight 175 was declared to be hijacked and crashed
shortly thereafter. Wy was it, according to all the information
you have been able to accunul ate since, that Flight 77 was not
i mredi ately declared to be hijacked? According to our
i nformati on, NORAD was not notified until 9:24, approxinmately a
hal f an hour, after in hindsight it would indicate that FAA had
very good reason to know sonething was terribly, terribly wong?

M5. GARVEY: Commi ssioner, | would |ike to go back and
| ook at those records nore carefully, because that is not
consistent with nmy understanding of it and the tineline that I
remenber. The tineline that | have, that | renmenber, is one that
had a notification of NORAD twi ce before the tinme that you
mention, so that there had been three notifications. But, again,
| would like to submt that specific tineline for the record, with
the first notification being at 8:34.

MR BEN- VEN STE: At 8:34?



MS. GARVEY: At 8:34 froma controller at the Boston
office. And, again, let nme submt those for the record or let ne
doubl e-check. The notes that | have were 8: 34.

MR. BEN VENI STE: W are tal king about Anerican Airlines
Flight 77, the plane that ultimtely crashed into the Pentagon.

M5. GARVEY: Yes.

MR. BEN VENI STE: Now, our information, and | will repeat
it again, because this is grossly outside what we have been
informed, is that at 8:55 Flight 77 was detected by controllers
and FAA personnel to be off its course. By that tinme we knew that
two planes were hijacked, the two that hit the Twin Towers. At
8:55 this informati on was recorded according to FAA. Now, it was
not until 9:24, according to NORAD -- and if you have sone ot her
i nformation, we would be very interested in receiving it -- but it
was not until 9:24, according to NORAD, that they received any
advice from FAA with respect to Flight 77. Do you have sone ot her
information that would indicate that FAA notified NORAD prior to
that tine?

M5. GARVEY: M understandi ng, conmm ssioner, was that the
notification was earlier. But | would |like to ask that the FAA
air traffic control chronol ogy be submtted for the record.

MR. BEN VENI STE: Well, we are operating on the basis of
the material that has al ready been submtted. M. Mead, can you
shed any further light on that?

MR MEAD: No, sir, | have no informati on on that.

MR. BEN VENI STE: Do you have in the after-action
i nvestigation that has been conducted by FAA any information to
shed light on why it was that FAA del ayed notifying NORAD, if it
is in fact the case that they had informati on suggesting that
Flight 77 was off course? Because this is the information we are
recei vi ng from NORAD

MS. GARVEY. Conmissioner, the infornmation that | have is
that the first notification was at 8:34 from an i ndivi dual
controller in Boston to &is, to NORAD at Ois. The next
notification | believe was about -- and it was about 8:20 when the
first indication that there was a difficulty with the Anerican
flight, and that --



MR. BEN VENI STE: Are you not confusing Flight 11 with
Flight 77? Because - -

M5. GARVEY: Sorry. | may be. | may be. |If | could, if
| could go back and, it's been a while since | have | ooked at that
chr onol ogy.

MR. BEN-VENI STE: |In a general sense, having in mnd that
you do not have this squarely in mnd at the nonent, in a general
sense did you investigate whether there was a delay by FAA in
notifying NORAD with respect to Flight 77?

M5. GARVEY: W investigated the whole process of the
NORAD notification. M belief is that we did notify themin a
timely fashion, but we also felt, as | nmentioned a little bit
earlier, but we also felt that NORAD, that the procedures with
NCRAD and the procedures for communi cati on needed to be nuch
cl earer, and those protocols were changed directly after 9/11.

MR. BEN-VENI STE: Well, M. Chairman, may | sinply
for purposes of perhaps refreshing our witness's recollection read
fromthe testinony of General Eberhardt, who will be here tonorrow
from NORAD, who testified before the Senate Arned Services
Comm ttee on Qctober 25th, 2001, in answer to a question from
Senator Levin. "GCeneral Eberhardt, there's been sone confusion
about the sequence of events on Septenber 11lth. Perhaps you can
clear this up for us. Tineline that we have been given is that at
8:55 on Septenber 11, Anerican Airlines Flight 77 began turning
east, away fromits intended course, and at 9:10 Flight 77 was
detected by FAA radar over West Virginia heading east. That was
after the two planes that struck the Wrld Trade Towers. Then, 15
mnutes later, at 9:25, the FAA notified NORAD that Flight 77 was
headed towards Washington. Ws that the first notification, the
9:25 notification, that NORAD or DOD had that 77 was probably
hi j acked?"

And then Ceneral Eberhardt said, "I showit as 9:24 that
we were notified." And then he indicated that this was the first
docunented notification that he had. And then, interestingly
enough, the questioning was, Well, why was the delay -- |I'm
par aphrasing -- and CGeneral Eberhardt said, "You'll have to ask
the FAA." So we are asking.

M5. GARVEY: Right, and 1'd like -- | appreciate that.
|"d like to submit for the record. | really -- it is not as clear
perhaps -- ny recollection is not quite the same, so I'd like to

doubl e-check it before | say it here.



MR. KEAN: Well, you will double-check it, and you w |
get back to us?

M5. GARVEY: Certainly wll.

MR. KEAN: It would be useful if you could get back to
staff this evening.

M5. GARVEY: | was thinking that we coul d probably get
t he answer this evening, because --

MR. BEN VENI STE: Thank you.

MR. KEAN. M. Mead, Ms. Garvey, thank you. Thank you
both very, very much for your tinme. And is there anything el se
either of you would like to say? |If not, again, thank you very
much on behal f of the Comm ssion.

M. My is president of the Air Transport Association of
America. M. My, thank you for com ng, and wel cone.

MR. MAY: Governor. Should |I begin, sir?

MR. KEAN: Yes, please.

MR. MAY: M. Chairnman, nmenbers of the conmm ssion, | am
Jim May, president and CEO of the Air Transport Associ ation of
America. | wll go through ny statenent in fairly rapid fashion

so that you can proceed with the activities of the evening.

On behalf of the ATA, let ne begin by thanking this
comm ssion for the service it is performng. | don't think
there's any higher goal than ensuring we | earn everything
possi bl e.

MR. KEAN. Could you nmaybe get a little closer to the
m crophone. |'m having troubl e hearing.

MR. MAY: Sure, | can. How s that? On behalf of the
ATA, let nme begin by thanking the Conmm ssion for the service it's
performing. | don't think there can be any hi gher goal than
ensuring we |earn everything possible fromthe events of 9/11.

When | joined ATA about three and a half nonths ago, one
of the top priorities | was given by our board was to build on the
relationship with the TSA. And in comng to better understand the



TSA/ i ndustry dynamic, |'ve been briefed on the history of the

rel ationshi p between governnent and the airlines regarding
security, both before and after the events of 9/11. On that
basis, let me offer a few observations relevant to your inquiry.
On 9/11 the airlines adm ni stered an avi ation security program

di rected and approved by the FAA which originated 30 years
earlier, and had been devel oped fundanentally to avert the threat
of a conventional hijacking, that |I think has been referred to
earlier today. This systemwas specifically designed as a,
according to statute actually, a prevent-or-deter system and was
not a nore intrusive prevent-and-detect system The system was
desi gned by the governnment to screen passengers and their hand

| uggage for various prohibited itens, predom nantly weapons, but
including an array of other weapons and devices. These itens were
believed by the FAA and | aw enforcenent to be the likely tools of
choi ce for a hijacker.

In the event of a hijacking, the policy, which refl ected
t he governnent's | ong-standi ng assessnment of how to respond to
such situations, was one of cooperation. |In addition, in
cooperation wth the government, the industry was engaged in
depl oying and testing vari ous expl osives baggage screening
technol ogies to avert the threat of terrorist bonbings of
aircraft. Under the Security Equi pnment Integrated Product Team
Program which was established in the md 1990s, approxi mately 160
expl osi ves detection nmachi nes purchased by the FAA were installed
and utilized by the airlines to both screen for expl osive
materials and provide real-world testing of technol ogi es that had
been certified under |aboratory conditions. Wile with tragic
hi ndsi ght we can now see that pre-9/11 governnent security regines
intotality did not anticipate the kind of attack that we
experi enced.

| am aware of no deviation fromthe established screening
| aws and regulations in effect on 9/11 that contributed in any way
to the terrorist attack on the United States.

Now, let ne candid with regard to the reported role of
box cutter devices in the attack. Under pre-9/11 FAA regul ati ons,
only, quote, "knives with blades four inches |Iong or |onger,
and/ or knives considered illegal under |ocal |aw were prohibited."
Under a nonregul atory checkpoi nt operations guide, or COG
devel oped by the FAA the Regional Airlines Association, ATA wth
FAA approval , interpreting FAA regul ations, box-cutting devices
were considered a restricted itemposing a potential danger. This
nmeant that if such a device was identified it could be kept off
the aircraft. The FAA mandated netal detection wal k-through



systens however, which were designed and tested to detect netallic
itenms about the size of a small handgun or |arger. Therefore the
pre-9/11 screening systemwasn't designed to detect or prohibit
these types of small itens, and | don't think we have any
information indicating they were in fact identified in the 9/11
screening of the terrorists.

Prior to 9/11 there had not been a hijacking of a U S.
carrier since 1991. 1In the three years prior there had been three
hi j acking events involving U S. airlines worldw de. [In 2001,
prior to 9/11, the FAA had issued 15 information circulars, |CGCs,
relating security information to the industry. Now, those ICs, as
you probably are well aware, are used to communi cate routine,
nonspecific security information. O these, four nentioned the
term"hijacking," three of them making a generic reference to the
threat, and one providing a nore descriptive reference to a
conventional hijacking concern. Beyond this there was no genera
industry intelligence threat briefing conducted during the period,
and no relevant security directive was issued. An SD generally
deals with nore definite threat information warranting
nodi fication of security procedures.

Finally, if the FAA had nore specific credible threat
information directed at a specific airline, it would have been
communi cated through an SDU, and directly to that airline. At
ATA, we are not aware of such communicati ons.

Now, post-9/11 the world changed. Legislation
establishing the TSA put aviation security directly in the hands
of the government. The events of 9/11 changed the threat equation,
which TSA is now dealing with, and they are neeting the challenge
with the full cooperation and support of our industry. 1In the 20
nont hs that have passed, the entire aviation security regine has
been revanped in response to a new threat. All cockpit doors have
been hardened with stand- and-attack. Federal air marshals have
been depl oyed in substantial nunbers, and nore recently arned
federal flight deck officers have begun to be introduced into the
system New and inproved training prograns for crew nenbers have
been devel oped to proved and i npl enented. TSA conducts al
passenger and baggage screening, using procedures and equi pnent
appropriate to newy identified threats. Al checked baggage is
subj ect to expl osive detection screening. TSA is working with the
airlines to develop informati on technol ogy, taking advantage of
known passenger information to better determ ne where to focus its
Screeni ng resources.



Behi nd the scenes, intelligence priorities and practices
of governnent have shifted dramatically. Finally, of course the
m nd- set of the governnent airline security screeners cockpit and
cabin crews, and society at |arge has been permanently changed by
the events of 9/11.

The governnent's newly intensified intelligence focus is
particularly inmportant. The governnment has at its disposal the
tool s necessary to identify, assess and address or resolve
evolving threat situations in a manner which really was inpossible
under the bifurcated governnent-industry relationship that existed
prior to 9/11. And while no one woul d suggest that the current
system has conpleted its devel opnent, it's strong and grow ng
better every day with experience and with testing.

As to the future, the airlines industry has | ong been on
record that advocating over tinme the TSA security systemevolve to
focus nore intensively at |ooking at people rather than searching
solely for things. The events of 9/11 nmake that |ess inescapable.
And, as | mentioned, TSA is noving in that direction to the
devel opnent of a nore sophisticated conputer-based technol ogy, the
so-call ed CAPPS 2 system that will conplenent and facilitate even
better use of the physical screening resources.

The second i nescapable | esson from9/11 is the inperative
for aggressive collection and analysis of intelligence, always
searching for new and evolving threats. Because of the historic
pattern of terrorists targeting of aviation as a surrogate target
for the United States, the airline industry has | ong sought
intelligence resources dedicated to identifying and resol ving
terrorist threats to aviation. In the post-9/11 world, clearly
t hose resources are being utilized by the TSA as an acti vi st
consuner of intelligence information, and it is our belief that
today intelligence's flow and anal ysis has inproved dranmatically.

This reorientation is indispensable. Deterring future
acts of violence against U.S. civil aviation cannot occur w thout
meani ngful real-tinme intelligence assessnents. It is inperative
that in the future we recognize that the public interest demands
an aviation security systemthat effectively deploys a prudent m x
of technol ogy and procedures capable of counteracting al
vul nerabilities. The system nust recognize that evolving threats
requi re a continuous and accurate reassessnent process gui ded by
t he best available information. The system nust recognize as well
t hat undue reliance on one or two technol ogi es or procedures
invites failure. Security must evolve and adapt to neet the
changi ng nature of the threat.



In conclusion, | would |ike to again thank the Conm ssion
for its inportant work and reaffirmour commtnent to work
unceasingly with the governnent to provide a safe and secure air
transportati on system upon which the public and our nation's
econony can and should rely. Thank you.

MR. KEAN. Thank you, M. May. Conmm ssioner Fielding?

MR. FIELDING Thank you, M. Chairman. M. My, did the
ATA do a post-9/11 analysis or prepare a report or review?

MR, MAY: To the best of ny know edge, Conm ssioner, they
did not. Individual airlines certainly worked cooperatively with
the FBI, but the association as an entity did not.

MR. FIELDING Were you provided with copies of the
i ndi vidual airline reports?

MR MAY: We were not. Those were discussions, as |
understand it, that were conducted directly with the FBI and ot her
intelligence agencies.

MR. FIELDING The Commi ssion is interested in what
progranms and procedures the airlines had in place to check the
efficiency of the screening contractors prior to 9/11. |
understand that the ATA provided figures, cost figures, but that

there's sonme discrepancy. The figures range from330 billion to
one trillion.

MR. MAY: | think, commi ssioner, the higher nunber
probably was 100 mllion, if | recall. | don't think in ny

briefings |I've ever heard a nunber that was as high as one
trillion.

MR. FIELDING Tell ne again what you think the figures
wer e?

MR MAY: | think it ranged from300 mllion -- |I'm
sorry, to a billion, | apol ogize.

MR FIELDING Okay, 300 mllion --

MR. MAY: That was the range that was di scussed during
the | atest suppl enental discussions before Congress on this very
subj ect .



MR. FIELDING How do we reconcile that discrepancy? The
gquestion cane up because people were trying to eval uate how you
could really assess the quality, if you couldn't really know, you
know, | ess than that kind of a spread?

MR. MAY: That's a very fair question. That's one |
asked as well when | joined the organization, and it's ny
under standi ng that the high nunber was a nunber that was
originally used al nost as an of fhand comment by one of the
executives of the airlines involved, and that was, as all of us
who are involved here in Washi ngton recogni ze, sort of becane
gospel overnight. Wien the industry went back to do an in-depth

anal ysis and an assessnent, | think they reported back to Congress
with a far, a lower nunber. | think the range was sonewhere
between three and five hundred mllion dollars. There are sone

docunents that have been prepared by ATA that | think nore
accurately clarify what the industry was spendi ng on security pre-
9/11. 1'd be happy to provide those to the comm ssion for the
record.
MR. FIELDING That woul d be appreciated. Thank you.

MR MAY: ure.

MR. FIELDING | have no further questions, M. Chairman.

MR. KEAN. M. d el and.
MR. CLELAND: Yes, sir.
MR. KEAN:. Senator C el and.

MR. CLELAND: Thank you, M. Miy. Thank you very nuch.

We appreciate you and the Anmerican airline industry. 1Is it your
assessnent that basically 9/11 has been the main factor in the
airlines’ decline, or how do you see that? | nean, the airlines

are in trouble nowin America, and one of the things that bothers

nme is that part of the early rationale for al Qaeda attacking the

country was to go to the heart of our econony and used airlines to
do it.

MR. MAY: Senator, | think this industry is stil
suffering mghtily as a result of the 9/11 tragedy and att ack.
There is no question that the drop in traffic still continues. W
saw sone rather significant spikes that resulted as a result of
the increased hostilities in the Far East and the Irag war. W
have seen certainly a drop in traffic as a result of the SARS



crisis in the Pacific. But | think we have a systenmi c drop across
the board bel ow pre-9/11 nunbers that we attribute directly to the
continued reluctance to fly, even though we have probably the best
security systemtoday that we have ever had, and a safety record
that for three years running has been virtually perfect.

MR. CLELAND: Gve ne the idea of -- the Departnent of
Transportation has tal ked about what a sieve the pre-9/11 security
systemwas. Published reports indicate that at |east nine of the
19 hijackers were selected for special security scrutiny prior to
boardi ng the hijacked flight, nine of the 19; six by the conputer-
assi sted pre-screening program CAPPS; two because of | D docunent
irregularities; and one because he was traveling with one of the
latter two. Are these reports accurate? Wre nine identified
sonehow for a special security scrutiny, do you happen to know?

MR. MAY: Sir, | do now know the answer. | am not
famliar with the specifics of the nine. | can tell you this,
that there clearly have been a nunber of reports as to the
ef fectiveness of the pre-9/11 security system W are well aware
of the red teamactivities and so forth.

| would sinply rem nd the Commi ssion that the security
systemthat was in place at the tine, however good or efficient or
inefficient it my have been, was designed to do two things:
det ect weapons coning on board because they were challenged with
trying to sort of passively present or prevent hijackings; or,
two, to detect explosives in the belly of the aircraft. And those

were the two primary m ssions. To the extent that the system
overall was effective, | think in a period of time from 1990, when
that systemwas put in place, until the events of 9/11, there was
sonmet hing on the order of nine billion passengers and 50 mllion
flights that were checked without incident. And so I think we can
all look back and a |ot of reason to think that it wasn't as
effective was we would like it to be, and | think be accurate in
that. | think overall it did do what it was intended to do.

Unfortunately, the threat of 9/11 and the changes have shown us
that the systemwasn't effective in taking care of what happened
t hen.

MR. CLELAND: Thank you, M. Chairnman
MR. KEAN. |'ve got just a couple of questions.

Forgetting the systens for a mnute, if everybody on that day had
done their job, would the tragedy have been prevented?



MR. MAY: Governor, | can only give you a persona
assessnent on that answer. | don't have hands-on know edge.
G ven what | understand about the nature of the security system
that existed at that tine, and the manner in which our crews and
others were expected to respond to the kind of threat they were
presented with historically, they could all have been doing a
perfect job, and we still good have had the tragedy.

MR. KEAN: |'mtal king about the screeners too, which
were part of --

MR. MAY: Yes, | understand.

MR. KEAN. -- which were part of that operation.
MR. MAY: Yes, screeners and all. W don't even -- |
don't think -- this conm ssion may determ ne that we don't even

know for sure that box cutters were brought through the screening
process, as opposed to being on the plane, for exanple. But there
was nothing in that screening systemthat woul d have guarant eed

t hat box cutters would have been detected, and certainly even if

t hey had, they were not a prohibited device at that tine.

MR. KEAN. Anot her question. You said | ook at peopl e,
not things.

MR. MAY: Yes, sir.
MR. KEAN: Is that what | would call normally profiling?

MR. MAY: Yes, sir. And interestingly this industry, and
|"d like to submt it for the record, nmade a series of
recommendations to the Gore Conm ssion back in 1996, and one of
those was to focus very intensively on the profiling process and
to | ook at people as well as things.

MR. KEAN: And you were suggesting that the pilots are now
going through a different kind of training, the training has been
changed - -

MR, MAY: Qur crews --
MR. KEAN. -- could you elucidate that a little bit,

el aborate on it a bit? Wat's newin the pilot training now that
m ght prevent this ever happeni ng agai n?



MR MAY: | amnot sure it would be wise for ne to go

into a whole lot of detail in an open session on all of the
training. Suffice it to say that both pilots and flight crews have
a very different training reginmen than they had pre-9/11. | think
it is also safe to say, | can tell you even as a passenger,

think the m nd-set of everyone on an airplane today is far
different than it was pre-9/11.

MR. KEAN. Okay. Comm ssioner Ham | ton.

MR. HAM LTON:. M. My, would your primary recomrendation
to make air travel safer be the use of profiling? |Is that the
nost inportant single thing that you think can be done?

MR. MAY: No, sir, | don't think there is one single
thing that can be done. You know, it's interesting, we went back
to do alittle research preparing for this, and we | ooked at the
recomendations that we made to that CGore Conmmi ssion back in 1996,
and | don't think there are any that wouldn't apply today in sone
respect. They range frominproving analysis in the intelligence
product to a heightened role -- at that tinme we said the FBI
because the TSA didn't exist, in reality or in our mnds --
detecti on device deploynent, which is clear that the new
technology is out there today and getting better all the tineg,
profiling technol ogy, canine support, screening, contractor
certification, expansion of screener devel opnent prograns -- a |ot
of things that TSA has already done. And | think we think they
are doing a heck of a fine job. The human factors work, non-
aut omat ed passenger profiling, and so forth. And I'Il, as | said,
submt these for the record. But | think we need to focus on
peopl e as nuch as we do on things to have as conplete a security
system as possi bl e.

MR. HAM LTON: Perhaps you could just furnish to us the
details -- you don't need to do this now-- but you could furnish
to us the details of what you nean by profiling.

MR. MAY: Certainly, sir, |I'd be happy to. 1 think the
CAPPS 2 systemis probably a good exanple of what we are talking
about, and again it's one that the details of which are probably
best not discussed in an open session.

MR. HAM LTON: Thank you.

MR. KEAN:. Secretary Lehman



MR. LEHVAN: Just to follow up on the profiling, this is a
pretty politically sensitive issue, as you know, and generally the
gold standard in this air transport security is accepted to be the
Israeli airline and airport security systens, which depends very
heavily on ethnic profiling. Do you advocate specifically
including ethnic profiling in the CAPPS systenf? Was there any
ethnic profiling going on before 9/11? Should it go on today?

MR. MAY: M. Secretary, | amnot in a positionto
suggest what the profile ought to consist of. That is a role of
the TSA, exclusively the role of the TSA. W have a single
airline that with respect to CAPPS 2 is working to facilitate the
depl oynent of a system but it's up to the federal governnent, and
| don't think it would be appropriate for nme to suggest.

To the best of ny know edge, on the second part of your
question, | don't think racial profiling was included in the
earlier system but there are those that | amsure will be
testifying that can give you a nore accurate reflection of the
detail of that systemthan | can

MR. LEHVAN: But did the industry advocate, given
that we are at war with Arab fundanentalists, that there should be
a el enent of narrowi ng down special attention on an ethnic basis?

MR. MAY: Conm ssioner, we have not made any
recommendations as to the detail of profiling, other than to say
that we recommend that there ought to be profiling as part of the
overall intelligence process.

MR, LEHVAN. On anot her issue, we have had reports that
there was very heavy | obbying fromthe industry during the '90s,
particularly after the recommendati ons of the Pan Am 103 panel, to
wat er down the rul e-making, to prevent its funding properly, and
t hen when certain things were inplenented, |ike cockpit access,
that once the heat was off, the key system and the | ocked cockpit
doors and so forth was basically dropped by the industry, and that
t hey successfully bl ocked Kevl ar doors, which was one of the
recommendations. |s that an accurate depiction? Did the industry
| obby, pressure, to reduce and | ower the cost of screening and
ot her security procedures?

MR, MAY: | don't have personal experience, Comm ssioner,
as to what the industry did or didn't do at that tinme. | wouldn't
be surprised in | ooking back at the history to discover that the
i ndustry did, or at least the trade association on behalf of the
i ndustry, worked to find rules and regul ations that were as cost



effective as they could be. So it, you know, it is entirely
possi bl e that they worked hard on behal f of their nmenber conpanies
to work with the FAA and with others to try and cone up with the
best sol utions.

MR. LEHVAN: Thank you.

MR. KEAN. Any further questions of M. May? Yes?

MR. FI ELDING Just one foll owup question, M. Muy. You
were tal king about the training prograns for new pilots. 1Is that

MR. MAY: And flight attendants.

MR, FIELDING |Is that an industry programor is that a
TSA progranf

MR. MAY: No, it is both an FAA program and there are
some TSA programs that are under devel opnent.

MR. FIELDING So our source of information should be there
on that progranf

MR, MNAY: Bot h cases.

MR. FI ELDI NG Okay, thank you. That's all. Thank you,
M. Chairman.

MR. KEAN. There are no nore questions, M. Miy. Thank
you very much. | know you have a plane to catch.

MR. MAY: A later one than | originally anticipated.
MR. KEAN: Thank you very nuch, sir.

| want to pronounce it right. M. Dzakovic?

MR DZAKOVI C. M. Dzakovic.

MR. KEAN. M. Dzakovic.

MR, DZAKOVIC. No problem 1've got a slight sore throat
nmysel f.

MR. KEAN. Thank you very much for coming and being with
us today.



MR, DZAKOVIC. What | would like to do is give you a
perspective of what led up to 9/11 froma person that worked in
the field, in the trenches. But first, before | get into that, |
would like to just say that | will always be held in shock and awe
when | hear people who work in this field say that 9/11 was a
totally unpredictable situation. And | say that for three
reasons

One, as was briefly discussed earlier today, the aviation
field has al ways been the favorite target of terrorism going back
to the 1960s, for a nunber of reasons, which | won't get into.

The second is the intelligence information was so great that
sonmet hi ng was going to happen, and | acknow edge the fact that we
didn't know when or where, but sonething was going to happen,
something in the near future. And Commi ssioner Roener went into
that in alittle detail, alittle nore detail earlier today.

But | would also like to read a statenent fromthe former
associ ate adm ni strator of FAA security on April 6th of 2000. This
was to the Comm ttee on Commerce, Science and Transportation,
Subconmi tte on Aviation Security. And | quote, "Moreover, nenbers
of foreign terrorist groups and representatives fromstate
sponsors of terrorismare present in the United States. There is
evidence that a few foreign terrorist groups have well established
capability and infrastructures here.” Wen you conbine that with
what the Conmi ssioner said earlier, that's a pretty strong
i ndi cation that sonething is brew ng.

The third thing is we proved in the red teamthat FAA did
not even enforce its own mni mum standards of aviation security.
When you conbined all three of those, to me that's pretty nuch
i ke adding two plus two and getting four, that nmaybe we ought to
do sonething to beef up security.

And, as another exanple, in ny witten statenent to you |
received a docunment in the course of my whistle-blower conplaint
that was witten by an FAA agent at Boston's Logan Airport. And
this was witten on May 18th of 1999, in which the agent becane so
frustrated working through the system the FAA system that the
person went to the inspector general's office and described a very
serious problem at Boston Logan Airport, which as you recall is
where two airplanes left from And, | quote, "As a result of this
situation, Logan International Airport is in a critical state of
nonconpliance with federal aviation security regulations.”™ And
this went to the inspector general's office, and no action was



taken by the |G s office as early as 1999 to correct the problens
t here.

But to give you ny own background check, | first started
working for FAAin the latter part of the '80s, and it was a
direct result of the nurder of Robert Stethem who was a Navy
sailor that was killed on TWA 847. Wen | was recruited | was told
that FAA was | ooking for appropriate people with mlitary and | aw
enf orcenent background to start fighting this war on terrorism
So there was absolutely no doubt that our m ssion was to fight
terrorismas it applied to the aviation industry.

Alittle tinme went by and then we had Pan Am 103, and in
t he presidential conm ssion that investigated that afterwards,
they interviewed an FAA field agent who did some work in
Frankfurt, which of course was where the bonb was placed on the
pl ane. This was an inspection the person did several nonths prior
to the bonmbing. The agent said, if | recall right, that the only
thing that is holding security together at this airport are the
t enuous threads of luck. And nothing substantially has changed in
FAA' s attitude about security since before the Pan Am 103 bonbi ng.

One of the high points, however, that occurred as a
result of Pan Am 103 was the appointnent of General Olo Steele
(ph), a retired Marine Corps general who was appointed, | believe
in 1990 to take over security. And he did try to change the
culture, and was in fact changing the culture in FAA security, but
he had only a very limted tour of duty, two or three years, and
he was in a position where he was forced to resign at that point.
And | recall being at headquarters at the tine, | was actually a
team | eader in the federal air marshal branch when he resigned.
And the very next day that he resigned FAA rescinded a lot of his
orders and directions as far as how we conduct business. | knew
fromthat point we were going back to business as usual.

| then quit the air marshal branch, because it was
outright dangerous, sone of the things they were proposing that we
do, as well as changi ng our rules of engagenent and training and
what -not. And in 1995 | becane a team|eader in the red team
And it took ne about two years, between one and two years, to
realize that there was a very serious problemin how FAA conducts
its business. And the reason it took ne that long is we would test
virtually every aspect of security fromthe screening checkpoints,
to access control, CAPPS -we didn't have CAPPS at that point, but
it was profiling. Later we did test CAPPS, screening of checked
baggage, and sone other areas, cargo security. And we found maj or
| oopholes in every area of security that FAA was involved in. But



after two years, | started trying to work within the system and |
knew that was a pointless effort, because criticismis not
accepted in FAA. That's part of the culture. And | becane so
frustrated that | joined up with another red team forner red team
| eader, who al so found problens simlar to what | had, and the two
of us, his nane is Steve Elson (ph), just for the record, we
started going to the inspector general's office to try to get them
to do sonething about this sorry state of aviation security. And
they did nothing. Then | talked to a senior official inthe IGs
office, and he actually explained to me that when Mary Schiavo was
the inspector general of the G she had a very aggressive stance
agai nst FAA, and it caused a |lot of political problens. After she
resigned, the I G had a kinder, gentler approach to dealing wth
probl enms with FAA

At a later neeting he actually inforned nme that unless |
gave him a dead body and a snoking gun, there is nothing he can do
agai nst FAA managenent. Well, | submt now he has close to 3,000
dead bodi es and a gun the size of a canon, and they still have not
t aken any action agai nst anyone in FAA for the poor manner in
whi ch they executed security.

Anyway, |ife went on and we continued doing testing
around the country and around the world, and |'ve probably been to
around 30 or so countries around the world | ooking at their
security systens and how our aviation industry was inpacted by
that. But still there was no inprovenent in security.

And we then went to the General Accounting Ofice and
tried to get themto do sonething about aviation security. | was
not aware of it at the tine, | learned of it since then, but the
GAO has their own long history of reports going back 20 years
docunenti ng how poor aviation security is. And sonewhere during
that tinmefrane we were al so joined by Bob Monetti, whose son died
on Pam Am 103. He joined us on sonme of these neetings to the GAO
and some other offices.

So after that, realizing I wasn't getting anywhere,
sent a letter to Adm nistrator Garvey in August of 1998, trying to
explain to her that there's a serious culture of gross
m smanagenent in civil aviation security. She didn't even have
the courtesy to respond to nmy letter, nmuch | ess take any action on
it.

| did send a letter, a copy of the letter at the sane
time to the Secretary of Transportation Rodney Slater, and he at
| east had the courtesy to respond to ny letter, and he advi sed



Jane Garvey to look into sone of my issues, but there was never
any followup, and nothing ever occurred as a result of that.

More tinme went on, and while | was actually doing ny
testing, what | found out over the years is that the red team was
basically working its way out of a job. Wenever we found major
problens in security, such as the screening checkpoint. W did
some nmassive testing in 1998 | think it was, lasting al nost a
year, where we cane up with horrendous results on the screening
checkpoint. After that project was over, we were prohibited from
testing and screeni ng checkpoi nts anywhere since 1998.

We also did testing overseas in their explosive
detection systens, and we found maj or problens with those, and FAA
prevented us from going back and retesting to try and find what
t hose problens were and to correct those probl ens.

More tinme went on, and | don't have tine to go into al
of it, but basically we were working our way out of a job. Every
time we found a major problemin security, beyond the norma
probl ens, we were restricted fromdoing testing. And by the tine
of 9/11, about the only kind of testing we were doing was
expl osi ve detection systens donestically. W also did sone
international testing, but not a whole |ot.

And on the day of Septenmber 11th | was working in the
operations center of FAA and | forget who brought it up, but
soneone brought up the issue of a gun being on one of the flights.
What happened that day we received information froma credible
source at the operation center that a gun was in fact used on one
of the flights. Around four o' clock that afternoon Ms. Garvey
asked for an executive summary for everything we knew up to that
point intinme. |If I remenber right, it was just a one-page
docunent, just a sunmary. And we reported the gun on American
Airlines Flight 11. There was al so sone issue of a possible
expl osive on another aircraft. Wen this went on, | didn't give
it a second thought at the tine, because at the time |I figured, if
you are going to hijack a plane, why not bring a gun? And | knew
fromworking on the red teamthat it was fairly easy to do. So |
didn't give it a second thought.

Two or three nonths went by when the press resurfaced
that issue, and FAA s i medi ate response is that there was no such
docunent. Then apparently they were confronted with the actual
docunent, and then FAA's response, and this was witten in the
press, was that we adnmit that there is a docunment, but there is an
error in it. They actually stated that what the person neant to



wite was it wasn't a gun but it was a knife, and instead of a

bull et wound it was a stab wound. It was that kind of activity
going on this entire time, where they just denied, and in ny
opinion tried to cover up, what actually went on. | don't want to

take up too nuch tinme, but that is the gist of the history of how
we got to 9/11.

MR. KEAN: Thank you very much. Conmm ssioner Fiel ding?

MR. FI ELDING Thank you for appearing today and hel ping
us. You said in your testinony that on 9/11 you received
information that there was a firearmfroma credible source?

MR DZAKOVI C.  Yes.
MR. FIELDING Can you provide us that credible source?

MR. DZAKOVIC. | don't know who specifically it was.
However, in the operation center not just anybody could just cal
us up and say, you know, we think this is what happened. Any
information that cane to us had to cone fromeither the airlines
or an FAA office or the FBI or sone other governnent agency. It
wasn't sonething that just anybody could access. So | personally
don't know where that canme from but any information we had cane
froma credi bl e source.

MR. FIELDING Well, help ne out a little. You're in a
room and you hear that sonebody el se has received that
i nformation?

MR, DZAKOVIC. What we had was just a standard operation
center, had four walls. And on each wall we had big bl ocks of
but cher paper where whenever anythi ng of substance canme in we
would wite that informati on down on the paper. Then, when we
were putting together the executive sunmary, w thout | ooking at
things politically or using any other filtering process, we just
wrote down the facts that we had. And one of themwas that a gun
was on such-and-such a flight, and the person also identified the
seat where the gun was held by the passenger, and then apparently
an individual sitting in front of that seat was shot. And we just
reported that.

MR, FIELDING Do you renenber who wote it on the
but cher paper?



MR. DZAKOVIC. Yes, it was a |ady by the name of -- not
on the butcher paper, but I know who wote it on the executive
sunmary.

MR, FIELDING No, but I'mtrying to figure out who
received the information and wote it on the butcher paper.

MR, DZAKOVIC. | really don't know.
MR. FI ELDING How many people were in the roonf
MR. DZAKOVI C. Between 15 and 20 | woul d think

MR. FIELDING Okay. Let nme switch gears here a little.
You made reference to the CAPPS system

MR, DZAKOVI C.  Yes.

MR. FIELDING And we have not had nmuch testinony about
t hat today, but from your understandi ng how did the CAPPS system
operate on 9/11?

MR. DZAKOVIC. We tested CAPPS in the red team CAPPS is
one of the nost dangerous systens out there. It gives a totally
fal se sense of protection. And the reason is when you | ook at
CAPPS froma red team perspective or froma terrorist perspective,
the way you look at it is how do what criteria do | have to use to
apply to this not to be selected as a CAPPS sel ectee? That's
fairly easy to do just by flying around a little bit and testing
the systemand see if you are nade a sel ectee or not, based on
CAPPS. | really believe that CAPPS is the nunber one nost
dangerous systemout there, because it just totally gives a false
sense of security. And CAPPS only, | don't know what the
percentage is, but like it would nmake a sel ectee out of 10 or 15
percent of the population of travel ers. Wat that does is it
totally elimnates the other 85 to 90 percent of the people from

further selection other than on a randombasis. It's already been
denonstrated that terrorists have the capability to do a little
research beforehand and they will find out what it takes to find

out not to be made a sel ectee by CAPPS. And now we have CAPPS 2,
which | amnot famliar with the specifics, but if it's anywhere
near the way CAPPS 1 was conducted, it's sinply a very dangerous
system

The single nost effective deterrent against aviation-
related terrorismis profiling the way it used to be called, or
now a risk assessnent that is conducted by a human being in an



interview process with the passenger. And that's not sonething
you can do with every single passenger, but you can certainly weed
people out a little bit. But fromour red team experience, being
interviewed by an experienced profiler or risk assessnent person
is the biggest deterrent against aviation-related terrorism

MR. FIELDING CGoing back to CAPPS, CAPPS 1 or whatever
it was called at that time, we have reports that six of the
peopl e, the hijackers, were identified by CAPPS. Though in this
case it didn't elimnate them They weren't in the other 85
percent or whatever it is that went on. So it actually identified
them But then where was the breakdown?

MR. DZAKOVIC. Well, that's part of the problemw th
CAPPS. It makes you a selectee, but if all you' re doing is going
t hrough the regul ar screening process w thout an appropriate
interview, an in-depth interview, it really doesn't do anything.
| read that there were nine people that were nmade sel ectees as a
result of CAPPS. But so what? | nean, it had absolutely no
inmpact. And | don't know how nuch noney CAPPS costs, but | am
sure it isinthe mllions of dollars. But it's a total waste of
t he noney, if not a danger, in my opinion.

MR FIELDING Well, if you had to identify a single --
or what would you say was the direct an i medi ate cause of the
9/ 11 tragedi es? Wiere was the specific breakdown with this group
of hijackers?

MR. DZAKOVI C:  The only think remarkabl e about what
happened on Septenber 11 is how unremarkable their tactics were.
And we proved on the red teamthat the best way to conduct an
operation is to keep it as sinple as possible. They didn't even
need box cutters. | nean, they could have just wal ked on the
pl ane as a regul ar passenger and taken over the plane w thout any
type of weapon, because there's plenty of weapons on a plane you
can use anyway. And apparently sonme of themalso had martial arts
training also. But as | put in nmy whistle-blower conplaint, what
happened on Septenber 11th was not a failure of the system it was
a systemthat was designed for failure. Every single aspect of it
did not work to either deter or find terrorists.

MR. FIELDING | have no further questions. Thank you,

MR. KEAN. One or two questions. | gather from your
testinony before Septenber 11th it was unsafe to fly.



MR, DZAKOVI C:  Yes.

MR. KEAN. Al right, now we have heard a nunber of
peopl e here testify about the difference in pilot training, a
nunber of other systens that were put into place. The federa
government has taken over the checkers. There have been a nunber
of inprovenents made. Tell ne about the system now.

MR. DZAKOVIC. | think we have got a |ong way to go.
Just to give you one exanple, because of the situation | have been
in as a whistle-blower, | have been given a tape of TV news

reports fromaround the country, and I am not sure how nany there
are in there, 20 or 25 different reports fromaround the country
where tel evision news people are breaching security with al nost
100 percent regularity. And take it from-- and | have not worked
with these people -- but, take it fromme, TV news reporters are
not the best terrorists in the world, but the nethods that they
are using are nore sophisticated than what our own red team what
the current red teamis using. |In fact, | call it a pink team
because it is not as aggressive as it should be. But if TV
reporters fromaround the country are breaching security with this
kind of regularity, | nean that's a serious indication that things
quite aren't quite what they shoul d be.

One of the other things is | spent quite a bit of tine
wor ki ng in the expl osives detection systens for checked baggage,

and we are spending billions of dollars on this, and, not in al
cases, but a lot of these nmachines are placed -- | don't want to
go into too nuch detail, but they are being placed in the absolute

wor st possi bl e environnent given the capabilities of the machines
that you could possibly put themin. And it's only a matter of
time if terrorists are so inclined to figure out how the system
wor ks that they are going to figure it out, and they could bl ow up
50 planes in one day. But they are going to figure that out by

t hensel ves, because that's what they are fairly good at.

My concern is, which is one of the reasons | amnot going
into it now, is the high school freshman class could do this sane
thing as a class project, and -- but it's not just mnmy opinion.
had di scussions with our own explosives unit |ast sumer about
this same thing. They agree with nmy assessnent of how they are
depl oyi ng these machi nes and how they are using them But nobody
inthe unit is going to rock the boat by sending this information
up the chain, because in the culture that we have is that you
sinply don't rock the boat. And that is sonething that needs to
change, and you have to cone up with a system where the street-
| evel enpl oyees, who are the ones that are going to stop the next



terrorist attack, are in a position where they are encouraged to
use initiative and their brain to try to do the job they are
trying to do. And that does not exist right now.

MR. KEAN. So you'd change the positions of the machines.
You' d get a sophisticated formof profiling. Are there any other
reconmendati ons you woul d have to make us safer when we fly?

MR, DZAKOVIC. Well, there's nechani cal things such
as changing the training of the screeners. Wat was denonstrated
in the TV news reporters across the country is, no terrorist in
his right mind is going to wal k through a screeni ng checkpoi nt
with a gun taped to his forehead. He is going to conceal it. So
what the TV news people did is use what they call ed opaque
objects, so that the X-ray could not see through the device, where
you could easily hide a gun or a bonb or whatever, and they are
getting through with alnost 100 regularity. | nmean sonething
sinple like that could be easily changed, if they provide the
appropriate training for the screeners.

MR. KEAN: Congressman Ham | ton and Congressman Coreli ck.

MR HAMLTON: It nmay be that the Chairman has al ready
asked the question. Do you believe the systemtoday is unsafe?

MR. DZAKOVI C. There's a bigger deterrent now then there
was before Septenber 11th.

MR. HAM LTON: You believe the systemtoday is unsafe?
MR. DZAKOVI C.  Yes.

MR, HAM LTON: You recommend to inprove it, to kind of
repeat what the chairman said, profiling?

VMR. DZAKOVI C: Ri sk assessnent.

MR. HAM LTON: Ri sk assessnment. Better detection
devices, which will take tinme to bring on screen, | suppose?

MR. DZAKOVI C. The equi pnent they have now isn't bad
equi pnent, but it's not being used right.

MR HAMLTON: So the solution to that is better training
of the peopl e?



MR. DZAKOVIC. Better training, but also deploying the
machines in a better manner. But | would rather not get into the
specifics on that right now.

MR. HAM LTON:. And what el se would you recommend?

MR DZAKOVI C. Better training. | nmean, there's pros and
cons with pilots being arned, but the hazard with that is pilots
need to know that their authority is conpletely limted to their
cabin, or rather the cockpit of the airplane, that they are not,
no matter what goes on behind ne or in the cabin, that their main
job is to get the plane on the ground as quickly as possible, and
then disable the plane once it gets on the ground. And | am not
sure those procedures have been ingrained in the pilots. But
that's essentially it.

MR. HAM LTON: Are there any systens around the world
that you consi der safe?

MR. DZAKOVIC. Any airline?
MR. HAM LTON:  Yeah.

MR, DZAKOVIC. Not really. | nean, |'ve been to sone
airports that are better than others.

MR HAM LTON: What's the best one?

MR. DZAKOVIC. Ansterdam And the reason Ansterdamdid
so well, is the law enforcenment authorities there take direct and
personal interest in every aspect of security. If they see a
screener, for for exanple, having a problemw th a passenger, they
will automatically get involved and resolve the situation
t henselves. It's done in a very professional manner. |It's not
intimdating. But that is by far the best place | witnessed as a
red team nenber

MR. HAM LTON: Thank you.
MR, KEAN: Cormmi ssi oner Corelick.

M5. GORELICK: 1'd like to follow up on sonme guestions
that Senator CGorton asked earlier. He pointed out that we are not
that bad on following up on the last problem on trying to solve
the last problem And as | appreciate your testinony and Jane
Garvey's testinony, the FAA security operation relied pretty
heavily on these red teans. And as | understand your testinony,



the red team s job under statute was to determ ne the
ef fectiveness and the vulnerabilities of the systens.

Now, the red teans contest known vulnerabilities, like
screening, or are doors closed, go through a list and just probe
the list of known vulnerabilities. But it seens to ne the best
test, the best and nost effective uses of a red teamare testing
unknown vul nerabilities. Now, to do that you have to have
intelligence or imgination. You have to have sone ability to
creatively assess what your enem es m ght be doing, so you can
essentially put yourself in their shoes. You can read novels --
not a bad way actually to inagi ne what your enem es m ght be
thinking. O, instead of waiting for the intelligence community
to feed you a list of itens that Congressman Roener read, you on
the red team or you in security, can pulse the system and say,
What have you got out there that we ought to be thinking about?
And ny question to you is did you on the red team or did anyone
in the FAA security operation, affirmatively go to the
intelligence community and say, Let us imagi ne what the next
threat m ght be -- what mght that be?

MR. DZAKOVIC. No. And the reason for that is, aviation
security under the whole guise of the honel and security
responsibility, aviation security is probably the easiest system
out of all this to protect. You don't have to go into using al
kind of inmagination to figure out how to beat the system There
are basically two threats against aviation, and that's a hijacking
or a bonbing, and all you have to do is focus on those two issues:
how to minimze a hijacking and how to m nimze a bonbi ng.

There's other issues, |like a rocket.

M5. GORELICK: It does seemto ne you would defend -- and
we have heard that you woul d defend against a hijacking that is
not designed to | and the plane safely and get sone ransom or sone
ot her action differently than you woul d defend agai nst a hijacking
designed to fly a plane into a building and kill the hijackers and
everyone el se. W have seen that the defensive neasures woul d
i ndeed be different. So if you were to imagine the latter
situation as opposed to the fornmer, you m ght probe the system
differently, wouldn't you?

MR. DZAKOVIC. Well, there really, froma security point
of viewthere is no difference between defendi ng agai nst a
hi jacker that wants to do a Septenber 11th thing or a hijacker who
wants to go to Manm . The key word is you are defendi ng agai nst a
hi j acki ng, and you worry about his notivations |ater.



Now, there are other in-flight procedures that they can
use regarding that type of stuff. But as far as keeping a
hi j acker off a plane and keeping the weapons off a plane, there's
no difference between how you handl e either situation.

M5. GORELICK: That's if you define defending it as
keepi ng the weapons off the plane. There are other |ines of
defense if you failed in that first one, which you would put in
pl ace, |ike barring the doors and havi ng redundant systens for
alerting that a hijacking was taking place, that you m ght
i mpl enent if you thought that the threat was different. And I'm
aski ng whet her anyone in the FAA security chain tried to i nagine a
different scenario than the one we have previously faced.

MR. DZAKOVIC. Not that | amaware of. But | still say
froma purely security point of view whether a person is
hi j acki ng a plane, you know, sone nutcase that wants to go to
M am or Las Vegas, there is no difference between providing
security to deter that person as opposed to providing security
agai nst professional terrorists who want to crash a plane into a
buil ding. The key word is the basic procedures are the sane. You
can have hei ghtened procedures, but the basic procedures are the
sanme as far as deterring either one of those type of
hi jackings. There are only two threats: hijackings or bonbings.

M5. GORELICK: | think as a baseline that m ght be
correct. | don't agree that there's nothing further that you can
do once you inmagine the threat differently than it has been
i magi ned in the past.

MR. HAM LTON. Do you fly?
MR. DZAKOVI C. Not anynore.
MR. HAM LTON: You never get on an airplane?

MR. DZAKOVI C. Actually I was grounded professionally on
Septenber 11th, and | haven't flown anywhere since then.

MR. HAM LTON: Because you're afraid?

MR, DZAKOVIC. Well, I'mnot flying professionally, and
for personal reasons | al nost went overseas but then | decided
against it because of the war. But what | do knowis that if a
terrorist wants to -- they are sophisticated enough to figure out
how to get through the systens that we have now.



MR, KEAN: Congressnman Roener ?

MR. ROEMER  You described the newred teamin a pretty
derogatory fashion there. In a serious vein, what are they not
doi ng that they should be doi ng?

MR, DZAKOVIC. | received as a response to ny whistle-
bl ower conplaint, the Transportation Security Agency provided a
letter to the Ofice of Special Counsel that they let ne read, and
t he OSC asked themto denonstrate how they have changed the red
team For one thing they are not using the sanme type of opaque
objects for exanple that the TV news nedia is using. They are
using real weapons, which is a plus, but like | said, a terrorist
is not going to put a handgun or sonethi ng worse --

MR. ROEMER  So your argunent then is that the standards
and the difficulty has digressed since what you were able to
achieve in ternms of testing the systens today?

MR. DZAKOVIC. In sonme respects. But the other part of
it is they are not even testing certain areas that they should be
testing. And one of themis the -- according to this letter -- the
expl osi ve detection systens. And we identified in the red team
massi ve problens in this current generation of machi nes, and under
t he best of circunstances, wth very few bags going through the
machi nes and the machines in ideal situations, they only detected
about one third of our devices. And now they are using those sane
machi nes in the worst possible condition, at |east at sone
airports. And | would wager a paycheck that they could get close
to a zero percent success rate on finding explosives the way sone
of these are depl oyed.

MR. ROEMER. On page four of your testinony you talk
about in 1998 the red team did extensive testing of screening
checkpoints, and then an FAA field office conducted screening of
different airports. How did you finally assess the safety of the
airport? Was it based on the red teanis penetration? The FAA
field office penetration? Conbination score? Median score? How
was that done, and how is that being done today?

MR. DZAKOVI C. Wi ch paragraph are you referring to?

MR ROEMER: |I'mreferring to in your prepared statenent
page four, point nunber four: "In 1998, the red team conpl eted
extensive testing of screening checkpoints at a nunber of donestic
airports. Basically our test results were the inverse of the



results FAA field offices achieved. |In one case we had docunent ed
an airport detection rate of about three percent.”

MR. DZAKOVIC. Right. |I'msorry, can you repeat your
question then?

MR. ROEMER: Well, ny question is then during your tinme
on the red team how did the FAA finally announce the success rate
of the screening rate at that particular airport? Was it your
score at the red team three percent or 10 percent? Was it the
FAA field office score of 90 percent? Was it a conbi nation of
those two? And then how are they doing that? How are the
determ ning that kind of penetration rate today, if you know?

MR. DZAKOVI C. There was a big division of |abor between
how the red team operated and how our FAA field offices operated.
Sonmeone el se will have to define exactly what "cover-up" neans,
but in nmy opinion they covered up our results, did nothing with
it. This is back in '98.

MR. ROEMER That's a strong term and we asked that
guestion to one of the preceding panels, and the inspector general
said it wasn't a cover-up. |In fact, he argues that it was
difficulty in inplenmenting sone of your recomendations, or a
failure to inplenment those. How would you respond to that? Do
you say they didn't even try to do it, or they did not announce
the results of your screening and results?

MR. DZAKOVI C. They pretty nmuch kept our testing secret.
However - -

MR. RCEMER: You disagree with the inspector general's
definition of "cover-up" --

MR, DZAKOVI C.  Yes.

MR. ROEMER: -- versus effective inplenentation of your
recommendat i ons?

MR. DZAKOVIC: Yes. Not only that, but when the IG finished
their investigation in the whistle-blower conplaint, under |aw
was allowed to respond to their investigation. And one of the
things | stated to the OSCis that the 1G did not do a poor
investigation; that they falsified their investigation into ny
whi st e-bl ower conplaint. The reason is that they did not include
any of my docunmentation. They did not include any derogatory
statenments fromny wtnesses. They basically cane up with a



fairly lame investigation into my whistle-blower conplaint. The
OSC then kicked it back to the IGto have themre-do certain

i ssues, and this kind of went on back and forth for a while. But
this is one exanple that politics and i mage takes precedence over
reality when it conmes to aviation security. And that's the whole
hi story of FAA-regul ated security.

MR. ROEMER Finally, M. Chairman, how many red teans do
we currently have out there working today?

MR. DZAKOVIC. | think there's quite a few of then, but
again, | would use the term"red team rather |oosely. But when I
was there in the red teamwe only had one red teamthat only had
fromtwo to six people on a team

MR. ROEMER. The whol e country?
MR. DZAKOVI C. Yes.
MR. RCEMER: Thank you, M. Chairman.

MR. LEHVAN: Just a quick followup. Do you ascribe this
cover-up or willful ignoring of the results of the red teans to
clientitis? To pressure fromthe industry, or to pure
bureaucratic inertia, or to sonething el se?

MR DZAKOVIC: | think it's a conbination of a nunmber of
factors. One is the pressure formthe airline industry. The other
is blatant inconpetence on the part of many of the managers. But
al so keep in mnd what a red team does. Basically all we do is
dig up dirt or negative information and you don't get ahead in a
career in the federal governnent by constantly bringing up dirt.
So their reaction was to try to mnimze that as nuch as possi bl e.
And | think that's what's happening now with the current red team
is they are being mnimzed far short of what they should be
doing. And if they really wanted to do it right, | think you
woul d have to have a red teamthat is totally i ndependent of TSA
to actually be doing what they should be doing.

MR. KEAN. If there are no further question, M.
Dzakovi ¢, thank you very, very nuch for your tinme and for your

appear ance. Congressnman Hamilton and I will be available for a
brief press availability | gather right outside those doors, | am
told. | would ask the Comm ssion nenbers if we could have a brief

nmeeting in about 20 m nutes back in back of us that shouldn't [ ast
too long | hope.
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